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1 WELCOME!

Dear user,

Thank you for your confidence in choosing Safetica. We are certain that you will be fully sat-
isfied. In this document you will find a detailed description of all components of the product and
manual help for using the individual features. This documentation will guide you in detail from in-
stallation and initial deployment on the company network to common usage, evaluation of output
and solving the most frequent problems.

If you do not succeed in solving a problem even after consulting this information, please contact
technical support at http://www.safetica.com/support.

Safetica offers a completely new approach to internal security. It is the first security solution com-
bining real prevention with actual protection against internal threats. By monitoring users it reveals
their risk behavior, and by blocking unsolicited actions and protection against data leakage (DLP), it
protects the company from the consequences of undesirable activities by employees. No other
software application can protect a company against all major internal threats in such an all-encom-
passing manner.

If you want to install the software as quickly as possible, please read this Safetica installation
manual. To quickly master basic practices and usage, use the Safetica quick wizard. Answers to
frequently asked questions about using the software can be found in Frequently asked technical
guestions of Safetica users.

Thank you,

Safetica Technologies team, vendor of Safetica

2 ABOUT SAFETICA

Every day your company can be damaged by its own employees. They may only pretend to be
working, misuse company resources or steal and lose sensitive data. Safetica security software is
the only application in the world that protects your company against all the major failures of your
staff: sensitive data leaks, financial losses and damage to your company’s reputation. At the same
time, it alerts you to potentially dangerous behavior among your staff long before their conduct
threatens your company.

Major Benefits
® Protect your company against the consequences of the failings of your own employees.

¢ Detect employee behavior that may damage your company in good time.
e Obtain an overview on the working activity and productivity of your staff.

¢ Ensure that sensitive company data remains where it should be — inside the company.



e Protect your company's interests with regard to your employees' privacy.
e Ensure that staff access sensitive information only in the authorized way.
e Work with security software that does not disrupt your company’s current processes.

e Reach compliance with industrial standards, regulations and laws easily.

Safetica Modules
Auditor

Detect potentially dangerous employee behavior right from the time it starts. Monitor employee
working activity and detect who is trying to damage your company.

DLP

Prevent your employees from misusing data they are granted access to and protect sensitive com-
pany information against unauthorized persons.

Supervisor

Obtain control over employees’ working activity. Eliminate undesirable behavior and thus increase
employee productivity.

SofeﬁCO‘° Internal Threat Protection

internal threats
prevention

Configurution
DLP rules

Analysis,
internal threat
assessment

Monitoring
and internal

threats prevention

2.1 Architecture

Safetica product is based on a client — server architecture. The client application Safetica Endpoint
Client (SEC) runs on end workstations. This application communicates with the Safetica Manage-
ment Service (SMS) server component. Security managers or administrators can use Safetica
Management Console (SMC) for a remote connection. Data obtained by monitoring individual end
stations is stored on a database server. The software is optimized for operating extensive net-
works including branch support, even multinational ones.
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Safetica is therefore a decentralized solution. It allows employing multiple servers and centrally
managing them from a single console (independent management is of course also possible). Each
of the servers can service a part of the company environment, so it is possible to divide the load
further. This architecture makes it possible to support multiple branches and in fact an unlimited
number of users and computers.

Each of the following components may be installed on a separate computer.

SMS represents the server part. It runs as a service on a server. Multiple services may run in one
domain thanks by means of tofor the load distribution. using division of the Active Directory tree. An
alternative for small networks is the option of installing the service on a network without a domain,
so that it can run on a standard computer.

On each Safetica Management Service it is possible to assign different rights to individual adminis-
trators (or managers) using Safetica Management Console, so the company security control can
be divided into different roles (e.g. local admin, enterprise admin, security manager, etc.).

SMC is a management center that serves to set and control client stations (Safetica Endpoint Cli-
ent), server services (Safetica Management Service) and databases. It also displays the output of
monitoring, statistics and graphs. It can run anywhere you have a connection to the server service.
The number of console installations and number of users are not limited by the license.

SEC represents a client component which runs on the end stations of each of your employees. It
comprises two main parts:

e Safetica Client Service — launches at each start of the operating system as a service and
performs monitoring, enacting the security policy and carrying out communication with the
database and Safetica Management Service. The client service manages the functioning of
the Auditor, DLP and Safetica Endpoint modules on the end stations.

¢ Endpoint Security Tools — user interface with security tools and a contextual menu. This part
is available only with a valid DLP module license. It can work in three modes depending on
settings:

1. Normal mode — user interface with security tools and contextual menu available by right-
clicking on in the notification area (available only with a valid DLP license).

2. Tray mode with basic user actions available only from the contextual menu without a user
interface (available only with a valid DLP license).



3. Invisible mode without Endpoint Security Tools and the contextual menu. Only the Safetica
Client Service runs on the client station. This mode does not hide processes of the SEC
component on its own. Hiding processes can be carried out in the Endpoint Security Tools

settings.
SQL Database

The SQL database is the last component, used for storing data obtained through monitoring and
settings. It also includes the categorization database with such categories as applications, web-
sites and appendices.

0 SEC uses the SQLite database for temporary storage of records, settings and categories.

o0 Every SMS uses databases on the SQL server for storing settings, records and categor-
ies. Every SMS needs three designated databases on the SQL server for storing records,
settings and applications, websites and appendices categories. To store a database, you
can use your own Microsoft SQL Server or Microsoft SQL Server 2008 R2 Express which
comes with the installer.

Data calculator

The data calculator can help you to estimate the capacity that an SQLite or MS SQL database re-
quires to run the Safetica software. By selecting the number of users, level of user activity, screen-
shot quality and desired modules, you can easily obtain sharable estimates of database capacity
requirements.

You can find the data calculator at the website http://calc.safetica.com/.

Note

All of the components described above can be installed on one computer. Depending on the secur-
ity policy settings, SMS and SMC performance may be negatively affected if this is done. For ex-
ample, if you disable network communication on the computer, other SECs will not have a connec-
tion to the SMS.

2.2 Requirements

As described in the Architecture section, Safetica is made up of several components, each de-
veloped for a specific function. Each of these components also has its own operating system,
hardware and software requirements.

The following section lists the requirements for the individual components of Safetica.

2.2.1 Safetica Management Service

Minimum hardware requirements:
® Processor:

1.8 gigahertz (GHz) 32-bit (x86) or 64-bit (x64) single-core processor
° RAM:

1GB
e Hard disk space requirements:

4 GB reserved space

Recommended hardware requirements:
® Processor:
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2,4 gigahertz (GHz) 32-bit (x86) or 64-bit (x64) dual-core processor
° RAM:
2GB
e Hard disk space requirements:
10 GB reserved space
Supported operating systems:
® Microsoft Windows XP SP3 32-bit and 64-bit
e Microsoft Windows Vista 32-bit and 64-bit
e Microsoft Windows 7 32-bit and 64-bit.
e Microsoft Windows 8 32-bit and 64-bit
e Microsoft Windows Server 2003 SP1 32-bit and 64-bit
e Microsoft Windows Server 2003 R2 32-bit and 64-bit
e Microsoft Windows Server 2008 32-bit and 64-bit
e Microsoft Windows Server 2008 R2
e Microsoft Windows Server 2012

Note: There could be only one instance of Safetica Management Service installed on one PC.

2.2.2 Safetica Management Console

Minimum hardware requirements:
® Processor:

1.5 gigahertz (GHz) 32-bit (x86) or 64-bit (x64) single-core processor
° RAM:

512 GB
e Hard disk space requirements:

2 GB reserved space

Recommended hardware requirements:
® Processor:

2.4/1.6 gigahertz (GHz) 32-bit (x86) or 64-bit (x64) single/dual-core processor
° RAM:

1GB
e Hard disk space requirements:

2 GB reserved space

Supported operating systems:
* Microsoft Windows XP SP3 32-bit and 64-bit

e Microsoft Windows Vista 32-bit and 64-bit
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¢ Microsoft Windows 7 32-bit and 64-bit.

¢ Microsoft Windows 8 32-bit and 64-bit

¢ Microsoft Windows Server 2003 SP1 32-bit and 64-bit
e Microsoft Windows Server 2003 R2 32-bit and 64-bit
¢ Microsoft Windows Server 2008 32-bit and 64-bit

¢ Microsoft Windows Server 2008 R2

e Microsoft Windows Server 2012

Note: Safetica Management Console could be used by multiple users on one PC.

2.2.3 Safetica Endpoint Client

Minimum hardware requirements:
® Processor:

1.5 gigahertz (GHz) 32-bit (x86) or 64-bit (x64) single-core processor

e RAM:
512 GB
¢ Hard disk space requirements:

2 GB reserved space

Recommended hardware requirements:
® Processor:

2.4/1.6 gigahertz (GHz) 32-bit (x86) or 64-bit (x64) single/dual-core
° RAM:
1GB
e Hard disk space requirements:
2 GB reserved space
Supported operating systems:
® Microsoft Windows XP SP3 32-bit and 64-bit
¢ Microsoft Windows Vista 32-bit and 64-bit
¢ Microsoft Windows 7 32-bit and 64-bit.

2.2.4 Microsoft SQL Database

processor

Every Safetica Management service uses three own reserved SQL databases for record, settings

and category storage.

Supported SQL Servers
* Microsoft SQL Server 2008 32-hit and 64-bit
e Microsoft SQL Server 2008 Express 32-bit and 64-bit

e Microsoft SQL Server 2008 R2 32-bit and 64-bit

12



Note:

Microsoft SQL Server 2008 R2 Express 32-bit and 64-bit (je soucasti instalatoru)
Microsoft SQL Server 2012 32-bit and 64-bit
Microsoft SQL Server 2012 Express 32-bit and 64-bit

You will find hardware and software requirements of listed SQL servers on the Microsoft web

page (Www.microsoft.com).

3 DEPLOYMENT OF SAFETICA

When installing, proceed as follows:

1.

Before commencing the installation, check to make sure that your network meets the spe-
cified service requirements.

Install Safetica Management Service on selected PC(s). During installation, choose which
Microsoft SQL Server shall be used by SMS for storing data.

Install Safetica Management Console on the computer from which you would like to man-
age Safetica.

Using Safetica Management Console, connect to Safetica Management Service and config-
ure the server.

Install Safetica Endpoint Client on each client.

Perform the initial setup and verify that all components have been correctly installed and
properly communicate with each other.

After installing all the components and checking to make sure that everything has been installed
correctly, you may begin using Safetica.

In the following sections, each step of the deployment will be described in detail.

3.1

Before installation

Take the following steps before installation:

1.

2.

Check whether the hardware and software requirements of all three Safetica components
are met.

Analyze your corporate network:

o Decide on what PCs you are going to install the Safetica Management Service (SMS) in
your environment. When making the decision, take the following into account:

= The PC with SMS must be able to connect to the SQL server on which the main data-
bases will be stored.

= Depending on the number of SECs connected and the database server type, set how
many SMS you wish to install in your environment. The number of SECs that can con-
nect to one SMS is limited by the SQL database which the SMS uses for storing data —
see below.

o Decide on what PCs you are going to install the Safetica Management Console (SMC) in
your network. The PC with SMC must be able to connect to all SMS you wish to administer
by using the administration console.

o Decide on what PCs you are going to install the Safetica Endpoint Client (SEC) in your
network. When making the decision, take the following into account:

= For every SEC, decide what SMS it will be connected to. Not every PC will be connected
to all PCs with SMS.

13



= The PC with SEC must be able to connect to some SMS in your environment.

= The PC with SEC must be able to connect also to the SQL server which has the SMS
databases. SEC exchanges settings and records from SMS via these databases.

0 Select and designate SQL servers on which the central databases of the individual SMS
will be stored. When making the decision, take the following into account:

= Every SMS needs three designated databases on the SQL server: one for settings, one
for records and one for the category database.

= The databases of multiple SMS may be stored on a single SQL server, but this can af-
fect the number of SECs which the SQL server can serve.

¢ When using the Microsoft SQL Server of the Express edition, the ideal number of con-
nected SECs is 50, with a maximum of 70. These counts apply to the installation of
the entire SQL Server.

e When using the Microsoft SQL Server of the standard edition (Standard, Enterprise,
etc.), the ideal number of connected SECs is 200, with a maximum of 300. These
counts apply to the installation of the entire SQL Server.

3. Before installing the various Safetica components (SMS, SMC, SEC), ensure they will not
be blocked by a firewall or antivirus software.

0 Add exceptions for incoming connections to the process STAService.exe and the following
ports on the PCs on which the Safetica Management Service will be installed:

= 4438 (communication SEC -> SMS, database).
= 4441 (communication SMC -> SMS).

0 Add exceptions for the process STAConsole.exe on the PCs on which you will install the
Safetica Management Console.

0 Set exceptions for the following processes on the PCs on which you will install the Safet-
ica Endpoint Client: STCService.exe, STMonitor.exe, STUserApp.exe, Safetica.exe,
STPCLock.exe, outgoing and incoming connections.

0 Set exceptions for port 1433 (default port for database connection) on the PCs on which
you will install the databases.

4. Download the universal installer with the latest Safetica release (http://downloads.safet-
ica.com/safetica_5_setup.exe).

0 The universal installer contains all components necessary for installation.

3.2 Installation of Safetica Management Service

Safetica Management Service is a central server component of Safetica. It ensures that all Safetica
clients (SEC), the console (SMC) and the databases are interconnected.

To perform the installation, proceed as follows:

1. Launch the universal installer that you have downloaded. After selecting your language, and
agreeing to the license terms, go to Installation > Safetica Management Service.

14



p
Safetica® Universal Installer =l

Installation

SGfEhCO' Mecessary files for instalation.

Safetica Management Service

Installation of Safetica Management Service (32-bit, 64-bit).
SMS

Safetica Management Console
sMC Installation of Safetica Management Console (32-hit, 64-hit).

Safetica Endpoint Client
H}.‘_ H}’t Installation of 32-bit or 64-bit dient from M5I setup file,

--- Safetica ---

Help < Back Close

2. Here you several options:
0 Run the installation directly from the universal installer by clicking on Run Installer.

o Extract only the Safetica Management Service installer, which you can then use separ-
ately for later installation.

Note: In the third part Tools and Components you will find components essential for cor-
rect installation of the Safetica Endpoint Client or Microsoft SQL Server 2008 R2 Ex-
press. If you are going to install Microsoft SQL Server 2008 R2 Express from this in-
staller, make sure you have installed the Microsoft Installer 4.5 component. If this com-
ponent is not installed, install it now.

15



Safetica® Universal Installer = 2

safetica Management Service

S‘GfEhCO' Installation of Safetica Management Service (32-bit, 64-bit).

Run installer

E Run installer for selected component.

Extract installer

ﬁ Extract installer into spedified folder.

Tools and Components
Tools and compaonents needed to install Safetica Endpoint Client.

--- Safetica ---

<ac Gose

L )

. After running the installer (either from the universal installer or from the extracted one), se-
lect your language once again and accept the license terms. Select the installation folder.

. Select the Installation Folder.

Next, you must choose the SQL Server on which the SMS installed will store the data-
bases. You can choose from the following options:

a. If choosing this option, you can use your existing Microsoft SQL Server installation to
create the database. Supported Microsoft SQL Servers are listed in the requirements.
For a description of the configuration, continue to Configuring an Existing SQL Server.

b. If choosing this option, you will install Microsoft SQL Server 2008 R2 Express on your
existing PC. The new server will be used for creating the SMS databases. For a descrip-
tion of the installation, continue to Installation of New SQL Server Express.

c. If you have an existing instance of Microsoft SQL Server 2008 R2 Express on the PC
where you are going to install SMS, you can choose this last option. The existing SQL
Server will be used for storing SMS databases. For a description of the configuration,
continue to Configuring an Existing SQL Server.
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-

Safetica Management Service =

SGf‘EhCO ’ Selecting the SQL server, with which will SMS communicate

S0QL server selection

--- Safetica ---

Choose with which SQL server will Safetica Management Service communicate:

3
z.

Custom SQL server

IIses a SQL server of your choice {on this or on a different computer, of a
different edition, etc.), minimal required version of Microsoft SQL Server is
2003

Mew installation of SQL Server Express

Installs a new instance of Microsoft SQL Server 2008 B2 Express an this
computer.

Use existing S0L Server Express

IUses existing instance of SQL serveru Express from this computer, minimal
required version of Microsoft SQL Server is 2003 R.2 Express,

L

A

6. Before starting installation, you can still disable Integration settings. Integration is enabled in
the default mode (recommended).

7. Complete the installation. Safetica Management Service will install and then launch auto-

matically.

8. Once the installation has successfully completed, verify that the STAService.exe is running
(Task Manager -> Services -> STAService — running)

9. Finally, verify that you have added exceptions to your firewall and antivirus for the STASer-
vice.exe process and that ports 4438 and 4441 are not blocked.

Note: By default, Safetica Management Console normally uses port 4441 for connecting to Safetica
Management Service and port 4438 for connecting to Safetica Endpoint Client . You can change
the settings to use different ports here as well.

3.2.1 Configuring an Existing SQL server

If you choose your own SQL server during Safetica Management Service (SMS) installation, you
need to check first if this server is correctly set for storing SMS databases.

e Check whether SQL Server authentication is set to mixed mode — SQL Server authentication
and Windows authentication (Microsoft SQL Server Management Studio -> Server settings -
> Security -> SQL Server and Windows Authentication mode).

e The SQL server must be available in the network via the TCP/IP protocol (SQL Server Con-
figuration Manager -> SQL Server Network Configuration -> TCP/IP Enabled).

e A user with sufficient rights to create a database (dbcreator) must be created in the SQL
server. Apply this user when entering the data.

If you have no SQL server installed, follow the instructions and go to Installation of User's Own

SQL Server.

If you have the SQL Server installed and it meets all criteria set the opening section, you can begin

the configuration:

17



1. First complete the following:

o IP or address — enter the IP address or SQL Server name here. The SQL server must be
available via this address or name both for newly installed SMS and for clients (Safetica
Endpoint Client — SEC) that will connect via this SMS. When filling this in, you can specify
the SQL Server instance (e.g. 192.168.100.1\InstanceName). If entering a plain IP address
or name, the default SQL server instance will be applied.

0 User name — enter the name of the user for the SQL server. The user must have at min-
imum rights to create databases (dbcreator). The user will be applied for creating and con-
necting to all three databases that will be automatically created on the SQL server after
SMS installation.

0 Password — SQL server user name.

”
Safetica Management Service = | =

Connection settings

S‘GfEhCO' SQL Server connection data for SMS

Following data can be stored to local registry for SMS to connect to SQL database. If you
used steps for new or existing SQL installation, some of the fields will be filed. Change or
choose the server address to such, that can be used to connect to SQL database by SMS
and all of its dients.

IP or address: 192.168.56.1 -

User name: SafeticaDBadmin

R
Password: i

[ Verify and save

--- Safekica ---

<Back || Next> | | cancel

2. Click Verify and save.

3. Click Next, continue andfinish Safetica Management Service installation. After completing
the SMS installation, three databases will be created on the SQL server:

0 safetica_main — used for storing and sharing settings between SMS and SEC.
o safetica_data — used for storing data recorded from clients (SEC).
0 safetica_category — used for storing applications, websites and appendices categories.

Note: You can later change the connection to the Safetica Management Service via the Safetica
Management Console in the Server settings section. The configuration of this connection is de-
scribed in the section Safetica Management Service Configuration.

3.2.1.1 Microsoft SQL Server installation
If you don't have SQL Server installed proceed as follows when installing new SQL Server:

1. Install MS SQL on your server from the following components.

18



loixi
Feature Selection

Select the Express with Advanced Services features to install, For clustered installations, only Database Engine Services and Analysis
Services can be clustered.

Setup Support Rules Features: Description:
Feature Selection Instance Features Includes Management Studio support for
Instance Configuration Database Engine Services the Database Engine and SQL Server
Disk 5 Requi t Express, SQL Server command-line utility
sk Space Requiremants (SQLCMDY, and the SQL Server PowerShell
i i rovider.
SR G O Reporting Services =
Database Engine Configuration Shared Features
Error and Usage Reporting [ Business Inteligence Development Studio
Installation Rules
SQL Client Connectivity SDK
ez t‘_j el [ Microsoft Sync Framework
Installation Progress Redistributable Features
Complete
Select All Unselect All
Shared feature directory: |C:\ongram Files\Microsoft SQL Server),
< Back I Mext > | Cancel | Help. |

i

2. Set up Mixed mode authentication in the relevant installation step

1850 server 200m 5o~ i1
Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules Account Provisioning | Data Directories | FILESTREAM |
Feature Selection

Instance Configuration
Disk Space Requirements Authentication Mode
Server Configuration

Specify the authentication mode and administrators For the Database Engine.

" wWindows authentication mode
Database Engine Configuration

(& Mixed Mode (SQL Server authentication and Windows auth
Error and Usage Reporting
Installation Rules Built-in SQL Server system admini account
Ready to Install Enter password: I
Installation Progress e I
Complete

Specify SQL Server

SQL Server administrators
have unrestricted access to
the Database Engine.

Add... | R_emuvel

< Back | Mext > | Cancel | Help |
4

3. Make sure that you have the MS SQL server set to listen, for example, on port 1433. You
can do this using the Sqgl Server Configuration Manager tool

n Manager

[ oropermes TR

Protocol  IP Addresses |
E IP1
% SQL Server Configuration Manager (Local) Protocol Name Status /e Yes =
SQL Server Services Y~ Shared Memary Enabled Enabled No
= 4., SQL Server Network Configuration ¥ Named Pipes Disabled 1P Address 192.168.02
% Protocols for SQLEXPRESS FTCRIP Eicls ] 1CP Dynamic Ports o
.~ Protocols For SQLEXPRESSSPZ FvIa Disabled TeP Port
-5} SQL Native Client 10.0 Configuration

B 1p2
Active fes
Enabled No
1P Address 127.0.0.1
TCP Dynamic Ports 0
TCP Port

B 1pall
TCP Dynamic Ports
TCP Port 1433

Active

Indicates whether the selected IP Address is active.

oK I Cancel Apply: Help
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4. Create a new MS SQL user with sufficient rights to create databases using the Sqgl Server
Management Studio tool. Select the authentication type in the setup as SQL Server authen-
tication and enter a new password.

'- Microsoft 5QL Server Management Studio

File Edit View Debug Tools Window Community Help

P Newouery | [Ty | BB 0B G (b |5 H S | &
Connect' _i!j 2 m T [2] S

= [d localhost (SQL Server 10.50.1600 - PRODUCTION
[El [ Databases
[l System Databases
[l Database Snapshots

351

s

[ s3

B 3 Seaurity

=L
& l MNew Login... I ginZs
& Filter v e
A E——
g Start PowerShel
& Reports 3
a Refresh
&

[+

[# [ Server Roles
[l Credentials

-iBix
2 General
§: f.l::rel";'l:;:::g Login name: |5q|_|-|53f Seanch.. |
% Securables " Wirdows authenfication
|5 Status & 5QL Server _
Password: I.........
Corfim password: Innuno
™| Specify old password
COld password: I
I¥ Enforce password policy
¥ Erforce password expiration
¥ User must change password at next login
" Mapped to certificate | j
" Mapped to asymmetric key I j
™ Map to Credential [ =] add |
(Flogm-new 10| x|
2 General

Server role is used to grant server-wide security privileges to a user.
|44 Securables
L Status Server roles:

[] bulkadmin

[ diskadmin

[[] processadmin
[wl public

[ securtyadmin
[] serveradmin
[ setupadmin
[] sysadmin

The connection of Safetica Management Service to these databases is set via Safetica Manage-
ment Console in section Server settings. For a description of how to configure this connection, see
the section Configuration of Safetica Management Service
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3.2.2 Installing @ new SQL Server Express

If you do not own any SQL Server, you can install Microsoft SQL Server 2008 R2 Express from this
installer.

Note: The Express edition comes with the following restrictions:
e It uses only one processor.

e |t uses maximum 1 GB of RAM.

¢ The maximum database size is 10 GB.

Due to these restrictions to the Express edition of the SQL Server, the ideal number of SECs
connected to SMS with this SQL server is 50, with a maximum of 70.

In the configuration of the new SQL Server the following settings are entered by default:

e The SQL server instance name is MSSQLSERVER.

e The default password for the user "sa" is set to "safetica”. The "sa" user will be applied for
access to all three databases.

’
Safetica Management Service = =

SQL Server Express installation

SGfEhCO' Selecting parameters of the Microsoft SQL Server 2008 R2

Express

Selecting parameters of the new instance of Microsoft SQL Server 2008 B2 Express. Please
enter a name for new SQL instance and password for SQL administrator account 'sa'. Default
values for Instance name is 'MSSQLSERVER' and 'safetica’ for sa account password.

Use default values

Instance name: MS50LSERVER

xxxxxxxx

ExEEEEEE

Repeat password:

1 agree with Microsoft SQL Server 2008 R2 Express licence terms
SOL Server 2003 R.2 Express EM.rif

--- Safetica ---

[ < Back ][ Mext = ][ Cancel ]

After clicking the Use default values button, you can change the data shown above. For security
reasons, we recommend using a different name for the user "sa".

After accepting the License Terms of Microsoft SQL Server 2008 R2 Express, you can click Next
to launch the SQL server installation.

After completion of SQL Server Express installation, click Next and enter the SQL server user
name and password for the server that will be used for database access. The default user is safet-
ica with password safetica. For security reasons, we recommend changing the default user pass-
word safetica.
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”
Safetica Management Service ) e

. SQL server configuration
L]
9 SDfEhCO Sets parameters for the selected SOL server

The selected SQL server will be configured by dicking the Mext button, TCP connection and
S0l authentization will be allowed and firewall will be configured to allow SQL server
applications. Then the SQL account 'safetica’ with password 'safetica’, which will SMS use to
connect to database, will be added.

User name: safetica

Pﬂsﬂ"ﬂﬂt R

A

Repeat password:

--- Safetica ---

< Back ][ Mext = ] [ Cancel

Click Next.

When SQL server configuration has been completed, click Next and confirm the settings for SQL
server connection in the following dialog by clicking Verify and save. Click Next.

’
Safetica Management Service = | =

Connection settings

SGf‘EhCO ’ SQL Server connection data for SMS

Following data can be stored to local registry for SM5 to connect to SQL database. If you
used steps for new or existing SQL installation, some of the fields will be filed. Change or
choose the server address to such, that can be used to connect to SQL database by SMS
and all of its dients.

IP or address: 192.168.56.1 -

User name: SafeticaDBadmin

S DA D S D DR D
Password: 4

[ Verify and save

--- Safetica ---

[ < Back ][ Mext = ][ Cancel ]

Continue and finish Safetica Management Service installation. After successful completion of the
SMS installation, three databases will be created on the SQL server:

e safetica_main — used for storing and sharing settings between SMS and SEC.
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e safetica_data — used for storing data recorded from clients (SEC).
e safetica_category — used for storing applications, websites and appendices categories.

Note: You can later change the connection to the Safetica Management Service via the Safetica
Management Console in the Server settings section. The configuration of this connection is de-
scribed in the section Safetica Management Service Configuration.

3.2.3 Configuring existing SQL Server Express

If you have Microsoft SQL Server 2008 R2 Express already installed on the PC where you are in-
stalling the Safetica Management Service, you can use it for creating the databases. The installer
will automatically re-configure the existing SQL server installation on that PC. SMS will automatic-
ally connect to this instance and create the respective databases after installation.

Note: The Express edition comes with the following restrictions:
e |t uses only one processor.
e |t uses maximum 1 GB of RAM.

e The maximum database size is 10 GB.

Due to these restrictions to the Express edition of the SQL Server, the ideal number of SECs
connected to SMS with this SQL server is 50, with a maximum of 70.

In the first dialog enter the SQL server user name and password for the server that will be used for
database access. The default user is safetica with password safetica. For security reasons, we re-
commend changing the default user password safetica.

”
Safetica Management Service ) e

SQL server configuration

SDfEhCO' Sets parameters for the selected SQL server

The selected SQL server will be configured by dicking the Mext button, TCP connection and
S0l authentization will be allowed and firewall will be configured to allow SQL server
applications. Then the SQL account 'safetica’ with password 'safetica’, which will SMS use to
connect to database, will be added.

User name: safetica

Pﬂsﬂ"ﬂﬂt R

A

Repeat password:

--- Safetica ---

<Back || Mext> | | cancel

Click Next.

When SQL server configuration has been completed, click Next and confirm the settings for SQL
server connection in the following dialog by clicking Verify and save. Click Next.
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P
Safetica Management Service =1 —

Connection settings

SDfEhCO' SQL Server connection data for SMS

Following data can be stored to local registry for SMS to connect to SQL database. If you
used steps for new or existing SQL installation, some of the fields will be filed. Change or
choose the server address to such, that can be used to connect to 5QL database by SMS
and all of its dients.

IP or address: 192.163.50.1 -

User name: SafeticaDBadmin

R R R O N
Password: 4

[ Verify and save

--- Safetica ---

<Back | Mext> | | cancel |

Continue and finish Safetica Management Service installation. After successful completion of the
SMS configuration, three databases will be created on the SQL server:

e safetica_main — used for storing and sharing settings between SMS and SEC.
e safetica_data — used for storing data recorded from clients (SEC).
e safetica_category — used for storing applications, websites and appendices categories.

Note: You can later change the connection to the Safetica Management Service via the Safetica
Management Console in the Server settings section. The configuration of this connection is de-
scribed in the section Safetica Management Service Configuration.

3.3 Installation of Safetica Management Console

The console is the central point for managing the software. It is used for setting up and managing
both Safetica Endpoint Clients (SEC) and Safetica Management Services (SMS) as well as for
database management, and of course for the management of Safetica modules. The console also
shows statistics, charts, and monitoring outputs. By using the Safetica Management Console
(SMC), you can manage multiple instances of SMS. All you need is a SMC running on any com-
puter that can access the managed SMS. Neither the number of console installations nor the num-
ber of its users is limited by the license.

Proceed with the installations as follows:

1. Launch the universal installer that you have previously downloaded. After selecting your lan-
guage and agreeing to the license terms, go to Installation -> Safetica Management Con-
sole.

2. Here you several options:
0 Run the setup directly from the universal installer by clicking on the Run installer button.
o Extract only the SMC installer, which you can then use separately for later installation.

Note: In the third part Tools and Components are components that are necessary for
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3.

4,

3.4

proper function of Safetica Enpoind Client or Microsoft SQL Server 2008 R2 Express. If
you will be installing Microsoft SQL Server 2008 R2 Express from the installer, make
sure you have installed the component Microsoft Installer 5.4. If not, install it from here.

After running the installer (either from the universal installer or from the extracted one), se-
lect your language once again and accept the license terms. Select the installation folder
and complete the installation.

Finally, verify that you have added exceptions to your firewall and antivirus for the STCon-
sole.exe process.

Configuration of Safetica Management Service

After successfully installing the Safetica Management Console (SMC) and Safetica Management
Service (SMS), the entire system must be properly configured before you can begin installing Safet-
ica Endpoint Client on the endpoint computers. All administration and settings are carried out via

SMC.

The main configuration steps are as follows:

1.
2.

Launch SMC and enter a new access password for the console.

Connect SMC using Management and settings -> Server settings to the relevant server
component of SMS by providing the default credentials, login name safetica and password
safetica.

Use SMC to update the database of categories. To do this, go to Management and settings
-> Cateqgories.

Change the default password for the default SMS account (safetica). To do this, go to Man-
agement and settings -> Server Settings -> Change connected SMS user password.
Select the appropriate server and change your password (you must be logged into the
server with your safetica account to be able to do this).

Change your password for the local administration of Safetica Endpoint Client (SEC) — see
Protection against unauthorized manipulation with Safetica Endpoint Client. As before, the
default password is safetica.

This part of the setup is not essential, but the category functions will not be available without
it.

If you have a license number, enter it into Management and settings -> License manage-
ment. The license is only applied to Safetica Endpoint Clients. Safetica functions will be ac-

tivated after you have assigned the appropriate module license to the client. This can be
done after you have installed and connected the client to the server, again in the same view.
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Safetica Management Console - 0 x
v 2 ¢ A i
il Q@ Vo at b
i e e Supenviso Dsshboard  Alers  Repors  Management
— o o o and settings
Owerview Console settings Server setfings Categories Zones Datsbase mansgement Updste Sync izati Access SMS5 access log  Seftings Overview  Templates Client settings
Clients Informaticn  Integration settings License management
Server settings
=) 5
5 [SMS BASIC INFORMATION << Hide —
(-2, Unknown
iM% Active Directory Using the server settings you can set connections to one or more SMS you want to manage. Each SM5 can have its own 9
~- % Busi database connection, AD synchronization and SMTP server for sending e-mails. You can also change the password for
[=-&, Business
H John currently connected user. m
John-PC Help
& FTXP CONNECTION TO SAFETICA MANAGEMENT SERVICE == Hide —
Edit || Remove
% TJ-group Service Username
192.168.29.135 safetica
Version and name < Hide —
Version: 5.0.0
Server Name: SMS The name of the server provides a unigue server identification throughout Safetica
Datab tion settings << Hide —
Database: Main database Al Test connection
Server: 192,1568.29.135 Enter a server address reachable from all dient computers.
Port: 1433
Database name: seshS_main_RC
Username: sa
Password: YYTTYY Y
Safetica Data Calculator:  http: /fcale. safetica,com
ACTIVE DIRECTORY == Hide —
Remove
Connected nodes:

Additional recommended steps

® When you are using Active Directory services optionally run synchronization with Active Dir-
ectory. This can be done by selecting the appropriate organizational unit in Management and
settings -> Server Settings -> Active Directory. Users and computers from this organiza-
tional unit will be loaded into the Active Directory group in the user tree.

e If you have installed several SMS on your company network, we recommend repeating the
above-mentioned steps on all of these SMS. Display the Server settings again to connect to
another SMS; this can be displayed by entering Management and settings -> Console set-
tings in the main SMC menu. Click on the New server button and enter the connection in-
formation. Use the console to connect to every SMS. First, change the password in the de-
fault administrator account. Then go to Management and settings -> Access management
and create the appropriate access accounts for each SMS with various access rights based
on your company security policies. Each SMS has its own separate access accounts.
Examples of possible accounts and their access rights:

0 Security administrator — can access module settings DLP and Supervisor. Cannot view
any data obtained through employee monitoring.

0 Manager — can display data obtained through employee monitoring in all modules, cannot
change any settings.

0 Auditor — can change the settings of the Auditor module and view data obtained through
employee monitoring.
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Of course, you may arbitrarily change the access rights for individual users to any SMS.
For more information about setting up accounts and access rights for individual modules
and functions, see Access management.

3.5 Installation of Safetica Endpoint Client

Safetica Endpoint Client (SEC) is the last component of the Safetica product that you need to in-
stall. It is an essential component. On the client computers, it ensures the enforcement of security
policies and ensures that all the functions configured in Safetica Management Console (SMC) run
properly. For end users, it can also provide a set of security tools for their own use.

Proceed with the installations as follows:

1. Launch the universal installer that you have previously downloaded. After selecting your lan-
guage and agreeing to the license terms, go to Installation > Safetica Management Client
x86 or x64 — this depends on which operating system version is installed on the endpoint.

2. Here you several options:
0 Run the setup directly from the universal installer by clicking on the Run installer button.
0 Extract only the SEC installer, which you can then use separately for later installation.

Note: In the third part Tools and Components are components that are necessary for
proper function of Safetica Enpoind Client or Microsoft SQL Server 2008 R2 Express. If
you will be installing Microsoft SQL Server 2008 R2 Express from the installer, make
sure you have installed the component Microsoft Installer 5.4. If not, install it from here.

3. You will be asked to enter the following information before extraction or running the installer:
0 Server address — address of SMS for SEC to connect to.
0 Port — port on which the SMS listens. The default is 4438.
0 Language of client — language of SEC.

0 Hidden safetica processes — all SEC processes are hidden immediately after installa-
tion when this is checked (STCService.exe, STPCLock.exe, STMonitor.exe, STUser-
App.exe, and Safetica.exe). This can always be changed by going to Management and
settings -> Client settings -> Hide safetica processes.

o Client mode — graphical interface mode of Endpoint Security Tools. This can always be
changed by going to DLP -> Endpoint Security Tools settings -> Client GUI mode.
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i |'\

Safetica® Universal Installer = &

Configuration

SOfEhCO ’ MSI Installation Package Configuration

Please set the address of Safetica Management Service server and select the dient's
language.

Server address  192,158.1.1
Port 4433
Language of Client [English "]
Hidden Safetica processes || |

Client mode [Nurmal - ]

ATTENTIOM: Safetica Endpaoint Client is protected from an unauthorized uninstallation. If you
wish to uninstall the product, you must allow the uninstallation in Safetica Management
Console or using STCService, exe command, see STCService.exe -help,

--- Safetica ---

[ < Back ][ Mext = ][ Close ]

LS )

4. After running the installer (either from the universal installer or from the extracted one), se-
lect your language once again and accept the license terms.

5. Select the installation folder.

6. After successfully completing the installation, verify that the STCService.exe service is run-
ning (Windows Task Manager > Services > STCService — running).

7. Finally, make sure that in your firewall and antivirus you have established exceptions for the
following processes: STCService.exe, STPCLock.exe, STMonitor.exe, STUserApp.exe,
and Safetica.exe.

To configure SEC as well as the whole Safetica product, proceed by reading the After Installation
chapter and by carrying out the configuration.

3.5.1 Installation using GPO

It is possible to perform a bulk installation of Safetica Endpoint Client using Group Policy Manage-
ment. Before you can do this, it is necessary to extract the MSI package of Safetica Endpoint Client
from the Safetica universal installer.

We will further describe only the first kind of installation — assign (the description herein may not al-
ways correspond to reality; depending on the version of your server system, the labels may vary).
The following describes bulk installation by means of GPO on Windows Server 2008 R2:

1. Launch the universal installer of Safetica.

2. Select the respective client according to the endpoint operating system architecture (x86 or
x64).

3. Export the MSI package onto a shared disk or into a shared folder on the company network
and set the access rights to this folder (it is enough to set reading and launching rights).
These rights will be binding for the desired group of users (by default, this is the group of Do-
main Users and Domain Computers).

4. Access the server where you have installed SEC remotely through GPO. Go to Management
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tools -> Management of group policies.

. Remote Desktop Services
4w Active Directory Administrative Center
% Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
[ Active Directory Sites and Services
: Active Directory Users and Computers
Z ADSI Edit
&, Component Services
3_'1 Computer Management
= Data Sources (0DBC)
£, DNs
2] Event Viewer

1
Gl
b
- Command Prompt - E Group Policy Management
j g: &, iSCSI Initiator
qﬁ' Motepad == X " Allows management of Group Policy across sites, domains, and
- i Local Security Policy organizational units within one or more forests,
f _ I @ Performance Monitor
Group Policy Management = . X
@ j; Security Configuration Wizard
@ e Documents i Server Manager
e orer =
b -~ L. Services
% Local Security Policy Computer ‘2" Share and Storage Management
Storage orer
MNetwork = =
E;.sf—_z ot System Configuration
=2
- Control Panel @ Task Scheduler
;h Security Configuration Wizard @ Windows Firewall with Advanced Security
Devices and Printers (3] Windows Memary Diagnostic

E Windows PowerShell Modules

Administrative Tools @ Windows Server Backup

Help and Support

Run...

3 All Programs

I Search programs and files Log off >|

JIE- ] = > R

5. Right-click on the organizational unit for which you wish to deploy SES and select Create
new group policies object in this domain and interconnect it...

E Group Policy Management i ) ] 3
Z, File Action View Window Help |;li|ﬁ|
L M R ERE 7 e
__§ Group Policy Management
= _ﬁ Forest: production.autolight.com
= (£ Domains
B &

= | Domain Link an Existing GPO...

production.autolight.com
Linked Group Policy Objects |Emup Policy Inheritancel Delegation |

: Prde( -~ [a@ro | Enforced | Link Enabled | GPO Status | WM Fiter |
1 [fg Default Domain Policy Mo Yes Enabled Nane

E?J Default Create a GPO in this domain, and Link it here. ..

“:=br Group F Block Inheritance
[ WML Fil
B Starter
([ Sites
§E¢ Group Policy Mt Search...
') Group Policy Re Change Domain Contraler. ..
Remove
Active Directory Users and Computers...

Group Palicy Modeling Wizard. ..
New Organizational Unit

View 3
New Window from Here

Refresh

Properties

Help

6. Give a name to the new project (e.g. SES Deployment).

7. Select the new object on the right side of the window (the tab Scope) and add the group Do-
main Computers to the already existing group Authenticated Users.
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g Group Policy Management

=10l x|
= File Action View Window Help | =0 |
&= ||
_::-£ Group Policy Management SES Deployment
=] _‘L\. Forest: production.autolight.com Sco - - :
= % Domains pe I Detallsl Settlngsl Delegation I
= :fj production.autolight. com Links
g ;)Eesfagletpli)oovn:nael::ohw Display links in this location: Iproduction.amoligl'rt.com j
2| Domain Controllers The following sites, domains, and O Us are linked to this GPO:
3 E;LI";:;'E Objects Location = [ Erforced | Link Enabled | Path i
E Starter GPOS ﬁpmdudicn.adolight.mm Mo Yes production autolight.com
[ Sites
565 Group Policy Modeling
| Group Policy Results
i
Security Filtering
The settings in this GPO can only apply to the following groups. users, and computers:
Mame = |
f@ﬂl.rlhermcated Users

Add.. Remove | Properties |

i
WMI Filtering
This GPQ ig linked to the following WM fitter:

<none j [pen |

8. Select your newly created group policy and right-click on Edit.

L=
=i File Action View Window Help | &1 %]
227X o
_§£ Group Policy Management SES Dep|mnt
=] _ﬁ Forest: production.autolight.com Seo = : =
= % Domains pe | Detallsl Set'hngsl Delegation I
= fj production.autolight.com Links
g Default Domain Policy Display links in this location: Ipmductlon autalight.com j
=U Domain Cor If(&s domains, and OUs are linked to this GPO:
[ Erforced | Link Enabled | Path |
+ . .
" m Starter GpC SaveR - h.autolight.com No Yes production autolight . com
B Sites
& Group Policy Modeli :IEW S ’
% Group Policy Result e Tindaw fram fere
Delete
Rename
Refresh
Help |
Security Filtering
The settings in this GPC can only apply to the following groups, users. and computers:
Mame = |
82, Autherticated Users
8& Domain Computers (PRODUCTION Domain Computers)

9. In the pop-up window choose Computer setup -> Policies -> Software settings and click on
Software installation.
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File Acton View Help

E Group Policy Management Editor

=101 x|

&= |4nE k= HE

_EJ SES Deployment [WINA+ZHIZGTDA

[l 4 Computer Configuration
B [ Polides
= [ Software Settings
Software installati
7] Windows Settings
7] Administrative Templat
| Preferences
= 4#, User Configuration
| Polides
| Preferences

Mame -+

| version | Deployment state | Source

There are no items to show in this view.

10. Right-click on the window in which software is listed and select New item -> Package...

E Group Policy Management Editor

File  Action View Help

=10l x|

&= 7= cl=HE

= #-,u Computer Configuration

(= SES Deployment [WINACZHI2GTDA | Name =

I ersion I Deployment state | Source

= || Policies
=l ] Software Settings
Software installatic
] Windows Settings
] Administrative Templat
] Preferences
B 42, User Configuration
] Polidies
|| Preferences

Paste
Refresh

View

Arrange Icons
Line up Icons
Properties

Help

There are no items to show in this view.

Package...

2

3

11. In the dialog box of the MSI package choose the shared network files into which you have
copied the MSI package and SEC, and select the package.
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E Group Policy Management Editor

ﬁl sglndi_10_x&4
=l Recent Places
-l Libraries
@ Documents
Aﬁ Music
[E=] Pictures

B videos
1M Computer

€l Network

PTR— B :

i ] |
File Action View Help
&= | HmE o= HE
|=[ SES Deployment [WIN-K2HI2GTDA | Name = I \ersion I Deployment state I Source |
= Computer Configuration
E‘ [ Policies There are no items to show in this view.
= [ ] Software Settings
S x
] Windows Settings
[ Administrative Templat CTC) | | \WINK2HI2GTDAST\Users \admin4\Desktop\SES deploy x| [ | search sEs deploy 2]
|| Preferences
B & User Configuration Organize +  Mew folder g= -~ [ @
[ Policies )
| Preferences ¢ Favorites LENE | C3= TriE | EC
Bl Desktop ]'.;.EL safetica_endpoint_dient_x64 9/19/2011 3:10 PM Windows Insts
4. Downloads

8/22/2011 11:54 AM Windows Inst:

| i

File name: I safetica_endpoint_client_x64

j IWindows Installer packages (*.rj

Open I Cancel |

12. In the next dialog window, select Assigned and confirm.

E Group Policy Management Editor

File Acton View Help

4

=101 x|

&5 25 e = HE

\=f 5ES Deployment [WIN-K2HI2GTDA | Name = | version | Deployment state | Source |
= & Computer Configuration ) o
B [ Polides There are no items to show in this view.
E [] Software Settings
Software installatic
7] Windows Settings
|| Administrative Templat Deploy Software x|
|| Preferences
[ i, User Configuration Select deployment method:
[ Policies :
[ Preferences | Published
{* Assigned
" Advanced
Select this option to Assign the application without modifications.
oK I Cancel

Warning! When installing from the 32-bit MSI package, it is necessary to disable installation
onto 64-bit systems. You can do this by selecting the deployment method in Advanced ->
Deployment -> Extended -> Specify -> and uncheck Make this 32bit version of X86 applic-

ation available for computers with the Win64 architecture.

13. Next, open Computer setup -> Management templates -> Windows components -> Win-
dows Installer. There you should find the item: Always install with elevated privileges.
Choose Enabled. By doing this you will ensure that Safetica Endpoint Client will be installed

onto end stations successfully and smoothly.
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H Group Policy Management Editor 3] x|
File Acton View Help
ol Al e NN ? Bll 6 4
J Internet Explorer B B Windows Installer
|| Internet Information Services
| Location and Sensors N _ Setti | State |
- X Always install with elevated ng
= NetMeeting ) privileges |i=| Enable user to browse for source while elevated Not configured
% NEMOF: ACC?SS Protection o ) 4| |i=| Enable user to use media source while elevated Mot configured
j ge::.\norn Pl.'ogdnr Edit policy sefting. || Enable user to patch elevated products Mot configured
nline Assistance : ; ; e
1 Parental Controls Requirements: Always install with elevated privileges Mot configured
[ Password Synchronization At least Windows 2000 |i=] Prohibit Use of Restart Manager Mot configured
[ Presentation Settings Descrintinn: |=| Remove browse dialog box for new source Mot configured
|| Remote Desktop Services il <9 Always install with elevated privileges
%] RS5 Feeds syster
= an " H i |
(] security Center VP EE] Always install with elevated privileges Prmies Taing | Next Setting |
[ Server for NIS This st
7] shutdown Options privilel .
[ Smart Card privilen € Mot Configured Comment;
= progrz
% Sound Recorder theus (& Enabled
= Tablet PC assign
J. Tasl;ScheduIer . :Léiéom " Disabled
| Windows Anytime Upgrade al Supported on: -
7] windows Calendar | E?:;rll PP At least Windows 2000
= z
J. Windows Color System directs
J_ Windows Customer Experience Improw have |
J. Windows Defender includi Options: Help:
] Windows Error Reporting restric
| Windows Explorer - - — -
% P If you Directs Windows Installer to use system permissions when it
L] Edanalosiley config installs any program on the system
"] windows Logon Options «| | currer . . . v prog = '
= i—-s_u. | This setting must be set for the machine and the
| [ L4 % Extel | user to be enforced. This setting extends elevated privileges to all programs, These
‘22 setting(s) privileges are usually reserved for programs that have been

assianed to the user (offered on the deskton). assianed to the

14. After the client stations for which the chosen policy was designed have been restarted,
SEC will automatically start to install onto them.

H Group Policy Management Editor o ] 4|

File  Action View Help

&3 =B o= HE

\=[ SES Deployment [WIN-K2HIZGTDA
[l il Computer Configuration
Bl ] Polices
= [ Software Settings
Software installatic
] windows Settings
] Administrative Templat
] preferences
B 42 User Configuration
[ Policies
|| preferences

Mame =

|safetica

15. The policy configuration is now complete and client distribution is ready. Safetica Endpoint
Client will be installed immediately after the client computer starts.

For configuration and settings of the whole Safetica proceed to After installation.

3.6 Afterinstallation

Once you have installed all Safetica components, you are left with just a few final steps to take be-
fore you can start using Safetica.

1. First, verify that all Safetica Endpoint Clients (SEC) are connected to the server Safetica
Management Server (SMS). In the user tree, both users and computers will be shown in

color.
& john-PC
o dhlJohn SEC is online and connected to SMS.
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John
o0 == ¥hnPC gSEC js offline and not connected to SMS.

2. Use the License Manager to assign licenses for relevant modules to clients. Each com-
puter and module will show a check mark if their license has been successfully assigned.
Without assigned licenses, module functions will not be active.

»
& il a\ A o AR ¥

Management
=nd settings

Overview Conscleseftings Serverseftings Categories  Zones  Dstabase mansgement Update  Synchronization  Access Management SMS sccesslog  Seftings Overview  Templates  Client settings

Clients Information  Integration settings  License management

=54 s . BASIC INFORMATION e
[+-2%, Unknown

A, Active Directory You can use the License manager view to assign the licenses for all Safetica modules. Licenses are then assigned to endpoints. 9
(-4, Business .

John alh

John-PC

LICENCE SETTINGS

Insert new licence key Insert All periods ~

s, PU-jap General Advanced

Modules Available Total Details

Auditor 0 100 100 (2013.02.06 - 2013.04.06)
Supervisor 0 100 100 (2013.02.06 - 2013.04.06)
DLP 0 100 100 (2013.02.06 - 2013.04.06)

Users and groups Auditor (activated / available] |Supervisor (activated / available) |DLP (activated / available]
=58, 5Ms 11/89 11/89 11/89
(2 &% Unknown
&, Active Directory
& L0, FT-XP
S 4 HE
& jan
= Ll
& L, MP
.'::.TJangD
B 4% PU
EL N
MV
& L8, PU-jap
[ &% Business

ii" 0z0 X

3. If you have assigned a license to the DLP module, select Client GUI mode. By default, your
employees can access functions of the Endpoint Security Tools (Normal mode). You can
choose from three modes (DLP -> Endpoint Security Tools settings -> Client GUI mode:

o Normal —an Endpoint Security Tools user interface with security tools and a context
menu.

o0 Tray only — users can only access basic functions available from the context menu. No
user interface.

o Invisible — users can access neither context menu functions nor Endpoint Security
Tools functions.
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EST settings ® oV X

BASIC INFORMATION << Hide —

Endpoint Security Tools (EST) are part of Safetica Endpoint Client and are available only when there is a valid Safetica DLP licence. The user can 9
utilize EST to manage the encrypted disks, use the data shredder or the password database. In the following sections you can set basic security .
settings for EST at endpoint to force the appropriate security level. alh

Help
SYSTEM SETTINGS

Fun on system startup: m—-— Inherit
Assodate .dco, .dcf and .ded files with Safetica:  m——s— Inherit

DISK AND ENVIRONMENT SETTINGS

Client GUI mode: [E—a—m—a Inherit
Forced disk unmounting: m—-— Inherit
Access to connected disks: m—{i— Inherit

Forced disk unmounting hotkey (Win-Ctrl-Q): m—-— Inhert
Disk unmounting hotkey (Win-Ctrl-): m—{i— Inherit

SECURITY RULES

Data shredder mode: [E—a—m—a Inherit
Forced disk password change: m—-— Inhert
Change password every: ) = days

Passwords remembering: m—{"— Inherit
Mirimiurm password level: [F-—m—m—m Inherit
Enforce these settings on dient: m—{-— Inherit

4. Try activating some of the functions (e.g., Application monitoring) to see if they work prop-
erly and are collecting data.

At this point, Safetica is now ready to use.

4 MANAGEMENT OF SAFETICA

Safetica Management Console is a management center serving for setting and controlling client
stations (Safetica Endpoint Client), server services (Safetica Management Service) and data-
bases.

It also displays outputs of monitoring, statistics and graphs. Displaying and settinging options in in-

dividual modules and functions of Safetica depend on which user account is used to connect to in-

dividual Safetica Management Services from the console. User account administration for connect-
ing to the server service can be found in Access management.

The Safetica Management Console can run anywhere you have a connection to server services.
The number of console installations and number of users are not limited by the license.
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4.1 Safetica Management Console
4.1.1 Interface Description

After launching Safetica Management Console (SMC) you will see the following interface.

—
1 eal\ /A A K

NEWS IN SAFETICA MANAGEMENT CONSOLE

Getting started with Safetica Management Console

SAFETICA MANAGEMENT CONSOLE

N re,

Safetica Endpoint Safetica Endpoint Safetica Endpoint
Auditor DLP Supervisor
Monitor applications execution, visited Secure your data using encryption, Restrict execution of applications, web
web sites, printers usage and other limiting access to external devices, DLP pages avaiability and printers usage.
activities. rules and other features.
¢
' A P4 *

Dashboard Alerts Reports Management
and settings

\ B\ y

1. Main menu

On the left you will see the console mode switcher. The switcher allows you to change the modes
available for the console.

¢ Visualization mode — this mode allows you to display and have an overview of data obtained
through monitoring, summaries, graphs, logs of blocked entries, logs of your employees’
activities and other logs depending on which part of the console you are currently browsing.
The data is displayed for the selected group, user, computer or branch and for the selected
time period.

e Setting mode — this mode allows you to configure the behavior of individual functions and
modules. This does not include settings of the console itself. The mode allows you to specify
the behavior of each function in every module (allow, block or specify other details of its be-
havior). All changes of settings made in the settings mode will only take effect only after sav-

ing. To save, press the button in the top right corner of the view. The changes can also
be cancelled by pressing the m button at the same location.

The middle area contains icons used to switch between the three main modules Safetica:

e Auditor
e DLP

e Supervisor

The right side contains icons which may be used to view summaries, license settings, alerts, re-
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ports, accesses, templates and the settings of the console itself.

e Dashboard — a graphical view of the data obtained via monitoring for all enabled module func-
tions.

e Alerts — automatic alert settings.
¢ Reports — settings for how regular reports and summaries are sent.

e Management and settings — management and settings of the SEC, SMC a SMS

Switchers for individual module functions can be found under the upper toolbar. These switchers
change based on which module you are currently in. (Auditor, DLP, Supervisor).

2. User tree

The user tree is located on the left side of the console under the right bar. It contains a list of all
users, computers and their groups divided into the individual branches they belong to. Here
“branch” refers to the Safetica Management Service together with a database and a connected cli-
ent station (Safetica Endpoint Client). The drop-down list above the tree contains the branches
which the console is currently connected to. You can set a new connection to the branch in the
Server settings. This list allows you to either select a single branch, the items of which will be dis-
played in the tree, or all branches at once. In this case the root items of the tree will represent indi-
vidual branches. For more information about Safetica Management Service and division into indi-
vidual branches, see Architecture.

By selecting an item in the user tree you can select the users, computers, groups or branches
whose settings you want to change or whose records you wish to view. The same goes for the
visualization mode. You can also select multiple items at the same time by holding down Ctrl or
Shift and selecting them with the mouse.

More information about using the user tree for visualization and settings can be found in the section
Working with visualization and settings modes.

You will also find the search field and other control panels of the list above the user tree itself:

e The button will expand all nodes in the user tree.

¢ The button = will collapse all nodes in the user tree.

e The button E switches between displaying computers, users or both together. Division
into groups remains the same.
e The button updates the user tree.

Other operations over the user tree, such as adding computers and users, deleting or renaming
them, copying, etc., are found in the context menu opened by right-clicking on the user tree or indi-
vidual items.

Built-in groups

Safetica Management Console contains built-in groups in the user tree based on the type of install-
ation. There are two built-in groups:

e unknown — cannot be deleted. Default group for newly connected computers or users.
e Active Directory — cannot be deleted. This is used for Active Directory synchronization.

New users and computers are placed into unknown group after a new client station (Safetica End-
point Client) is connected. You can then move or copy these users and computers from the un-
known group into your custom groups. If you delete a user or computer from your own group, they
will be moved back into the unknown group. You can completely delete users or computers by de-
leting them in the unknown group.
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An Active Directory group is present, which is used to synchronize with Active Directory. You can
select the Active Directory tree in the settings and, after confirmation, users and computers will be
copied into the AD group. This group is read-only, so you cannot create new users and computers
here nor delete existing ones, but you can copy them into your custom groups. The AD group is
only used as a connection between the Active Directory tree and the user tree in Safetica Manage-
ment Console.

Other properties of the user tree

e Groups can be nested, so one group may have several subgroups. However, each group can
only have a single parent group.

e Groups may contain users and computers.

e Users and computers may be copied into several groups (the same user or computer may
be present in several separate groups or branches simultaneously).

e |f a user or computer is grayed out, it means that they are currently offline. All settings that

you set concerning those users or computers will only be evident when the user or computer
is on-line again.

o = computer is online.
N . .

0 s yser is online.

0 = computer is offline.

0 w» user is offline.

3. Display area (view)

The display area, also called the view area, is used for data visualization and changing the settings
for individual functions. The contents of the view area change based on which function you are cur-
rently browsing and your current mode (settings, visualization, etc.). When describing individual
functions we will refer to this area as the view area.

To switch between individual module functions, select a module in the main menu to display its list
of functions, and then move a function to the view area by clicking on its name.

4.1.2 Console settings

In this setting you can change the SMC language or access password. Note that by changing the
password here, you only change the password for launching your console. It will not change the
password of your account used for the connection to SMS!

Confirm changes by pressing the button.

4.1.3 Working with setting and visualization mode
4.1.3.1 Setting mode

The user tree contains a list of branches, groups, users and computers (entries). The root entries
are always individual branches that Safetica Management Console is connected to. The behavior
of a branch in the user tree is the same as that of a group. The only difference is that a branch can-
not be copied, moved, deleted or inserted into other groups or branches.

You can enter the settings mode by clicking on the @ button in the upper left corner of SMC.
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Safetica Management Console

< ik

Overview Data analysis File tagging Filtering rules DLP rules DLP protocol Security policies Zones Dats categories Disk guard Device control  EST settings Pessword databases  Security keys

Enorypted disks Scheduler Anti-keylogger

BASIC INFORMATION << Hide —
DLP protocel feature offers the ability to globally set DLP operations logging. More specific logging settings can be made 9
'y in DLP rules or Security policies, You can also specify the legging filtering by extensions. The events are logged if the
logging is enabled either here orin appropriate DLP rule, The events logged can be viewed in visualisation mode of DLP alh
protocol feature, Help
(- 8% FT-XP
8-3., :'SB GLOBAL LOGGING SETTINGS << ids —
& E MP Open file: m—a—{5—# Log blocked Printing: m—@—{s}—4 Log blocked
-y
8 ":;-' Eﬂ X Copy file: m—s—{=}—= Log blocked Screenshot creation:  m—{m—m—= Do not log
& PU-ap
[ &% Tlango Move file: w—{u}—m—n Donot log Clipboard operations:  m—m—{s}—& Log blocked
4%
B & VS Delete file: B—m—{=] Log all Burning: [F—m—m—a Inherit
Operations using encryption:  s——s—=] Log all E-mails: [F}——m—m Inherit
LOGGING FILTERING BY EXTENSIONS << Hide —

Mode:  m—m—m—]_] Allow list

Add extension

Extensions

bt Remove

Data Files Remove

GIS Files Remove
ADVANCED LOGGING SETTINGS > Show —

Settings that are made using the user tree have the following properties:

Setting mode

You set the following modes for almost every function:
¢ Disabled — appropriate function is not activated.

¢ Inherit — appropriate function mode is inherited. Setting is inherited from parent group, if such
setting is set on one or more parent groups.

e Enabled — appropriate function is activated.

The setting that you choose in the view of the function is assigned only to users, groups or com-
puters that you have highlighted in the user tree. To apply the settings, you must save the changes

by clicking on . You can cancel the changes you have made by clicking on m in the upper
right corner.

Setting inheritance

® You can create settings for users, groups (including branches) and computers by means of
the user tree in the console.

e Asetting is inherited from a group to its subgroups, users or computers. A setting made for a
group is also set for all subgroups, users and computers in this group.

¢ A setting on the lower level of the user tree is considered more strict, and therefore of higher
priority. For example, if you create settings for a group and then for users or computers
within this group, the decisive setting is the one made for users or computers. Such a setting
is called an explicit setting. Settings for a group and its subgroups, users or computers have
to be calculated (joined) based on a pass through the user tree from the lowest object (of a
high priority) to the root or branch (of lower priority). Calculated settings are called effective
settings.
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¢ You can delete an explicit setting in the function by pressing the button E Every setting is
set to a default value.

In short;

e Explicit setting — a setting made manually for specific users, groups, computers or whole
branches.

e Effective setting (E) — a setting made automatically by joining individual settings of objects.
It is calculated based on a pass through the user tree from the lowest tree item (of a high pri-
ority) to the root or branch (of a lower priority) and by joining the individual settings. It is read
only.

Calculation of an effective setting

The Safetica Management Console always displays the explicit setting. Using the E button, it is
possible to have the effective setting displayed for the current feature and highlighted items in the
user tree. However, these settings always have to be calculated, which may take more time.

As described above, the calculation is made from leaves (e.g. a user or a computer) in the user
tree to the tree root. The setting saved for a user has a higher priority than the settings made for
the group that the user belongs to. The join is made in the following way: Where there is nothing
set for the user, the setting of his group is used. If some settings are available for the group as well
as for the user, those of the user will be effective. This applies to nested computers and groups as
well.

Computer or user in several groups

You can copy computers and users to several groups. If a user or a computer is contained in sev-
eral groups, the following steps will be performed in order to calculate their effective settings:

1. Effective settings are calculated for each path, in which the user or computer is located, so the
result is two (or more) effective settings. 2. These settings are joined into one by taking the
"stricter" one. For example:

e Setting of Enable vs. Disable is joined to Enable. Example: enabling the application monitor-
ing.

e Interval values are always joined into the stricter interval. For example, if the screenshot inter-
val is one minute in one group and two minutes in another one, the final setting is one minute.

e For some features, such as Application control or Web control, a list of rules is created and it
is possible to specify the type of rules: either Allow list, or Deny list. If this setting differs, the
Allow list is applied.

e If the types of lists (Allow list or Deny list) are the same, the lists are joined into one. Lists are
joined if their mode (Deny list, Allow list) is the same.

Settings for a user and a computer

The user tree allows creating settings for users and for computers. Settings for a computer are ap-
plied to each user logged from the given computer in the following way:

1. The resulting settings for the user at the given computer are calculated by joining the effective
settings for the given user and the given computer.

2. The result of joining the settings for the computer and for the user is the final setting that is joined
automatically in the following way.

¢ Anything that is not set for the user will be taken from the computer settings.

e The default setting will be used, if nothing is set neither for user or computer. Default settings
are described with individual features.
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e Anything that is set for both is applied based on the priority that can be set for each module
in Client settings. By default (when nothing is set), the computer has higher priority (com-
puter settings are preferred to user settings).

¢ Rule lists are joined if their modes are the same. Otherwise, the selection of the list is also
performed based on priority.

Data size in databases

The size of data that accumulates as monitoring proceeds mainly depends on the number of users
for which you are setting up the system and on the activated functions in each module of Safetica.
You can get an approximate size estimation based on these criteria by using our data calculator,
which is available on the web at http://calc.safetica.com/.

General policy for using the settings

Safetica provides a wide range of possible settings in order to set the security in your branches to
every detail. However, bad attitudes towards the settings can result in worse orientation through the
whole system. That is why we recommend making the more complex settings only for advanced
users.

If you want to keep the settings synoptical and simple, we recommend the following general
policies:

e Make the settings only for groups, not for users or computers. Then, assign the users or
computers to groups according to what settings you want to apply to them.

Example: Let us suppose that there are three departments in your company: Marketing,
Development and Support. You want to run different modules and features for employees
in these departments. Do not assign the settings to employees in these departments by
simple selection of users in the tree. Rather, create a group for each department and as-
sign the employees to groups. Then, make settings for each group; this way, the settings
will be assigned to employees in these groups.

e [fitis necessary to set something directly for a user, it means that the user is special and
does not belong to that group. It is better to create a new group or subgroup for such user
and assign that user to it than to change the settings specifically for that user. The reason is
that you might want to make the same settings for another user in the future. In that case,
you can simply reassign the respective user to the given group.

e Assigning to groups helps prevent confusion when moving to other groups. You might expect
a user to inherit the settings from the group that you are moving him/her to, but in fact a set-
ting for the user may exist which has higher priority.

e Moreover, settings directly for groups take less space in the database than separate settings
for each user.

4.1.3.2 Records and visualization mode

In the visualization mode of Safetica, you can view the data that has been recorded about your em-
ployees. You can enter this mode via one of the mode setters that you will find on the left-hand side
of the main menu. Depending on the module and function you find yourself in at that point, you will
then be presented with the recorded data and charts related to the subjects selected in the user
tree. Due their nature, some functions do not include the visualization part. The functions of End-
point Security Tools may serve as an example.

You can enter the visualization mode by clicking on ll—' button in the upper left corner of SMC.
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Records and charts are shown for users, computers or groups highlighted in the user tree, you
can choose to show the data acquired by monitoring over only a given period of time. To do this,

click on the date next to the at the upper left side of your view. You have several option
how to specify date:

¢ Predefined — you can choose from predefined time ranges:

o0 Today — records are displayed for the current day.

0 Yesterday — records are displayed for the yesterday.

0 Last week —records are displayed for the last seven days including current day.

o Last month — records are displayed for the last 31 days including current day.

e One day — you can view records for one selected day. You can select whole day or time in-
terval. Confirm selection by Confirm date button.

e Range — you can view records for specific period of time. You can select from and to day.
You can also specify time. Confirm selection by Confirm date button.

You can reload records and charts by clicking on the button in the upper right corner.

Charts

The top part of the visualization view features an area for showing charts. You can find a list of the
charts that are available in your current view at the right edge of the view.

e To show the chart, all you have to do is drag it from the panel on the right to the notification

area where there can be multiple charts at once.
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e Toremove the chart from the viewing area, press the X button. Doing so will move the
chart back to the list at the right.

¢ By clicking on the , or buttons, you can change the type of the chart (pie chart,
bar chart or line chart).

e Clicking on the pie or bar will set a filter on corresponding column and records below will be
accordingly filtered. This can be done on multiple pies or bars inside the display area — mul-
tiple filters will be set. To remove the filter simply click on the pie or bar again.

¢ You can select time range in some of line charts by mouse selection. To cancel selection
clickon & button.

Active runtime of applications QX
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Records

The bottom part of the visualization mode contains a table of detailed records. You can find a list of
the columns that are available in your current view at the right edge of the view.

e To show the column in a table, all you have to do is drag the column to the table area.

e Clicking on the ¥ button at the head of the column will show a filter for that column. Fill out
and confirm the filter by clicking the OK button in order to apply the filter to that column.

e Under the table you will find a search field. Entering text will highlight the expression
searched for in the table. Click on to remove the highlighting.

e Drag a column head above the table to group the table data by that column. You can drag
multiple columns above the table and you can sort these columns hierarchically, so records
in the table will be grouped according to order.

Filters

You can filter the records as well. For a column of your choice, click on the ¥ at the head of the
column to open up its filter dialog. Enter text into the dialog or choose an item from the presented

list in order to specify the item by which you want to sort the column. Click on the button to
add the selected item to the filter list. This list may be of any length. Press the OK button to confirm
and the table will only show the records that match at least one of the filters in the list.

v filter for column is not set.

T there is some filter set on the column.

You can set a filter by clicking on the pie or bar inside the graph as was described above in Charts.
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You can remove all set filters by clicking on the Clear filter button.

Clear filter

Allow Remove
Crypt Remove

Layouts
You can create your own layout of charts, columns and filters in each function. This is done using

. 10 | avout:
the layout manager. You can open the layout manager by clicking on the layout next to
in the top right corner.

|

Here you can select one of the predefined
view settings containing charts layout and
filter settings or save current view settings as
a new item.:

Default
= Custom
Duration filters Remove
Recent
Top charts Remove

Save current view settings

Each SMS user can have their own visualization layouts for each function.
¢ You can set a default visualization layout by clicking on Default item in the layout manager.
¢ You can set the recently used layout by clicking on the Recent item.

¢ You can save the current layout of charts, columns and filter by clicking on Save current view
settings.

Export to PDF

You can export current displayed charts to PDF or Excel using the button in the top right
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File name: Aplikace_2013_5_31-2013_6_6

Save as type: | PDF files i:ﬁi

PDF files (*.pdf)
Excel files (*.xls)

-

< Hide Folders

Note: All data corresponding to selected users, the time period in visualization and filter settings will
be exported to Excel. Groups of records are also exported to Excel. The export limit is 60,000 re-
cords (Excel table limit). If the number of records exceeds this limit, the first 60,000 records will be

exported.

4.2 Safetica Management Service
4.2.1 Server settings

Server settings in Safetica Management Console (SMC) are used for configuration of parameters
necessary for proper functioning of the whole Safetica system. The principle of the setting is based
on the distributed architecture of Safetica, i.e. the possibility of multiple servers — multiple instances
of Safetica Management Service (SMS) connected to SMC. Each SMS has its own settings.

You can display the settings by clicking on Main menu -> Management and settings -> Server set-
tings.
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Connected nodes:

Description of the view

A list of SMS which are connected to SMC can be found in the top part of the view. Selecting a con-
nected SMS in the list will show, in the space below, its detailed properties such as SMS name,
database settings, Active Directory synchronization, etc.

You can connect to a new SMS by clicking on the New server button.

You can edit current connection information by selecting the SMS in the list and clicking on the Edit
button.

You can disconnect from SMS by selecting the SMS in the list and clicking on the Remove button.

All setting changes must be confirmed by button to take affect.
Connect SMC to a new SMS

To connect SMC to a new SMS click on the New server button.

1. Enter the following information:

0 Server — IP address or name of the computer where the SMS you wish to connect to is
running.

o0 Port — enter the port number of the SMS for SMC connection. The default port number
is 4441.
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0 Username and Password — enter login credentials of the SMS user. SMS user accounts
are created in Access management. The default service account is safetica with pass-
word safetica.

2. Confirm by clicking on the OK button in the dialog. During the connection attempt you will
also be asked to confirm the server footprint. Select Yes if you want to connect. The new
SMS will be added to the list.

SMS properties

Version and name
Here you can view the SMS version number or set name.
Database connection settings

The MS SQL database connection settings can be found in the middle part. Select a database in
the drop-down list and enter the appropriate information for each:

e Server — the address in domain form (server.com) or the IP address of the server running
the MS SQL instance. If you have already named the instance, enter the address in the fol-
lowing form: "server address\MS SQL instance name".

e Port —the number of the port the MS SQL instance is running on.

e Database name — name of the appropriate database you want to create. Database is created
automatically.

e Username — username of a MS SQL database user with access to the administration of the
above-mentioned database and with MS SQL privileges to create database.

e Password — the password of the database user.

By clicking on the Test connection button you can test connection from Safetica Management Ser-
vice to SQL databases.

Active Directory

There is the an Add button to import the Active Directory roots into SMS administration. After a dia-
log prompts you to confirmconfirming a dialog, all domain users and all computers will be added
from these roots into the user tree (they will be added to the SMS you are currently setting up).
These users and computers will be placed into the group designated for synchronization with the
Active Directory (AD), from which you can later copy them into their appropriate groups. For more
information, see Working with visualization and settings modes.

SMTP server (outgoing mail server)

Here one can set the outgoing mail server (SMTP server), which is used for sending e-mail mes-
sages (reports) and notifications (alerts).

You can verify that the entered data is correct and the connection with the SMTP server is function-
ing properly by pressing the Test connection button.

Change connected SMS user password

There you can change the password of SMS user account under which you are currently connec-
ted to SMS. Only there you can change password for default service account .

4.2.2 Access management

User accounts allow setting of user accounts for accessing individual Safetica Management Ser-
vice (SMS) modules and their rights. The user accounts can be created, edited and removed.
Each account contains a username and a password. By default an account is created that you can
use for initial login in Safetica Management Service. This account has exclusive rights to all ac-
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tions.

Access details of the default service account:
login: safetica

password: safetica

It is strongly recommended to change the password of the default service account immediately
after installation. This can be done from Management and settings -> Server settings.
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Description of the view

There is a list of SMS accounts on the left. On the right you can find access settings for each part
of Safetica.

You can add a new account by clicking on the Add account button.

You can create an account with the same settings by selecting the original account and clicking on
Clone account.

You can edit the name and password of the selected account connection information by selecting
the SMS in the list and clicking the Edit button.

You can disconnect from an SMS by selecting the SMS in the list and clicking on the Remove but-
ton.

SMS account management

Administration is accessible from the main menu of Safetica Management Console (SMC). You
can create a new account by pressing Add account. In the dialog that appears, you can enter the
new username and password and confirm the entry.

After it is created, an account can be edited by highlighting it in the list of accounts and pressing
Edit account. In case you want to remove an account, follow the same steps and after highlighting
the account, press Remove account. The last option is Clone account. You can use this option in
case you have rights preset for the user account and you do not want to set it again. You can
simply select the user with the prepared preset, press Clone account, enter the username and
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password and confirm the option for creation of a new account.
User accounts are displayed only for the selected Safetica Management Service in the user tree.

User rights

For each user account you can assign one of the following rights to individual modules, functions
or settings:

¢ Not set — all settings are inherited from the parent level

e Deny all — viewing records and settings or setting and updating policies is restricted

¢ View settings — the right to display current settings of individual modules and functions

¢ Viewrecords — the right to display visualization graphs for a selected employee

e Full access — the right to display and change settings of individual modules and functions

Each setting can be applied on the selected account and individual modules and functions divided
according to the main menu:

Modules:

e Auditor

e Supervisor

e DLP

Non-module features

e Management and settings
e Other settings

After making any changes in the setting of the user account, the settings must be saved. The re-
commended procedure for creating user accounts is making an initial connection to Safetica Man-
agement Service and then creating all required user accounts for Safetica Management Service.
On any other Safetica Management Console you will connect to Safetica Management Service us-
ing the created user account.

4.2.3 Synchronization

With Synchronizazion you can synchronize important settings between two or more Safetica Man-
agement Services. This is a set of settings called synchronization items, they are independent of
user tree and they are common to an entire Safetica Management Service. They are:

e Data category

Classification rules

Security policy

e Zones

Web categories

Application categories

e File categories

Description of the view

At the top of the view is detailed overview of a last executed synchronization. The lower part is an
overview of all executed synchronization tasks.
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Setting Up and Running sychronization
1. To set a new synchronization, click Run.

2. First, in the list of Safetica Managemen Services select those services you want to syn-
chronize. The list includes only those Safetica Management Services (SMS), to which you
are connected from your Safetica Management Console (SMC). After completing your se-
lections, click Next.

Note: The synchronization is performed simultaneously at all SMS. Each setting on one
SMS will be on all other SMS when synchronization finishes. During synchronization, con-
flicts can arise that need to be resolved - see Conflict Resolution.
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EE 1. Safetica Management Service 2. Synchronization items 3. Synchronization preparation 4. Synchronization

SAFETICA MANAGEMENT SERVICES SELECTION

Safetica Management Services list that Safetica Management Console is connected to. Choose at least two you want to synchronize.

¥ sms1
i 5ms2

3. Inthe next step, select the synchronization items that you want to synchronize. Then click
Next.

Note: It is always recommended to synchronize all items due to possible dependencies,
which are shown in the tree.
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SYNCHRONIZATION ITEMS SELECTION

Choose at least one item you want to synchronize.
M Application Categories
= M Zones
M Data categories
M File type categories
M Filtering rules
= M Categories
M Application Categories
M Web categories
M File type categories

4. In this step are synchronization items prepared to be sent between SMS. At this point con-
flicts may occur.

5. Conflict resolution — if some value has been changed on two or more SMS, then there is a
conflict, which you have to solve manually, ie. select value fom one SMS, that will be used
on all other SMS.

(An example might be a data category named Example, which was — by a previous syn-
chronization — stored on SMS1 and SMS2. On SMS1 was renamed to Examplel and on
SMS2 was the same data category later renamed to ExampleA.)

Conflict resolution options are:

a) use a newer value — uses the latest conflicting value for all conflicts (here will be used
ExampleA). Click on newer button.

b) use a value from selected SMS — uses value from selected SMS for all conflicts (select
SMS2, which means using ExampleA),

¢) manual selection — using the button Show conflicts you can display window with con-
flicts, from which you can select the most suitable value (for example: you would select
ExampleA from the list).

6. After resolving all conflicts press Resolved.
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SYNCHRONIZATION PREPARATION

Synchronization preparation progress.: Unresolved conflicts: 0 EE0

08:00:54 Initialization... OK Resolve all of the conflicts using:
08:00:55 Preparation initialization... 0K Safetica Management Service
08:00:56 Preparation starting... oK

08:00:56 Preparing Web categoriesstep 1 of 3)... 100%

08:00:56 Preparing Web categories(step 2 of 3)... 100%

08:00:56 Preparing Web categories(step 3 of 3).. 100% CONFLICTS LIST
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Property Value
MName ExampleA
Description Description

Next Finish

7. After a successful preparation of all synchronization items, you can continue using the Next
button.

8. Inthe last step, data are exchanged between all SMS. Any error will end the synchronization
process. A detailed error description can be found in a log file on the failing SMS (default
path is C:\ProgramData\Safetica Management Service\Logs\Service_lastrun.txt). At the
end, you can click the Finish button.

Note: Synchronization may fail if some of the SMS has updated categories database and
other not. First update the categories database on all SMS.

4.2.4 License management

License management is used for management of Safetica Endpoint Client licenses. Licenses are
assigned per computer. Licensed are individual modules of Safetica — Safetica Auditor, Safetica
DLP and Safetica Supervisor. Module functions will not be available without assigned li-
censes.Safetica nformation on licensed modules, the number of licenses for the clients and the
validity period are contained in the license number that you receive from your distributor. You can
enter the licenses for all modules at once, for one or various combinations of these three modules
using one license number.

You get 100 trial licenses for each module after installing Safetica. These licenses are used to try
out Safetica. These licenses will be valid for one month and after that functionality will be limited.

Trial licenses are assigned automatically to all new clients connected to the limit of 100 per mod-
ule, so you do not have to assign trial licenses manually. When you insert a purchased license
number, the trial licenses will be canceled and you must then assign licenses to computers so that
Safetica will function properly.
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Insert a new license key

To insert a new license number, enter the number into the text field in the upper left part of the Li-
cense manager and then press the Insert button.

On the right is a drop-down list with the period of validity of the inserted license numbers. Here you
can choose the period of licenses that will be displayed below.

Assign module license to SEC

Before functions of specific modules on SEC can be used, you need to assign a module license to
SEC. To assign licenses for specific groups, users or directly for computers (SEC), enter the
number of the licenses into the appropriate column and cell you want to activate on SEC.

An activated module on SEC is marked by.

Note: If you assign a license to a user, the license will activate the module on the computer with
SEC on which the user logins for the first time. If you assign licenses to group, the license will ac-
tivate the module on the computer with SEC inside the group. More about license assigning can be
found in Differences between license assigning.

4.2.4.1 General

This tab is used to allocate the available licenses for individual modules between computers, users
and groups.

The upper part displays the number of available / unassigned licenses, total number of licenses,
and details such as the period of validity of licenses for each module of Safetica.

At the bottom of the table that you can assign module licenses for individual computers, groups
and users. This is done by inserting the number of licenses in the proper cell in the table. Changes
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must be confirmed by pressing the button.

You can see the following information in the table:

The user or computer has activated a license for the module. This means that the license
has been downloaded to the client and all functions of the module are active.

2/3 The group containing this information has a total of 5 licenses assigned. There are two li-
censes activated (licenses are assigned to a computer with the client inside the group) and three li-
censes are still available (licenses are not assigned to a computer with a client).

i Some computers, groups or users inside the group labeled with this icon have licenses as-
signed. When you move the mouse pointer over the icon, the number of available and activated li-
censes within the marked group will be displayed.

2/3 1 The group containing this information has a total of 5 licenses assigned. There are two li-
censes assigned and three licenses still available for assignment and activation. At the same time
certain computers, groups or users within the marked groups also have assigned licenses. Move
the mouse pointer over the icon to view detailed information about activated and available licenses
inside the marked group.

If there are certain groups, computers or users that have a grayed-out field in the table, they were
excluded from the assignment of licenses. See Advanced -> Excluded users and computers.

4.2.4.2 Advanced

This tab is used for detailed license management. There is nothing to configure or change during
basic configuration.

The upper part shows a list of entered license numbers along with the number of licenses for indi-
vidual modules and their period of validity. For unambiguous identification of license numbers, the
first five license characters are displayed. Other characters are hidden for security and marked out
by x instead.

At the bottom, depending on the mode, one can find a detailed table of license management.
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Activated users and computers
The table shows the users and computers that have an activated license. At With each activated
module is is shown also the period of its validity.

By clicking on the Ead icon you can remove the relevant module license from the computer or user.

Non-activated computers
The table shows the computers that do not have a license activated.

By clicking on the icon you can assign the license. After clicking on the icon, a pop-up menu
will appear. Select an item from the context menu to choose where the license will be assigned
from: either from all licenses not yet assigned, or directly from a specific group if the computer is
inside a group which has licenses available. The name of the group is shown in the context menu
along with an indication of activated and available licenses (21/29 — 21 activated, 29 still available
for assignment).

By clicking on the Ead icon you can add a module of that computer to the excluded computers list.

Excluded users and computers

If you click on the icon of the appropriate module of the SMS server, a dialog will appear where
you can exclude the specific group, computer or user from the license assignment. These mod-
ules are grayed out for these groups, computers or users in the General tab and a module license
cannot be assigned to them.

By clicking on the k&3 icon you remove the module from the list of excluded.
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4.2.4.3 Differences between license assigning

Assigning a license to a group

Licenses assigned to a group are automatically assigned to computer with the client and without li-
cense. Computer must be located inside this group.

License is also assigned to a computer (with a client without a license), which is not in this group,
but user who is located in this group has log on to this computer.

License is also assigned to a user who logs on to the terminal server.

Licenses are not assigned to a computer or users who are listed in the excluded users and com-
puters list. See Advanced -> Excluded users and computers.

Assigning a license to a computer

When the client connects to the server for the first time the client download a license and activate
appropriate module.

Assigning a license to a user

When a user logs on the computer with no assigned licenses, the license will download to a com-
puter and activates the appropriate module.

When a user logs on with a client computer with assigned licenses, the license remains assigned
to the user until he logs on to a computer without a license.

A user who connects to the terminal server must have license assigned.

4.2.5 Integration settings

Safetica uses a mechanism that allows you to control users’ activity with the application, the ap-
plication itself and its access to system resources. This mechanism is used for most of the func-
tionalities in DLP, Auditor and Supervisor. Most DLP products are limited to only supporting a spe-
cific set of applications, but Safetica allows you to guard any application or even all running pro-
cesses. Due to the high degree of complexity, difficulties and susceptibility to conflicts with third-
party applications, most manufacturers of DLP systems have adopted this dangerous comprom-
ise. They can only ensure data protection in the most common applications for which they have
created a specific implementation. The simplicity and speed of this option to create DLP software
led to this approach spreading among most manufacturers. Very rarely, however, customers be-
come aware of the fact that they can just use any application that this kind of DLP software does
not support and thus evade any security policy.

Consequently, investment in such software just does not make sense for many of today's security
managers. Safetica has a different philosophy. We've created an advanced mechanism that allows
you to protect against leakage of data from any application that the user is working with.

There are two basic modes and an ability to determine which applications will or will not be in-
cluded in the selected mode. By default, the Compatibility mode is used, where officially supported
applications are guarded and others can be added manually. Advanced mode automatically activ-
ates the control mechanism over all applications in the system and allows you to exclude some ap-
plications from guarding.

You can disable integration entirely by using the slider at the top of the screen.

View description

At the top of the view you can select the integration mode.
At the bottom, there is a table containing all the applications found on workstations with SEC in-
stalled. The table includes basic information such as the application name and developer. It also

contains information on whether the application is compatible (officially supported) or detected (an
application that has not yet undergone the certification process).
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For each of the applications in the table you can manually activate or deactivate guarding, regard-
less of the selected mode.

By clicking the New Application button, you can add any application that you want guarded and is
not yet in the list.

Click on the Details button in every application and a dialog with detailed integration settings will ap-
pear for the respective application. You can find more in the Integration mode detailed settings.

At the bottom you will find a table where you can enter the websites for which you want Safetica to
enter secured communication.

Integration settings #————0 Enabled v X

BASIC INFORMATION << Hide —

Safetica uses a mechanism that allows you to control the user activity with the application, the application itself and its access to system resources, This 9
mechanism is used for most of the functionalities in DLP, Auditor and Supervisor. In this settings, you can contral the overall behavior and which .
applications will or will not be induded in the mechanism. By default, the Compatibility mode is used, where offidally supperted applications are guarded

and others can be added manually, Maximum security mode automatically activates the control mechanism over all applications in the system and allows m
you to exdude some applications from guarding. Before you use this functionality, we strongly recommended that you read the help information first. Help

INTEGRATION MODE

Integration mode: Compatibility Change integration mode

Metwork layer:  [mj——— Default

APPLICATION LIST << Hide —

Mew application. ..

Application Company Type Status

ICQIEUpdater Module (icq service.exe) Unknown company Detected [@}—— Inactive Details
ICQUnToclbar.exe Unknown company Detected [E——— Inactive Details
Instalace zafizeni systému Windows (dinotify.exe) Microsoft Corporation Detected [a}——— Inactive Details
Instalacni program Google (goegleupdate.exe) Google Inc. Detected [E———" Inactive Details
Instaldtor dopliiku aplikace Internet Explorer (ieinstal.... Microsoft Corporation Detected [E———m Inactive Details
Internet Explorer (iexplore.exe) Microsoft Corporation Compatible —u] Active Details
Internet Explorer ImpExp FF exporter (ExtExport.exe) Microsoft Corporation Detected [E———m Inactive Details
Internet Low-Mic Utility Tool (ielowutil.exe) Microsoft Corporation Detected [@f——— Inactive Details
Klient aktivace systému Windows (slui.exe) Microsoft Corporation Compatible m—{1] Active Details
Manages scheduled tasks (schtasks.exe) Microsoft Corporation Detected [@f——— Inactive Details
Microsoft Malware Protection Cemmand Line Utility (... Microsoft Corporation Detected [af———m Inactive Details
Microsoft Software Protection Platform Service (spps... Microsoft Corporation Detected [Mf———— Inactive Details
Microsoft Windows Search Filter Host (searchfilterhos... Microsoft Corporation Compatible —{1] Active Details
Microsoft Windows Search Protocol Host (searchprot.. Microsoft Corporation Compatible —{5] Active Details
| | | yd 0z0 §

Integration mode settings
Click on the Change button to select the integration mode. You have two choices:

e Compatible —in compatible mode only officially supported applications are guarded. Others
can be added manually. This mode is set by default.

e Maximum security — maximum security mode automatically activates guarding of all applica-
tions. Some applications can be excluded from this mode if required.

Setting Safetica network layer

The Safetica network layer is needed for correct functionality of some Safetica features that mon-
itor or otherwise affect network traffic. The network layer switch is used for handling exceptional is-
sues with the default network layer on Windows Vista SP1 systems and higher. These issues
should be first handled through other settings in this view (integration mode global settings, integra-
tion settings for different applications, SSL integration settings). Should this not solve the issue, you
can switch the default network layer over to a layer compatible with Windows 8.

These settings will not affect the layer applied to systems with Windows XP and Windows 8 where
the compatible layer is chosen automatically and cannot be changed.
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e Default — in the default mode a network layer compatible with Windows XP is used on PCs
with the Safetica Endpoint Client (SEC). In exceptional scenarios this layer can cause prob-
lems with some applications on systems with Windows Vista and Windows 7.

e Prefer Win 8 layer — if you apply this layer, you can solve possible issues caused by the
use of the default layer on systems with Windows Vista SP1 and higher. After switching
over to this layer, the compatibility of the entire system and applications will be tested on
systems with Windows Vista SP1 and higher. If no compatibility-related issue has been de-
tected, the Windows 8 layer will be used.

Warning: The Windows 8 layer can have problems if running in parallel with some security
products such as Kaspersky, Avast, Nod32 and ZoneAlarm antivirus software. Before using this
layer with such security products, we recommend a consultation with your Safetica vendor and try-
ing this layer on a selected reference PC.

In the Clients Information view you will find out the layer used on different PCs with SEC. We re-
commend restarting the PC before switching the layer.

Note: You can change the network layer also locally on the PC with SEC via the STCService -in-
stalllayer command. Find more details on commands for local security administration in the Com-
ponents Administration section via the command line Managing components using the command
line.

Changing the settings for a specific application

Regardless of the selected mode, by using the sliders in the table, you can set set up if a particular
application will be guarded — (the rule is Active) or unguarded — (the rule is Inactive).

Integration mode detailed settings

Click on the Details button in every application and a dialog with detailed Safetica integration set-
tings will appear for the respective application.

At the top you will find a list of paths on which the application was found on clients. At the bottom
you can specify different integration parts:

¢ Integration into application operations — Safetica will be integrated into all operations inside
the application. If integration is active, Safetica will be able to monitor internal application op-
erations and/or enter into such operations with the aim of applying security. This can happen
for example in an enforced security policy.

¢ Integration into network communication — Safetica will be integrated into all network commu-
nication. If integration is active, Safetica will be able to monitor all network communication of
the application and/or enter into such communication with the aim of applying security. This
can happen for example in an enforced security policy.

¢ Integration into SSL/TLS communication — Safetica will be integrated into all secured network
communication. If integration is active, Safetica will be able to monitor all secured SSL/TLS
network communication of the application and/or enter into such communication with the aim
of applying security. This can happen for example in an enforced security policy.
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Details 4

Application: Microsoft Office Word (WINWORD.EXE)
The application was found on following paths:
Path

ci\program files (x86)\microsoft office\officel 2WINWORD.EXE
c:\program files\microsoft office\officel 2\ WINWORD.EXE
[l TEST-SERVER-02

c:\program files (xB6)\microsoft office\officel 2YWINWORD.EXE
c:\program files\microsoft office\officel 2\ WINWORD.EXE

Application's integration status:  w————{n] Active
Advanced application’s integration settings:

Integration into application's operations:  w———n] Active
Integration into network communication:  ——————8] Active

Integration into 55L/TLS communication: m——n] Active

Advanced settings of SSL integration

You can use the table in SSL integration advanced settings to add new websites where you wish
Safetica to enter secured SSL/TLS communication. New websites are added to the list by using
the Add website button.

ADVANCED SSL INTEGRATION SETTINGS == Hide —

‘You can add web servers for which SSL/TLS communication won't be affected (e.g., facebook.com, maps.google.com).

Add address

Url
e e

owa.example.com Remove

sharepoint.example.com Remaove

HEz 0=0 [

Adding new applications

Every application installed on the workstations is synchronized with the list on the SMS. If you want
to predefine settings for an application that was not detected on the workstations, use this function.

After clicking on the New Application button, select the binary file of the application you want to add.

The application binary file should therefore be accessible from the station where you are currently
running SMC.

Important Information
These settings are common to all users, computers and groups from the selected SMS.

If you decide to activate Maximum security mode or activate guarding of officially unsupported ap-
plications, always follow these recommendations:

¢ Before activating the monitoring of unknown applications or using Advanced mode, always
try out such a change first on a non-production system (e.g. a virtual machine).

e Guard only applications where it makes sense, that is, applications that can be used to ma-

nipulate data (generally read on input and process on output). The more guarded applications
there are, the greater the demand on system resources.

e If you want to use the Advanced mode, you must first carry out performance tests and, if ne-
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cessary, increase the hardware capabilities of the end stations.

e If end users have the right to install new applications or use their own, then it is recommen-
ded to use Advanced mode. If you use this mode by default, it is necessary to check that the
applications currently used on end stations function correctly. We have therefore assumed
that unsupported applications cannot always be guaranteed to work correctly. In such a
case, contact Safetica Technologies technical support with a request to add this application
to the list of supported applications. This list is updated each time we release a new version
of the product. The process usually takes around five weeks and may require access to the
application for our developers.

We assume, therefore, that the unsupported applications can not always be guaranteed to work
correctly. In such case, contact the support of Safetica Technologies with a request to add this ap-
plication to the list of supported applications. This list is updated everytime we release a new ver-
sion of the product. The process usually takes around five weeks and may require acces to the ap-
plication for our developers.

4.2.6 Database management

The database manager is used to back up monitored data, settings and for deleting monitored
data.

The database manager has two main parts:

e Tasks — here you can create a task to back up the database (create archives) and delete
data produced during monitoring.

e Archives — using this tab it is possible to connect previously created archives to a selected
Safetica Management Service (SMS) to review the data.

Safetica Management Console - 0 X
»
I ||9 ('J of W A X H
I [T ] o
[T i e Dashboard  Alers  Reports  Management

and seftings

Ovenview Console seftings Serverseflings Categories Zones Database management Update Synchronization AccessManagement SMS accesslog Seffings Overview Templates Client seftings  Clients Information

Integration settings License management

Database management

-

;J—jap Archive name | Archive direct... |Schedule e... Type of task From / Oldert.. |To Repeat task Selected objects
ango

4

»
=5 s BASIC INFORMATION <<tz —
[=-&%, Unknown
-8, Active Directory You can use the Database management view to create Safetica databases backups, It alse allows you to connect and view old database 9
[=)-&%, Business backups. .
8, Tohn PYTY
: John-PC Help
s, FT-XP
Lx HB Tasks  Archives
A 15
& WP
by pU ARCHIVATION TASKS
42
__.::.
",
&2
M
£%

B85-80 608

Backup_02 Ch\Backup 3/23/201301:0... Backup 3/21/2013 3/22/2013 SMS: Business

=
@

NEW ARCHIVATION TASK
Type of task: Backup - | Repeat task: [E-a—m—=—m Dont repeat

srchive neme:
Archive directory: C:\Backup

Logs to be processed:  From 3f21/2013 [~ | To | 3/22/2013 [E~
Schedule execution at: | 3/23/201301:02 0dp. [E~ | Automatic replaning: B———n] Enabled

Selected objects: 1 objects selected  [eENeE ari]

Update task | | Add as new
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4.2.6.1 Tasks

Tasks are used to work with data stored in the database. Data can be backed up from the opera-
tional SES database (archive) or they can be directly deleted.

All tasks are created using New archiving task menu — new task has several parameters:

e Type of task — you can choose from the following options: backup, backup and delete, delete,
delete screenshots, settings backup. More information about each task can be found below.

¢ Archive name — the backup file name. It must not contain illegal characters like spaces
(http://msdn.microsoft.com/en-us/library/aa365247%28V=VS.85%29.aspx)

e Archive directory — the path to the folder where the backup database file will be saved. It is
the path on the computer that is running the SQL server. The selected path must already ex-
ist, because the SQL server is unable to create the path.

e Logs to be processed:
o From-To —itis possible to choose a time period for backup of monitored data

0 Log older than — processed are logs older than specified date. Available only when delete
task is created.e Schedule execution at — exact time when the task will be executed.
This time must be set outside the time period of logs to be processed

e Automatic replanning — when enabled, this function ensures that if a task is run at a time
when another job is running or the task start time has already passed, then the task start
time will be automatically moved to the next free time. Only one task can run at a time on one
SMS or SQL instance, so this feature is applied only when an error with time occurs. In every
other conflict (lack of disk space, insufficient rights to write, etc.) no rescheduling will occur.

e Selected objects — it is necessary to select for which users, computers or groups the backup
or delete task will be performed.

Backup

A backup will be created at the specified time for the selected users, computers or groups. The
backup will contain records obtained from the monitoring of users. Module and functions settings
are not included in the backup. Two files are created on output: one (*.mdf) is a record from the DB
and the second (*.Idf) is the log of operations over this DB. Each SMS has its own database, so if
we want to archive data from a database, we need to run the backup task over each SMS and
these tasks will be independent of each other.

There is a considerable load on the SQL server when a backup is being created, so there is a pos-
sibility that client stations will be temporary unable to communicate with a database, and therefore
new tasks should be scheduled at a time when the load on the database is at a minimum (at night,
for example). The process may take several hours depending on the amount of backup data and
the size of the original database. During backup it is not recommended to perform database opera-
tions, such as reindexation, because backup operation could fail.

Delete

The Delete task performs deletion of user settings, logs and screenshots. The deletion will be done
from the beginning to the specified time. After erasing the data, it is recommended to manually run
the SHRINK command on the Safetica SQL databases. This command will physically shrink the
database file.

Delete screenshots

The parameters are identical with those of the Delete task, but only screenshots are deleted from
the Auditor functions Screenshots, Instant Messaging and Webmail.
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Settings backup

This performs a copy of the database along with the settings. A .bak file will be created. This
backup file can be restored to the database using the SQL server command RESTORE.

Advanced maintenance settings
In this section you can specify the maintenance options for the records database:
e On the fly logs validity — use the slider to specify how long records from on the fly data tag-

aing functionality will be stored in the database. Records older than the value specified will be
deleted from the database.

e Automatic database maintenance — here you can specify the largest possible size for a re-
cords database. If exceeded, some records in the database will be automatically deleted, so
that the database can reach 70% of its maximum size as set. The size is checked on a daily
basis. If you enter for instance 100GB as the largest database size, then the size will be re-
duced to approximately 70GB.

Warning: When records are deleted as part of database maintenance, they will be irretriev-
ably lost. It is always the oldest records that are deleted.

Note: When using Microsoft SQL Server 2008 Express, the biggest size is determined by
this edition. It is therefore 10GB. If a bigger limit is entered, then the limit used for this edition
will be automatically reduced to 10GB.

4.2.6.2 Archives

In the Archives section, we can view the previously created archives. It is first necessary to con-
nect the archive to the SMS. After connecting, the archive acts as a common database of records.
In this mode all setup operations in the SMC are inactive (e.g., DLP cannot set rules, deny running
of applications, etc.)

Import archive

An archive which was not created on the SMS can be manually imported. This is done by specify-
ing the path to the archive and the target SMS to which the archive will be connected. Then, use
the Import archive button to import it to the list.

Close archive - disconnect from SMS

Disconnecting an archive is possible with the user tree or Database management view. Either
right-click on the name or address of the SMS and select Close archive, or open Database man-
agement -> Archives and click on the Close archive link for a particular archive.

Archive operations log

All operations that are done using database manager are recorded, and all records can be dis-
played in the visualization mode. The view is divided into operations with Tasks and Archives. Re-
cords can have the following states: Created, Running, Completed, Updated, Error.

4.2.7 C(Categories

Does it sometimes happen you do not know exactly what operations a program performs and
whether it leads to employee efficiency? Are you unsure whether a website’s content is suitable for
your employees? Safetica offers a categories-matching system providing you with an extensive
database of records filed into appropriate categories. Not only you will understand program names
or website addresses, but you will also know what categories of use they belong to.

Category setting is accessible from Management and settings -> Categories.
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Description of the view
On the top of the view is button to update database of categories.

There are three tabs in the middle of the view:

e Web Categories — access to web categories management.

e Application categories — access to application categories management.

¢ File type categories — access to extension categories management.

You can access category management by selecting the SMS on which you want to manage cat-
egories, and then clicking on the Browse categories button.

On the bottom is a table with a list of the last categorized websites or applications according to the
tab selected. You can manually change the category there by clicking on Change category next to
each record.

2t ik Feal\ Al € AR #
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RECENTLY CATEGORIZED APPLICATIONS == Hide —

Application Categories Date and time

Total Commander (totalcmdbd.exe) File manager 3/22/2013 12:58:45 PM Change category
Vhware Tools Service (vmwareuser.exe)  Virtualization software 3/22/2013 12:53:12 PM Change category
Google Chrome (setup.exe) Unknown category 3/22/2013 12:48:55 PM Change category
25.0.1364.172_25.0136497_chrome_upd... Unknown category 3/22/2013 12:48:53 PM Change category
Microsoft Software Protection Platform... Windows 3/22/2013 12:48:51 PM Change category
NercUpdate (nasvc.exe) Unknown category 3/22/2013 12:48:50 PM Change category
Bonjour Service (mdnsresponder.exe) Windows 3/22/2013 12:47:39 PM Change category
CodeMeter Runtime Server (codemeter.... CAD software 3/22/2013 12:47:39 PM Change category
Console Window Host (conhost.exe) Windows 3/22/2013 12:47:38 PM Change category
Reliability analysis metrics calculation e... Unknown category 3/22/201312:42:37 PM Change category
'WMI (unsecapp.exe) Unknown category 3/22/2013 12:41:25 PM Change category

o | 0z0 B¢

4.2.7.1 (Category update

The category database is not provided with the default installation of Safetica, because we always
want to provide you with the latest version of our database. You can update the database in one of
the following ways:

e Update from internet (on service) — the database update is carried out by the Safetica Man-
agement Service server. A dialog will appear to show the progress of the update.

Note: Safetica Management Service must have a connection to the internet.

e Update from a folder (on service) — the database will be updated from a folder located on the
computer hard drive. This method is suitable if you have downloaded an update but are not
currently connected to the internet. The path you need to enter is the path to the update file
on the computer where Safetica Management Service is installed. It is not a path on the com-
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puter where you are currently running Safetica Management Console.

e Download updates (on console) — the update file will be downloaded from the web server to
the computer hard drive. You can upload the file to the server service manually or by using
the above-mentioned update from folder. A dialog will appear to show the progress of the up-
date.

Safetica will not fully function without the category database, because the records are required to
run specific functions. After product installation, download and update the category database. You
can modify or extend the database any way you like. If you already have the newest database ver-
sion, you will be notified by a message informing you that no new updates are available.

4.2.7.2 Web categories

Websites categories is a sub-module of Safetica and is free of charge. It enables setting and edit-
ing the database of website and websites addresses categories. Not only does it enable you to add
more records to the database but you can also edit individual categories arbitrarily. If you encounter
a case when an employee directs his or her web browser to an address that has not been added
to the system yet, the most secure action on your part would be to add this address to the data-
base. On any future attempts to navigate to the same address on clients' stations, this site will be
identified and classified into a selected category.

Web categories are set up from the main panel of Safetica Management Console. The program in-
cludes a window for editing categories and a window for editing web addresses. After launching it,
you can view web categories that are organized into a tree structure. For the currently selected
category, all web addresses from the database are displayed in the bottom window. If you want to
create your own category, click on the Add category button and fill in the category name. Each time
you want to add a category under an existing one, you must select the parent category before
adding a child category. Otherwise, if you want to make the created category a top-level one, make
sure that no category is selected before adding it.

Before adding a new web address, make sure that it has not been entered into the system yet.
Otherwise it will not be possible to designate the category that the web address belongs to! To add
a new web address, first select the category under which you want to include this address. Then,
click the Add web button and enter the web address into the form. Finish adding the address by se-
lecting Confirm. If you have inserted the record into the wrong category, you can remove it by click-
ing Remove.

Categories Database

The categories database contains thousands of records. Searching for the right category is made
easier with the Browser function that is located at the top part of the screen. You can search for the
category by entering the required category or web address. After you enter the name of a web cat-
egory, you will be sent to the place where this category is located within the tree structure. Within
the database the categories are classified as:

e World (in English) — under these categories are websites that are used by people worldwide.

¢ National (in a national language) — these websites are organized by the country suffix of the
web address (.cz, .sk, .ua, etc.) and they are mostly visited by residents of the respective
country. You can find these websites in the categories under the bookmark World - "required
country".

Websites Database

The web addresses database contains records on websites that are recognized by Safetica End-
point Client. These are always linked to a selected category. Therefore, before selecting or adding
a new web address, ensure that you have correctly selected the web address category.
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Adding a web address in the domain format is a must. Do not write the protocol (e.g. HTTP or
HTTPS) in front of the web address but instead write the web address without arguments or
slashes. In order that the address can be recognized, the format in which you write the web ad-
dress into the database must be the same as the user puts into the browser.

Example 1: Examples of incorrectly entered web addresses
e http://www.google.com — the connection protocol was specified

e www.google.com/ —there is a slash at the end of the URL (this is not part of the web ad-
dress)

e www.google.com/#sclient=psy&hl=cs&q=a&aq=f&aqi=g3g — the URL includes arguments
(they are required to view the website but are not part of the web address)

Example 2: Examples of correctly entered web addresses
e www.google.com — search engine specification

e www.google.com/maps — using map services

4.2.7.3 Application categories

Like website categories, this module forms part of the Safetica It enables adding and editing set-
tings of categories and assigned applications. Every application is classified into a specific cat-
egory that best describes this application. After installing the application into the system, it will be
recognized also in other modules. Identification of applications is a key sub-module of Safetica, and
the software offers a basic database of applications and their categories. To ensure the most ef-
fective protection and monitoring of applications, it is necessary to modify settings of applications
and categories to correspond with your clients' environment.

Application categories are set up from the Safetica Management Console (SMC) taskbar, which in-
cludes a window for editing categories and a window for editing the actual applications. To facilitate
searching for categories, use the function of search engines. You may search for a category or an
application that belongs to this category. Categories are displayed in a well-ordered list. After se-
lecting the category, a list of applications in the database is displayed in the bottom window. You
can search for applications using Application Name, Vendor or Process Name. Add new applica-
tions to the database by clicking on Add Application. When adding applications, make sure that a
particular application has not already been added to the system.

You can edit the existing record by double-clicking on the application and editing the information in
the dialog that will appear. To change a category of the existing application, select a new category
from the list of categories and confirm your selection by pressing Confirm.

The application database collects all available information about applications that is later used for
their identification:

e Name — Application name
0 Process — Name of an executable file (including the .exe extension)

e Full Path — Full path to the application’s executable file. You can search for the name of an
executable process in Applications Administration under Process Name.

¢ VVendor — An application developer or distributor
e Description — description of the respective application

A software application may contain several executable files. In this case, it is necessary to add an
application for every executable file.

Example 1: Adding the Notepad application distributed with Windows into the application database.
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Select Category Text Editor

Name — Notepad

e Process — notepad.exe

Full Path — C:\Windows\System32\notepad.exe

Vendor — Microsoft Corporation

Description — A notepad

4.2.7.4 Extension categories

Extension categories are used for classification of files within the DLP module. These are a handy
aid for specifying classification rules. You can limit the classification rule only to certain data types
and thus make the result of the classification faster and more specific. Extensions can be edited,
added or deleted any time. All extensions are arranged into categories. Categories correspond to
file types according to the way the files are processed later on.

Administration of extension categories

Administration is accessible from the main menu of Safetica Management Console. In the upper
part of the dialog box, there is a window which displays extension categories. The bottom part is
designated for the extension database. You can look up extensions saved in the database by
searching (Search). Extensions are to be entered without a dot; write only the abbreviation of the
extension searched for.

To add a new extension, select the category and click on Add extension. A dialog will appear, enter
the name of the extension to be added to the database . If you wish to change the category of the
existing extension, double-click on it and select a new category. If you cannot find an appropriate
category, create your own by clicking on Add category.

Extension database

The extension database contains information on all available extensions that have been categor-
ized according to their application type. You do not have to enter all graphics or text extensions, be-
cause Safetica provides a complete list which is downloaded whenever you update the category
database. When using this list, at any time you can edit and add categories and adjust the data-
base to correspond to your needs.

4.2.8 SMS access log

In the SMS access log you can find records of which administrator (SMS user) carried out an ac-
tion and when or which user in the user tree the action was related to.

View description

Here you will find a table with records of SMS user actions. A record consists of the following in-
formation:

Date and time — the date and time when the record was made.

PC — name of the PC from which the SMS user was connected to SMS.

e User name — the name of the SMS user who performed the action.

Action — identification of the action performed by the SMS user.

¢ Feature — name of the view (function) where the action was performed.

Object — name of the user, group or computer from the user tree to which the action per-
formed was related to.
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4.2.9 Templates

Safetica software offers templates system that allows you to apply appropriate setting to specific
users, computers or groups.

You can download templates from Safetica website (www.safetica.com), where you can find the
templates that are compliant with laws and industrial standrds.
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How to apply setting templates
Click the Template application button and follow the import wizard.
1. The first step is to locate on the hard drive the template to be exported and applied.

2. Select users, PCs or groups which you want to apply the settings template to.

3. Finish template application.

How to export setting templates
Click on the Template export button and follow the export wizard.

1. The first step is to enter the name and description of the settings template to be exported.

2. Select the user, PC or group from which you want to export the settings and specify
whether you want to export effective or explicit settings.

3. Select the functions from which you want to export the settings.

4. Enter the location of the template exported and finish export.
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4.3 Safetica Endpoint Client
4.3.1 C(Cient settings

Client settings include general settings of the Safetica Endpoint Client station (SEC), which are
shared by all Safetica modules.
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GENERAL INTERFACE SETTINGS
Hide Safetica processes and folders; m——s——{=] Enabled
Client notifications: B—m—{5—m Show only interactive dialogs

Language: English i

OTHER SETTINGS

Setting priority policy: [m}——m—m Computer has higher priority
Interval for settings check: 1 = minutes
Interval for sending logs: 1 = minutes
Log aggregation level: w—m—{u}—m Nomal
This setting affects the records detail in functions DLP protocol and File Auditor,
Safe mode: m—{"}—m Inherit
Debug Logs >+ Show —

Client deactivation

You can use the slider to disable all SEC functions. The client continues running, but only for the
purpose of re-activation. If deactivation is set for any of the users logged in, then SEC is disabled
for the entire end station.

Client uninstallation

You can use the slider to completely uninstall SEC from computer. This option does not require Al-
low uninstall option in Allowed actions.

Warning: If you do not change the setting back to the inherited, client will be uninstalled again im-
mediately after the re-installation.

Allowed actions

By enabling Uninstall or Update, you permit uninstalling or updating the Safetica Endpoint Client.
Without permitting this, it is impossible for security reasons to uninstall, update, or otherwise dis-
rupt the running of Safetica Endpoint Client, even with administrator rights. You can use the pass-
word button to set up a new password for permitting those tasks directly from the client station, us-
ing the command line. For more about Safetica Endpoint Client protection, see Protection against
unauthorized manipulation of Safetica Endpoint Client.

You can deny all locally allowed actions by clicking on Disable local management actions.
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General interface settings

* Hide Safetica processes and folders — if you enable this setting, the processes STCSer-
vice.exe, STMonitor.exe, STUserApp.exe and STPCLock.exe that ensure that Safetica Client
Service is running will be hidden on the client station and will not be displayed in the Win-
dows Task Manager or in any similar program that shows running processes. SEC installa-
tion and configuration folders will be hidden also (in Windows 7: C:\Program Files\Safetica,
C:\ProgramData\Safetica and C:\ProgramData\Safetica Client Service). By doing this, you
can prevent users from finding out that Safetica is running on their computers. This setting
does not disable SES notification dialogs.

e Client notifications — using this setting you can enable or disable displaying of announcement
dialogs to users working on client computers. The announcement dialogs inform users of
various security events or notify them of illegal activity. You have several options for how to
set notifications:

0 Hide all — all dialogs on SEC are hidden.

o Showonly interactive dialogs — dialogs are hidden except for dialogs that require user in-
teraction.

o Showall — all dialogs are enabled.

e Language — SEC language setting.

Other settings

® Setting priority policy — by setting the option User settings has a higher priority than computer
settings, you can ensure that the settings you've assigned to the user override the settings of
the computer that the user is logged on to. Under the default settings, the computer’s set-
tings have priority. You can set these priorities only for users.

¢ Interval for sending logs — with this setting you can determine how often the data recorded on
the client stations will be sent in batches and stored in a database.

e Interval for settings check — with this setting you can determine how often Safetica Endpoint
Client will query Safetica Management Service for new settings. By doing this you can affect
the time required for transferring the settings made using SMC to SEC.

e Log aggregation level — here you can set how records from DLP protocol and Files function
are grouped.

0 Detailed — all identical records obtained within one minute are grouped together.
o Normal — all identical records obtained within ten minutes are grouped together.
o Rough — all identical records obtained within one hour are grouped together.

e Safe mode — by selecting Disable you can prevent users to star Windows in safe mode.

Debug logs

Here it is possible to set the level of client debug logging from only the most Critical logs to Verbose
logs. It is intended for the use of system administrators or Safetica technical support.

Network traffic monitor

Network traffic monitor records amount of sent and received data on endpoint station. Records are
available in the visualization view.

Note

You can only assign client settings to users, groups or computers, that you have checked in the
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user tree. To apply the settings you must save the changes by pressing the button or you can

cancel the changes by pressing the m button located on the upper right side.

4.3.2 C(Clients information

This view provides a list of users and computers that are connected to individual Safetica Manage-
ment Services. It also contains several information about the Safetica Endpoint Client instance.

View description

There are control buttons above the tree of users and clients. The first button displays a list of
users, groups and clients in a form identical to the user tree on the left.

The second button displays all computers and users for each SMS in one list, while groups are hid-
den from the list.

Other controls can be used to collapse and/or expand the tree, and for filtering purposes.
The table contains the following information:
e User name — name of user, PC or group.
e \ersion — release number of the Safetica Endpoint Client (SEC) instance installed.
e Last settings update — time of last SEC settings synchronization.
e Deactivated client — shows if SEC is enabled on the workstation.
e Operating system — version of the operating system installed on the workstation

¢ Network layer — type of Safetica network layer (see Integration settings)

e Unsent records — contains the number of records SEC has not yet sent to the server and the
time as of which the record is valid.
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+ — 00 = Clients Information
i+ 8 WIN-HGN7SSREKAV BASIC INFORMATION e
In this view you can find the version and last settings update time for all dients (SEC). 9
dlh
Help

CLIENTS INFORMATION

EE = Show computersfusers:  [mf——s—a All

User name Version Last settings update  |Deactivated Operating system Metwork layer
%4 localhost
= &%, Unknown
& WIN-HGN... 510 8/30/2013 01:57:34 PM No Windows 7 Windows XP layer
& admin@W... 5.10 8/30/2013 01:57:34 PM Mo Windows 7 Windows XP layer
| ] P4 0z0 BX

4.3.3 Settings overview

This view contains a table with an overview of function settings, where you can see what users,
computers and groups have what settings specified for individual functions.

If a user, computer or group have settings set in any function, an image % is shown in the appro-
priate table cell. A row represents the user, computer or group. Columns represent appropriate
functions. The list of available columns can again be found on the right side of the table. Dragging a
column from the list and dropping it onto the table will view that column in the table. By clicking on
the header of the column and dragging it, you can change the ordering of the columns in the table.
To remove a column from the table, drag it back to the list of columns on the right.
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There are several buttons above the table which allow you to manage the table contents:

e On the left are buttons for management of the user tree in the table (EE =).

Hide all — hide all columns in the table

Auditor — display or hide columns (functions) of Auditor.

DLP — display or hide columns (functions) of DLP.

Supervisor — display or hide columns (functions) of Supervisor.

4.3.4 Protection against unauthorized manipulation of Safetica
Endpoint Client

Because Safetica Endpoint Client is responsible for the enforcement of your company's policy on
end stations, it must be protected from unauthorized intervention by users who seek, for example,
to circumvent blocking or monitoring by turning Safetica Endpoint Client off. Safetica Endpoint Cli-
ent is also protected against intervention by a user with administrator rights.

The uninstallation, updating, or turning off of SCS can be set from SMC or it can be done directly
from an end- station, with commands and a password generated by SMC.

What is being protected?

® Registries — it is not possible to display or change records in registries concerning the Safet-
ica Endpoint Client, including the SMS IP address.

e Processes — all Safetica Endpoint Client processes are protected. They are protected
against being stopped and it is also possible to turn on the hiding of them in Client settings ,
so that the list of processes cannot be seen.

75



e Service (STCService) — it is not possible to turn off the STCService service even with admin-
istrator rights. ¢

e Installation file — it is not possible to move or rename files and folders in the Safetica End-
point Client installation folder

e Database files — these cannot be moved, renamed, or deleted. The contents of databases
are encrypted.

e Uninstallation — SEC is protected from uninstallation.

e Tags - file symbols (tags) are protected against rewriting or changes.

Uninstall and update permission from SMC

In Client settings of each module, permission can be granted by checking Uninstall, or Update in
the user tree for selected users, groups, or end stations, or by changing the password for local ad-
ministration (see below). By checking these and saving, you will permit these tasks to be executed
with respect to the Safetica Endpoint Client component on end stations.

Permitting the uninstalling, updating, and turning off of SCS from SEC

Permission for these tasks can also be granted directly from the end station on which the Safetica
Endpoint Client is installed. You must first generate a password for selected users in the SMC (Cli-
ent settings -> Allowed actions).

The following password is set as the default for all users: safetica

You can assign a password in Client settings by clicking Password. You will be asked to enter your
new password.

The following commands are required:
1. Launch the command line as an administrator

2. Go to the Safetica Endpoint Client installation folder. The standard path is: C:\Program Files
\Safetica\

3. Then enter the following commands into the command line, based on what you need. After
you have entered these commands, you will be asked for the password you generated in
the Safetica Management Console

To permit the turning off of the service (STCService), execute the following command:

STCService -allow stop

This command will make it possible to stop the STCService by subsequently
launching the file StopClientService.bat or restarting the service with the file RestartCli-
entService.bat. This is not possible without permissions!

To permit the uninstallation of the Safetica Endpoint Client:

STCService -allow uninstall
To permit updating the Safetica Endpoint Client:

STCService -allow reinstall

ATTENTION: These commands do not execute the relevant tasks, they only grant permis-
sion for them.

4. After launching the commands mentioned above, permissions will be applied until you
launch the command STCService - deny. This command will cancel all permissions that
you granted with the previously mentioned commands. This operation does not require a
password.
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4.3.5 Recovery

With this function you can choose system paths and records in Windows registers where a
backup will be made. After restarting your operating system, the registers and selected paths will
be restored from this backup. Required backups will be made on the PC with Safetica Endpoint
Client immediately after the function has been set.

Warning: This function must NOT BE USED for creating backups of large files. It is intended only
for small configuration files or records in the register. Any inappropriate use can affect the opera-
tion and stability of the operating system.

Recovery s—=— Enabled @ WV X
BASIC INFORMATION < Hide —
Recovery feature offers the ability to backup files and registry and then recover them on system startup. New backups are created on endpoints
immediately after enabling this feature. Itis recommended not to create large backups as the successive recovery can take a long time. . 9
A Inappropriate use may affect system stability! m
Help
PATHS < Hide —

File recovery feature is not supposed to be used for system backup. Inappropriate selection of files for recovery can affect proper function of the computer. Itis

recommended to use this feature e.q. for configuration files backup.

Add path

Path
C\ProgramData\Safetica\config\st_config.ini
ChUsers\George. Weber\AppData'\Local\ Temp\FXSAPIDebugLegFilebd Remove
Ch\Users\George Weber\AppData\Local\ Temp\StructuredQuery.log Remove
REGISTRY << Hide —

Registry recovery feature is not supposed for recovering whole root keys and incorrect settings may affect applications run, updates and system stability. For
example, we recommend to use this feature for restoring proxy server settings and other technical items.

Add key
Root key Key
HEKEY_CLASSES_ROOT \System\CurrentControlSet
HKEY_CURREMT_USER \Software\Safetica Technologies\Safetica Edit Remove
PATTERNS UPDATE < Hide —

el P Sl gl By dicking this button new patterns for recovering will be created on endpaint.

Settings

In the console setting mode you can disable or enable this function by using the slider on the
screen top.

¢ Disabled — restoration is disabled.

¢ Inherit — function is not set. The settings are inherited from the higher-level group.

e Enabled — this option will enable the restoration function.
The restoration function is set only for users, groups or PCs marked in the user tree. To apply the
settings, you need to save the changes with the button or you can cancel the changes with
m at the top right.

Paths

In this section you can add a path to the file you wish to back up. Add the path with the button Add
path.

Registry

In this section you can enter the key to the record in the register you wish to back up. Enter the key
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with the button Enter key.

In the dialog which appears, select the root key type and in the field below enter the path to the key
in the register.

Example:
HKEY_CURRENT_USER
\Software\Safetica Technologies\Safetica

Patterns update

You can enforce the update of backed-up paths and registers with Force new patterns button. The
old backup will be overwritten with current configuration files or register records.

4.3.6 Users activity

In this section you will find records on the activity on workstations where the Safetica Endpoint Cli-
ent is installed.

You can display user activity in the main section of Management and settings -> User activity.

Note: Workstation activity records are sent to the server upon shutting down the PC or at midnight.
They are therefore not immediately available after the record has been made.

Users activity (D Time: 11/4/2013 B0 | ayout: Recent
BASIC INFORMATION << Hide —
Users activity feature logs use of endpeints. Computer activities, such as power on and shutdown, are logged as well as user activities, such as logon and logoft, 9
& The results from activities monitoring are sent to sever during computer shutdowm or at midnight. ‘?.
Help
RECORDS << Hide —

Drag below this text the columns you want to group by

¥ PC Aggregation

¥ Username Date and time ¥ Action ¥ Duration

E PC: S5-Demo01-PC Total count: 14
11/4/2013 10:46:25 AM Computer power on -
11/4/2013 10:47:40 AM Computer inactivity
11,/4/2013 10:47:52 AM User legon -
11/4/2013 10:47:52 AM End of computer inactivity 12¢
11/4/2013 10:51:48 AM Computer inactivity -

w w»w | F 0z0

Filkers: No active filters Clear all filters

COMPUTER UTILIZATION SUMMARY << Hide —

PC Total runtime Total inactivity Utilization ratio

1h7mind8 s

View description

At the top of the visualization you will find a table with records of user actions on the end station.
The records give the following information:

e Date and time — date and time of record creation

e PC —name of PC where the record was made

e User name — name of user under which the record was made
e Action — type of action recorded:

o0 Computer power on — PC start
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o Computer power off — PC shutdown

0 User logon — user login

0 User logoff — user logout

0 Lock — PC locking

0 Unlock — PC unlocking

o Computer inactivity — the user was not working with the PC

o End of computer inactivity — time when the user started working with the PC again
0 Sleep

o0 Wakeup

e Duration — shows time from action start to action end (e.g. from Start to Shutdown, from Lo-
gin to Logout, from Inactivity start to Inactivity end, from Locking to Unlocking)

At the bottom you will find a summary of how the PCs were used. The table contains records with
information showing how the PCs where SEC is installed were used.

e PC —name of PC where the record was made
e Total runtime — total PC run time
e Total inactivity — time over which the PC was not used

e Utilization ratio — use of a PC for an activity, in percent (user was working on the PC)

4.4 Managing components using the command line

You can both locally control Safetica Endpoint Service and Safetica Client Service, and manage
their advanced settings through the command prompt.

4.4.1 Safetica Management Service

Safetica Management Service runs on the server as a service. To start working with SMS, launch
the command prompt as an administrator (cmd). Open the installation file of SMS (the default is
C:\Program Files\Safetica Management Service) and then you may enter the following commands:

STAService.exe -install
Installs SMS onto the system.
STAService.exe -remove

Removes SMS from the system.

STAService.exe -start
Starts SMS.
STAService.exe -stop
Stops SMS.
STAService.exe -adminport <new port number>

Creates a new number for the port on which SMC and SMS communicate. The default port
number is 4441. This takes effect after you restart SMS.

STAService.exe -clientport <new port number>
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Creates a new number for the port on which SEC and SMS communicate. The default port
number is 4438. This takes effect after you restart SMS.

STAService.exe -console

Run Safetica Management Service in command line, for debugging only.

In the SMS installation folder you can also find startup files for easier starting, closing and restarting
of SMS:

e stop.bat

STAService.exe -stop

STAService.exe -remove

e restart.bat

STAService.exe -stop
STAService.exe -remove
STAService.exe -install

STAService.exe -start

Changing the connection port for Safetica Endpoint Client

If you want Safetica Management Service to listen for client connections on a port other than 4438,
perform the following steps:

1
2.

5.

On the computer with SMS start the command line with administrative privileges

Go to the installation folder of Safetica Management Service. C: \Program Files\Safetica
Management Service by default.

Run command STAService.exe -stop

Run command STAService.exe -clientport <new port number> (for example STASer-
vice.exe -clientport 1234)

Run command STAService.exe -start

Changing the connection port for Safetica Management Console

If you want Safetica Management Service to listen for client connections on a port other than 4441,
perform the following steps:

1.
2.

On the computer with SMS start the command line with administrator privileges

Go to the installation folder of Safetica Management Service, the default is C: \Program
Files\Safetica Management Service.

Run command STAService.exe -stop

Run command STAService.exe -adminport <new port number> (e.g. STAService.exe -ad-
minport 1234)

Run command STAService.exe -start

4.4.2 Safetica Endpoint Client

Safetica Client Service is a component of Safetica Endpoint Client (SEC) and it runs on the client
stations as a service. Launch the command prompt as an administrator to start working with Safet-
ica Client Service. Open the installation folder of SEC (the default is C:\Program Files\Safetica)
and then you may enter the following commands:

STCService.exe -help
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Displays a list of usable switches together with their descriptions in the command prompt.
STCService.exe -install
Installs Safetica Client Service onto the system.
STCService.exe -remove

Removes Safetica Client Service from the system. It is necessary to first enable this action
by entering the command STCService.exe -allow <stop|uninstall|reinstall>

STCService.exe -start
Starts  Safetica Client Service.
STCService.exe -stop

Stops Safetica Client Service. It is necessary to first enable this action by entering the com-
mand STCService.exe -allow stop

STCService.exe -server <SMS IP address>[:port]

Sets the address of Safetica Management Service (i.e. the address of the server to which
SEC or SCS will connect). It is necessary to first enable this action by entering the command
STCService.exe -allow connection. This takes effect after you restart STCService.exe
(SCS).

STCService.exe -unknown <yes|no>

Enables or disables receiving unknown server certificates. It is necessary to first enable this
action by entering the command STCService.exe -allow connection. This takes effect after
you restart STCService.exe (SCS). By default, receiving of unknown server certificates is
enabled.

STCService.exe -network <yes|no>

Enables or disables network mode, i.e. connecting the client (SEC) to the server (SMS/SQL).
When the network mode is disabled, it is only possible to use Endpoint Security Tools on the
client. It is necessary to first enable this action by entering the command STCService.exe -al-
low connection. This takes effect after you restart STCService.exe (SCS). Network mode is
enabled by default.

STCService.exe -allow <stop|uninstall|reinstall|connection|layer|debug>

Enables one of the given actions, each of which requires entering the main password (by de-
fault this password is safetica). The password can be changed locally by entering the com-
mand STCService.exe -password, or remotely in SMC.

STCService.exe -deny

Disables enabled actions by entering the command STCService.exe -allow <...>
STCService.exe -list

Displays the list of enabled actions.
STCService.exe -password

Sets a new main password for enabling actions. You must know the old password as well.
STCService.exe -debug <0|1>

Enables or disables extended logging for debugging.
STCService.exe -installlayer

Install recommended Safetica network layer.

STCService.exe -installlayer [default|wing]
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Install LSP (default) or WFP (win8) Safetica network layer, which is used for monitoring
and blocking web sites.

STCService.exe -removelayer
Remove Safetica network layer.
STCService.exe -checklayer
List of currently installed network layers.
STCService.exe -console
Run Safetica Client Service in command line, for debugging only
STCService.exe -clear <log|settings|settingswrite|settingscommon>
Clear all data from selected table in local Safetica database.
In the SEC installation folder you can also find startup files for easier closing and restarting of SCS:
¢ StopClientService.bat
STCService.exe -stop
¢ RemoveClientService.bat
STCService.exe -stop
STCService.exe -remove
¢ RestartClientService.bat
STCService.exe -stop

STCService.exe -start

How to manually stop STCSevice
To manually stop STCService perform the following steps:

1. On the computer with SEC start the command line with administrative privileges.

2. Go to the installation folder of Safetica Endpoint Client, by default this is C:\Program Files
\Safetica

Run command STAService.exe -allow -stop
Enter the administrative password when prompted, by default this is safetica
Run command STAService.exe -stop

Run command STAService.exe -remove

N o o b~ w

For security reasons, run command STCService.exe -deny command (this disallows all
actions for which permissions had been granted)

How to change the IP address of Safetica Management Service (SMS)
on Safetica Endpoint Client (SEC)

If you incorrectly set the IP address of SMS during installation, or if the IP address of the computer
with SMS has changed, you must manually change the connection IP address on the SEC side. To
change the IP address of the SMS on SEC, perform the following steps:

1. On the computer with SEC start the command line with administrator privileges.

2. Go to the installation folder of Safetica Endpoint Client, by default this is C:\Program Files
\Safetica Insight

3. Run command STCService -allow stop
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Enter the administrative password when prompted, by default this is safetica
Run command STCService -stop
Run command STCService -allow connection

Enter the administrative password when prompted, by default this is safetica

© N o g &

Run command STCService.exe -server <IP address SMS> (e.g. STCService.exe -server
192.168.1.1 if the server IP address is 192.168.1.1).

9. Run command STCService -start

10. For security reasons, run command STCService.exe -deny command (this disallows alll
actions for which permissions had been granted).

How to remove the Layered Service Provider (LSP) layer

Safetica uses its own LSP layer to monitor network traffic. Sometimes it is necessary to remove
this layer from the system. To do this, perform the following steps:

1. Onthe computer with SEC start the command line with administrator privileges

2. Go to the installation folder of Safetica Endpoint Client, by default this is C:\Program Files
\Safetica

Run command STCService -allow stop

Enter the administrative password when prompted, by default this is safetica
Run command STCService -stop

Run command STCService -allowIsp

Enter the administrative password when prompted, by default this is safetica

Run command STCService.exe -removelsp

© © N o g & W

Run command STCService -start

10. For security reasons, run command STCService.exe -deny command (this disallows all
actions for which permissions had been granted)

11. Restart the PC

4,5 Dashboard

With the Dashboard view you can display charts from all modules and functions in a single place.
This brings together the most important summaries to give you a quick overview of the status of
your organisation. These may be monitoring results, security incidents, or logs of blocked web
pages or applications.

The overview is available from the main menu of the Safetica Management Console -> Dashboard.
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Data in the Dashboard is only shown for the users, computers, or groups that you have selected in
the user tree. Available charts can be found in the list on the right. Charts of individual functions are
divided by functions and modules. Clicking on them and dragging them to the chart viewing area

will show them. To remove a group of charts from the list, click on the x button in the top right
corner of each group of charts. You will find more about using graphs in Logs and visualization
mode.

You can export displayed charts to PDF using the button .

4.6 Reports

By means of automated reporting included in Safetica, you can keep abreast of the current situ-
ation inside your company. You can have activity reports sent to you, either for individual employ-
ees or for whole offices. To change the settings for reporting, go to Reports under the main menu.

You can create your own layout for the reports. In each report, you can choose what it will contain,
which users, groups, or computers it will concern, and who should be sent the report. Each report
can only be created for the user account from which you are presently connected to the server. In
short, each list will not show reports that have been created under a different account.

View description

The left part of the view contains a list of the reports that have been created. Selecting a report in
the list on the left will show, on the right, its properties such as its name, the date on which it was
last generated, a list of included reports, a list of users included in the report, and a list of e-mail ad-
dresses to which the report will be sent and in what format.

You can start generating a report right away by clicking on the Generate Now button.

You can bring an item up to date by clicking on the Edit button next to it.
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FT-report Edit Remove MName: FT-report

Date of generation: 3/22/2013 09:03 AM EeEEETER L

CHARTS

Charts: [File Activities
Web Activities
E-rmail Activities
Application Overview
Print Monitoring

Device Control

USERS

Users: | O Service: 192.168.20.135
FT-XP

REPORT

Creating a new report
1. To create a new report, click on the Add report button.

2. Enter a name and a description for the new report and click on Next in the right bottom
corner.

Reports > Create new item
2. Charts choice 3. Users 4. E-mails 5. Summary

1. Fill in the name and description of report

BASIC INFORMATION

Name: New report name|

Description: | Resport description

Previous Finish

3. In the next step you will see lists of records divided into reports with charts and reports cre-
ated into an Excel table (.xIs). You can therefore choose required reports from the list. You
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can include several types of records from all modules and tables at once. For reports expor-
ted from the table you can also specify for what application categories Excel records shall be
created. You can display the Add category dialog by clicking the Add category button.

Reports > Create new item
1. Basic information 3. Users 4. E-mails 5. Summary

1. Report name: New report name
2. Choose chart types

AUDITOR << Hide —

M File Activities

[T Web Activities

2 E-mail Activities

[T Application Overview
[T Print Monitoring

DLP << Hide —
[T Device Control
M DLP Rules

SUPERVISOR << Hide —

I Application Control
M Web Control
[T Print Control

Previous Finish

4. In the next step, click on the Add users button. You will be presented with a dialog for choos-
ing individual users, computers, or groups. Reports generated according to the specification
provided in the previous step will then be sent exclusively about the selected users, com-
puters, and groups. Click on the Next button.
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Reports > Create new item
1. Basic information 2. Charts choice 4. E-mails 5. Summary

1. Report name: New repart name | Select users
2, Choose chart types
3. Choose users

Select users who you want to apply the settings for.

USERS =5 sMs

..

Users: ||Jcer

5. For the next step, specify in greater detail the frequency, type of generation, and the recipi-
ents of the generated reports.

a. Click on the Add e-mail address button to add e-mail addresses of recipients.

b. Use the scrollbar to choose in what format the generated report will be sent (PDF or
HTML). If you opt for PDFs, the reports will be sent as e-mail attachments.

c. Next, choose whether you want to save the generated report to a disk file. If so, supply the
path to where to the report will be saved tosave the report. The reports are saved to the
computer where Safetica Management Service (SMS) is running. The entered path must
exist on the computer. If reports are to be created in multiple instances of Safetica Man-
agement Service (SMS), the path must exist on each of the SMS hosts on which the re-
port is to be created.

d. Finally, specify if the report is to be scheduled to be sent out automatically in intervals or
not. You can choose from the following options:

i. Do not mail automatically — reports will not be sent on a regular basis. Manual report
generation only.

ii. Daily — reports will be mailed each day after midnight.
ii. Weekly — reports will be mailed on Mondays after midnight.
iv.Monthly — reports will be sent on the first day of each month, after midnight.

v. Quarterly — reports will be sent on the first day of January, April, July, or October, re-
spectively, after midnight.

vi. Semiannually — reports will be sent on the first of January and the first of July after mid-
night.

vii.Annually — reports will be sent on January 1 after midnight.
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Click on Next when finished.
1. Basic information 2. Charts choice 3. Users 5. Summary

1. Report name: Mew report name
2, Choose chart types

3. Choose users

4, Choose e-mails

E-MAILS
E-mails: Ermnail
john@example.com Remove

Send reports like: [w}———m Html
Save to path: [@f——m No

Time period: m-a{mHe-m-m Month
Language of report: English -

6. The last step of the wizard will show an overview of your report generation settings. Click on

the Done button to add the report to the list. To save the changes, click on the button.

Examples of using a new report

Assume your company has several departments, each with a couple of employees. As a manager,
you want be kept up to date about the applications used and the websites visited in each depart-
ment. On the other hand, you do not have the time to browse through the records and charts in the
Console. This is when you create an automated monthly report. Start by choosing a suitable name
and description. Then, choose the Application and Websites option from the list of available report
types under the Auditor module. In the following step, select employees from the targeted depart-
ment. Continue by filling in the e-mail address the report will be sent to and the format it should be
sent in. Finish by specifying automated reporting on a monthly basis. Once you have saved the set-
tings, you will start receiving a monthly overview of the applications used and the websites visited
by your employees.

4,7 Alerts

By using alerts, you can be kept abreast of Safetica events as they arise. The alerts are used by
most of the Safetica components. Security managers and other special managers can select to be
alerted to extraordinary events only. If such events should then arise, these people will be notified
via the Safetica Management Console (SMC) or e-mail, according to their established preferences.

You can set up and view alerts in the Alerts section of the main menu (top right corner in the con-
sole).

View description

In the left part of the view you'll find a list of created alerts sets. After selecting an alert set in the list
on the left, alert details, such as the name, list of notifications, the user list that the alert pertains to
and the mailing list for the alert will appear on the right.

By clicking on the Edit button, you can update an item.
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BASIC INFORMATION < Hide —

By using alerts, you can be kept abreast of Safetica Endpoint Security events as they arise. The alerts are used by most of the Safetica Endpoint Security 9
components. Security managers and other special managers can select to be alerted to extraordinary events anly. If such events should then arise, these .
people will be notified via the Safetica Management Console (SMC) or e-mail, according to their established preferences. alh

Help

ALERT INFORMATION < Hide —
default dit Remove MName: DLP alert

Description:  Incuding DLP functions.

ALERTS << Hide —

Alerts: | Copying more than 100 files a day
Copying more than 1000 files a day
Moving mere than 1000 files a day
Deleting more than 1000 files a day
MAccess to forbidden files more than 1 times a day

USERS e —
Users: |2 Service: 192.168.29.135
PU
MP
FT
REPORT << Hide —

E-mails: john@example.com
anna@example.com

Send to console: Yes

Language of report: English

Settings

In Settings, you can choose your own alerts sets. For each alerts set, you can select the type of
the alert, the target users, groups, or computers, and the destination of the alert, i.e. either the con-
sole, e-mail, or both. Each alerts set is only created for the user account via which you are connec-
ted to the server at the time of its creation. This effectively means that connecting under a different
account from the list will make alerts sets created under a different account inaccessible.

Action triggers

In the Action triggers section you can set, based on activity records, the command or script start
with particular arguments and in a selected folder. The command will be run on the client station
with SEC under the account of the user who caused the incident. These settings apply to the entire
SMS.

ACTION TRIGGERS
Alert type Command Arguments Working directory
Access to forbidden directo... report_incident.bat -a-b156 C\scriptsinew Edit Remowe

You can display dialog for adding the new trigger by clicking on Add trigger button.
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Add trigger

Alert type:

Command: report_incident.bat
Arguments: - -b 156

Working directory: | ¢:\ecriptsinew|

Access to forbidden directories or discs more than 10 times a day -~

Setting up a new alert

1. To create a new alerts set, click on the New rule button.

2. Enter a name and description for the new alerts set and click on the Next button in the bot-

tom right corner.

Alerts > Create new item

1. Fillin the name and description of alert

BASIC INFORMATION

3. Users

4. E-mails 5. Summary

Name: DLP alert

Description: | 1ncluding DLP functions.|

3. Next you will see lists of various types of alerts sorted by categories. Choose the type of alert
from the list. You can select multiple types of alerts from multiple categories. When finished

with your selection, click on the Next button.

Alerts > Create new item

1. Basic information 2. Alerts choice 3. Users

1. Alert name: DLP alert
2. Choose alert types

NETWORK

4. E-mails 5. Summary

APPLICATIONS AND PROFILING

FILE OPERATIONS

¥ Copying files more than

¥ Moving files more than

¥ Deleting files more than

M Access to forbidden files more than
[T Deny copying more than

[ Deny moving more than

[T Deleting tagged files more than

[T Access to forbidden directories or discs more than
I E-mail sending blocked

[ Burning forbidden

[T Burning performed

[T Screenshot capture performed

[T Screenshot capture forbidden
DEVICES

[E}—=—= 100times a day
w—{5}—a 1000 times a day
m——=] 1000 times a day
[E}—=—=—m once a day
[E}—=—=—=a once a day
[E}-=—=—a once a day
[E———= 100times a day
[E}-=—=—a once a day
[E}—=—= once a day
[E}—=—= once a day
[E———m 10times a day
[Ef—m= 10times a day
[F}—=——= once a day

[T Unknown device connected
[ Unknown USB device connected

I Unknown Bluetooth device connected
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4. In the next step, click on the Add user button. A dialog will appear in which you can select
computers, groups, or individual users. The alert you selected in the previous step will then
only be sent to the users, computers, or groups you select in this step. Click on the Next but-
ton.

Alerts > Create new item
1. Basic information 2. Alerts choice 4. E-mails 5. Summary

1. Alert name: DLP alert
2, Choose alert types
3. Choose users

USERS

Users: | |Jger
= Service: 192.168.29.135

5. In this step, you will be selecting the e-mail addresses to which the alert notification will be
sent. To accomplish this, click on the Add email button. You can also have alert notifications
sent directly to the console. You can do this with the slider named Send alert notifications to
Safetica Management Console. By using the SIEM/ Syslog slider, you can activate logging
to servers supporting syslogs. Just fill out the server address and port. The server must be
available from the respective SMS. Click on the Next button.

Note: A new warning that has arrived over the console is shown by a number above the Alert
icon in the top right corner of the console. The number represents the number of the alerts
that are set to be mailed to the console and have not yet been read.

Alerts > Create new item
1. Basic information 2. Alerts choice 3. Users 5. Summary

1. Alert name: DLP alert
2, Choose alert types

3. Choose users

4. Choose e-mails

E-MAILS

£-mails: Ermail

john@example.com Remove
anna@test.com Remove

Send to console: —x] Yes

Language of repart: | English

6. The last step shows an overview of the settings you have made while setting up the alert.

Clicking on the Done button will add the alert to the list. Finish by clicking on the button
in the top right corner to save your changes.
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Alerts > Create new item

1. Basic information 2 Alerts choice 3 Users 4. E-mails m
1. Alert name: DLP alert
2, Choose alert types
3. Choose users
4. Choose e-mails
BASIC INFORMATION << Hide —
Name: DLP alert
Description: Including DLP functions.
ALERTS < Hide —
Alerts:  [Copying more than 100 files a day
Maoving more than 1000 files a day
Deleting mare than 1000 files a day
\Access to forbidden files more than 1 times a day
USERS << Hide —
Users:  |Business
REPORT << Hide —
E-malls: fjohn@example.com
anna@test.com

Send to console: Yes

Language of report: English

An example of using an alert

Suppose you have an office with several employees who are, via the Web Control function of the
Supervisor module, forbidden from accessing social networks. You want to stay informed about
any attempts at printing that your employees make. What you want to do in a situation like this is
set up a new alert. Start by choosing a suitable name and description. Next choose the Access to
forbidden website option from the list of available alerts under the Network section. In the next step,
choose an employee from the given office. As the last step, set up an e-mail address to which the
alert will be sent and also specify that alerts should be sent to the console. After saving your
changes, you will be instantly notified, by e-mail or the console, of any attempt your employees
make at accessing social networks.

Visualization

All alerts get recorded and you can view them later in the visualization mode. In the top part, you
will find statistics and charts. In the bottom part of your view, is a list of generated alerts. Clicking
on the relevant statistics in the bottom part of the screen will view the alerts relevant to those stat-
istics. New, unviewed alerts are highlighted. Alerts that are set to be sent to the console are in-
cluded in the figure that shows the number of new alerts that have been sent to the console. This
figure is shown above the Alerts icon in the top right corner of the console.

4.8 Update

Via the Update Manager, you can discover available Safetica updates, download them, and install
them. In this manner, you can centrally update to a new version of the Safetica Endpoint Client
(SEC) component as well as a new version of the Safetica Management Service (SMS) compon-
ent.

You can find the update management tools in Safetica Management Console (SMC) under Man-
agement and Settings -> Update Management.

Note: You can only manage those SMS that are connected to your SMC.

View description

In the top part of the view are up-to-date data on the last available version. The information presen-
ted contains the number of the version, its release date, update priority, and a description of
changes. There is also a button for downloading the new version to the connected SMS. The up-
date package is then downloaded to each SMS separately.
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The bottom part has an overview of downloaded versions. General version information is presented
there for each downloaded version, and you will find there an overview of the SMS that this version
has been has been downloaded to as well as the number of SEC where this version has already
been installed. Under the informative part, there are two buttons.

The Install button installs new versions to the connected SMS and SEC.

The Delete button deletes downloaded installation packages from a SMS.

Safetica Management Console - 0 x
¢
I el N\ i A XK W
I L] Audita oLP e R Dashbomrd  Alers  Repors  Management
R o o T and settings
Overvi Console settings  Serversettings Categories Zones Databsse management Update Synchionization  Acoess Management SMS access log  Seftings Overview  Templates  Clientsettings  Clients Information
Update
w58 sms
=8, sms2 LAST AVAILABLE VERSION
£ 58 sms3
-2, Unknawn Version:
i-.a% Active Directory
Date:
Update type:
Description:
Download
The |atest version is downloaded on all of your Safetica Management Services.
Hide installed deleted version
DOWNLOADED INSTALL PACKAGES
5.01
Version: 5.0.1
Date: 2013.03.26
Update type: Optional update
Description: Safetica 5.0.1 RC update

Safetica RC update testing

Version averview: Service Downloaded Installed

SmS No No
SMs2 Yes Yes
SMS3 No No

Installed on clients: 0/0

Install

Downloading updates to SMS

1. To download an up-to-date version to an SMS, click on the Download button that you can find
in the part with new version information.

2. In the window, select those connected SMS to which you want to download the up-to-date
version. You have two download options:

o Directly from the Internet — the fastest method. Will download updates directly to the
computers where SMSs are installed. This is only possible if each SMS is connected to
the Internet.

0 Viathe console — can be used if a computer with an SMS is not connected to the Inter-
net. The installation package will first be downloaded to SMC and then be automatically
sent to the each SMS.

After finishing your selection, click on the OK button to have the new version download
automatically to each SMS.

Note: In the top right part, information will show up about the progress of the download. By clicking
on the Modify button, you can change downloading on those SMS where the up-to-date version has
not been downloaded yet. You can change whether the installation package should be actually
downloaded to that particular SMS or you can change the method of downloading (Directly from the
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Internet, Via the Console).

As soon as the new version has been downloaded to at least one SMS, a tab will appear at the bot-
tom part of the screen, showing the version number of the package that has been downloaded.
After the download has completed, you can run an installation of a new version of the SMS and
SEC any time.

Installing updates for each SMS and SEC

After downloading a new version to your SMS, you can continue by installing it. You can run the in-
stallation only on those SMS where the given version has been downloaded and on those SEC
which are connected to these SMS.

1. Atfter opening the installation, click on the Update button next to the relevant version at the
bottom part of the view.

2. From the list of SMSs and connected SECs, choose the SMS, user, computers or groups
for which you want to run the update. Once finished with your selection, click on the OK but-
ton.

Notes:

0 Choosing a user, computer or group will also select its superior SMS, since an SMS
and the SEC connected to it must be of the same version.

0 When selecting a user, all SEC on all computers that do not have an up-to-date version
will become updated when the users logs in.

o The SMS will be updated automatically without the need to restart the computer.
0 The new version of SEC will be only installed after the computer has been restarted.

3. You can watch over the progress of the update directly in the downloaded-version overview.
See Installed on SMS and Installed on SEC.

Removing the update package from SMS

You can delete the downloaded installation package after the update has been run. To do that, do
the following:

1. Inthe overview of downloaded versions, click on the version for which you want to remove
all installation files.

2. Click on the Remove Installation Package button.

3. Inthe list select those SMSs for which you want to delete the installation package and click
on the OK button.

Visualization
In the visualization view, you can view a record of successful and unsuccessful updates.

In the bottom part of the view is a table with the individual update records. Clicking on the relevant
statistic in the top part will show, in the bottom part, the records that correspond to that statistic. If
any error occurred during an update, you can view a detailed description of the error next to the rel-
evant record by clicking on the More Information link. After opening this record, you can copy the
text into the clipboard by clicking on the Copy button. You can then send the detailed record to the
Safetica Technologies Tech Support, which will help your discover and possibly fix the arisen prob-
lem.
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4.9 Uninstall

In the following sections, instructions for uninstallation of Safetica components will be given.

Safetica Management Service

1. Open the Windows control panel Add or remove program (Uninstall a program in Windows
7)

2. Select Safetica Management Service from the list and select uninstall.

3. Restart the computer.

Safetica Management Console

1. Open the Windows control panel Add or remove program (Uninstall a program in Windows
7)

2. Select Safetica Management Console from the list and select uninstall. You do not have to
restart the computer.

Safetica Endpoint Client

Locally on the computer with SEC:
Warning: A client installed using GPO should not be uninstalled locally.

1. You have to enable this action first. You can do this in two ways. You can do this locally on
the station on which SEC is installed by entering the command STCService.exe -allow unin-
stall You will be asked to enter a password (the default password is safetica). You can also
enable this action remotely via SMC Management and Settings -> Client settings -> Allowed
actions by checking the item Uninstallation and saving the changes. Read more in Protection
of Safetica Endpoint Client and Management of SEC through the command prompt.

2. Open the Windows start menu Add or remove program (Uninstall a program in Windows 7)
3. Select Safetica Endpoint Client from the list and select uninstall.
4. Restart the computer.

Remotely by means of Group Policy Object (GPO):

1. Access the server where you have remotely installed SEC through GPO. Go to Manage-
ment tools -> Management of group policies.

2. Select the group policy which you have used for distributing SEC, and right-click on Edit.

3. In the pop-up window, choose Computer setup -> Policies -> Software settings and click on
Software installation.

4. Anew item should appear in the list: Safetica. Right-click on this item and select All tasks -
> Remove.

5. In the dialog that appears, select Uninstall immediately...

6. Safetica will be gradually uninstalled from all client stations after they are restarted.

4.10 Technical support

If necessary, you can contact our technical support by e-mail at support@safetica.com.

In the event of issues with the software, we need as much information as possible to successfully
solve it.
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Obtain information using Safetica Support Tool

Safetica Support Tool was created to automatically obtain the most important information about
Safetica Endpoint Client. Information obtained by this tool can greatly help us with solving potential
iIssues.

You can find Safetica Support Tool inside the installation folder of Safetica Endpoint Client (the de-
fault location is C:\Program Files\Safetica\Tools\STSupportTool.exe).

How to obtain debug information using Safetica Support Tool:
1. Run STSupportTool.exe as administrator.

2. Click on the Prepare the information pack button.

3. Now you can specify Advanced settings. You can specify the time from which you want to
export debug logs and the maximum size of Safetica and Windows crash dumps. Basic
settings are mandatory and cannot be changed.

4. The report is now generated. After it is finished, click on the Save button and save the report
to a disk. The report will be saved in .dcf format (Safetica encrypted archive).

5. Finally, sent the generated archive to support@safetica.com.

Safetica Support Tool et |

Safetica Support Tool is an administrative utility for Safetica

SDfEhCO' troubleshooting,

Support Tool

| W L Selected task: Prepare the information pack
2. Select type of information you want to collect

Basic information:
Basic operating system information {mandatory)

Basic Safetica information (mandatory)
Advanced information:

[¥] safetica debug logs D&l @ from 15 4.2013 @
Safetica crash dumps i@al ) max 150 = MB
Windows system crash dumps Dral @ max 150 = MB

| Information i Run || cancel

| v 51,23 1999 - 2013 Safetica Technologies s.r.o. All Rights Reserved.

Obtain debug information manually

You can provide us with information manually by sending the following folders and files from the in-
dividual components of Safetica:

Safetica Management Console

Windows 7 x86/x64 and Windows Server 2008:

C:\Users\<user>\AppData\Local\Safetica Technologies\Safetica Management Console\Dump\
C:\Users\<user>\AppData\Local\Safetica Technologies\Safetica Management Console\Logs\
Windows XP:
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C:\Documents and Settings\<user>\Application Data\Safetica Technologies\Safetica Management
Console\Dump\

C:\Documents and Settings\<user>\Application Data\Safetica Technologies\Safetica Management
Console\Logs\

Safetica Management Service
Windows 7 x86/x64 and Windows Server 2008:

C:\ProgramData\Safetica Management Service\Dump\

C:\ProgramData\Safetica Management Service\Logs\

C:\ProgramData\Safetica Management Service\debugLog.txt

Windows XP:

C:\Documents and Settings\All Users\Application Data\Safetica Management Service\Dump\
C:\Documents and Settings\All Users\Application Data\Safetica Management Service\Logs\

C:\Documents and Settings\All Users\Application Data\Safetica Management Service\debugLog.txt

Safetica Endpoint Client
Windows 7 x86/x64 and Windows Server 2008:

C:\ProgramData\Safetica Client Service\Dump\

C:\ProgramData\Safetica Client Service\Logs\

C:\ProgramData\Safetica Client Service\debugLog.txt

C:\ProgramData\Safetica Client Service\Debug.db

Windows XP:

C:\Documents and Settings\All Users\Application Data\Safetica Client Service\Dump\
C:\Documents and Settings\All Users\Application Data\Safetica Client Service\Logs\
C:\Documents and Settings\All Users\Application Data\Safetica Client Service\debugLog.txt
C:\Documents and Settings\All Users\Application Data\Safetica Client Service\Debug.db

Basic information we need to solve the issue
* The exact version number of Safetica.
¢ The hardware and software configuration of the end computer.

e Operating system version.

A list of antivirus, anti-malware, anti-spyware and firewall software installed on end com-
puters.

Which functions of Safetica have you enabled?
e |s the issue occurring repeatedly or at random?
¢ Do you have a module license (Auditor, DLP, Supervisor) assigned?

How to turn on debug logs

To obtain more information for us, you can turn on debug logs and then repeat the problematic ac-
tion again. The debugging data thus obtained will be written into a Debug.db file on the Safetica
Endpoint Client station (the default path is Windows XP and Server 2003: C:\Documents and Set-
tings\All Users\Application Data\Safetica Client Service\Debug.db, Windows 7 and Server 2008:
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C:\ProgramData\Safetica Client Service\Debug.db). This data can help us identify and solve the is-
sue more quickly.

You can turn on debug logs in Management and Settings -> Client settings -> Debug logs. The
level Verbose logs the greatest amount of information into the Debug.db file and the level Critical
logs the least amount of information.

Turning on debug logs may negatively affect end station performance.

How to manually obtain debug logs about occurred issue

If a client station shows any problem, we need as much information as possible for successfully
resolving it. One of the main sources are debug logs. To obtain debug logs perform the following
steps:

1. Turn on the client station with the issue and set the level of debug logs for this station to
Verbose (in Safetica Management Console Management and Settings -> Client settings ->
Debug logs).

2. Check if the debug log settings were successfully transferred onto the client station (Man-
agement and Settings -> Clients Information).

3. Repeat the action that leads to the issue.

4. Finally, send us a copy of the Debug.db file from the client station (Windows XP and Server
2003: C:\Documents and Settings\All Users\Application Data\Safetica Client Service\De-
bug.db, Windows 7 and Server 2008: C:\ProgramData\Safetica Client Service\Debug.db).

5 MODULES OF SAFETICA

The Safetica product comprises three modules.
e Auditor
e DLP

e Supervisor
The following articles will explain their individual functions in detail.

5.1 Auditor

Auditor automatically reveals any potentially dangerous behavior on the part of your employees. It
analyzes their activities and warns management of any imminent danger. It provides a summary of
information on your employees’ real productivity and reveals changes in their behavior caused, for
example, by loss of motivation or a better offer from the competition. In case of doubt, it provides
detailed information on every single activity performed by your employees: what applications they
launched, what websites they visited, who they wrote to and what files they worked with.
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safeticar Auditor

/
¢

ﬂ Yﬂll“' ﬁ & new job

productivity

Main Benefits
® Obtain a detailed overview of your employees’ work.

e Stay informed of the bad intentions of your employees before they become an issue and pre-
vent them from damaging your company.

e Detect employees who are not working effectively or are only pretending to work.
e Obtain an overview on the use of the company printers by individual employees.

e Protect your company's interests with regard to your employees' privacy.

Avoid changes to company processes and the costs they might incur.

Reach compliance with industrial standards, regulations and laws easily.

Increase your employees' productivity by blocking unsuitable websites and applications.

Protect your company computers against harmful software activated by employees.

Reduce printing costs through restrictions on problem employees' printing.
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5.1.1 Network usage monitoring
5.1.1.1 Web sites

Expose which websites your employees visit during working hours. Safetica delivers clearly organ-
ized statistics of the most frequently visited websites and the amount of time spent browsing them
to company managers. The websites are sorted according to category, number of visits and pro-
ductivity rate. It does not matter which browser employees use — Auditor can process data from
them all.

Web activity is in the section Auditor -> Web sites
Setting
You can enable or disable this function using the slider in the header of this view

¢ Disabled — function is not activated.

¢ Inherit — function mode is not set. Settings are inherited from the parent group.

e Enabled — function is activated.
Web activity is only set for users, computers, groups or branches you have highlighted in the user
tree. To apply the settings, you have to save the changes using the button or you can cancel
the changes you have made using the m button in the upper right corner.

Visualization

Data that you can see in the visualization mode is only shown for the users, computers, or groups
that you have selected in the user tree. The visualization mode is then divided into two sections. In
the top part of the view is an area for rendering charts. Available charts for the current function can
be found in the list on the right. Clicking on them and dragging them to the chart viewing area will

show them. To remove a chart from the list, click on the x button in the top right corner of each
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Available charts:

e Top visited domains — a chart containing the most frequently visited domains (up to 7 do-
mains are shown).

e Most active users — a chart containing users who have spent the most time on the web

e Top visited web categories — a chart containing the most frequently visited web categories
(up to 7 categories are shown).

e Time spent on web — a chart containing total time spent on the web.

In the bottom part is a table with detailed records. Each record contains several types of informa-
tion represented by columns. The list of available columns can again be found at the right side of
the table. Dragging a column from the list and dropping it on the table will view that column in the
table. By clicking on the header of the column and dragging it, you can change the ordering of the
columns in the table. Use the same method to drag column headers to the part above the table.
The records in the table will then be grouped according to the type of the column above the table.
To remove a column from the table, drag it back to the list of columns on the right.

Available columns:
e Date and Time — date and time when the record was logged.
e PC —name of the PC where the record was taken.
e User name — the name of the user under whom the record was made.

e Browser — name of the browser.

Duration — active time spent browsing the web site.
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From - To — time of activity on the web.

Domain — domain name (part of URL).

URL — website URL.

Title — website title.
e Category — name of the web category (how it was categorized).

You can also filter the records. To open a filter for a column of your choice, click on the ¥ button
next to the header of that column. Enter text in the dialog that appears or choose an item from the

list to filter the column by that item. Clicking on the button will add the item to the filter list.
This list can be of any length. After confirming the filter by pressing the OK button, the table will only
show those records that corresponded to at least one filter in the list.

You can learn more about the settings and visualization interface in the chapter Logs and visualiza-
tion.

5.1.1.2 E-mails

Do your employees communicate actively with competitors or do they forward dozens of chain e-
mails with funny pictures? Expose what kind of e-mails they send during working hours. If suspi-
cions ariseus,, responsible managers can obtain detailed information about employees™ commu-
nication, including enclosures attachments that might contain sensitive information.

You will can find e-mail monitoring in the section Auditor -> E-mails.

Setting

You can enable or disable this function using the slider in the header of this view.
¢ Disabled — function is not activated.
¢ Inherit — function mode is not set. Settings are inherited from the parent group.
e Enabled — function is activated.

You can also specify the following using the slider:

e Monitor content of e-mails — the contents of outgoing and incoming e-mails will be monitored
when set to Enabled.
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E-mails =——s— Enabled @ WV X
BASIC INFORMATION <= Hide —
E-mails feature offers the ability to moniter e-mails sent and received using varieus e-mail clients. It supplies e-mail communication 9
statistics including the content of the e-mails and names of attached files. 5ecured communication is monitored as well. .
Help
MAIN SETTINGS << Hide —

Monitor content of e-mails:  s——m—{x] Enabled

ADVANCED SETTINGS << Hide —

Protocol Security Port

Advanced settings

In the advanced settings you have the option to specify the type of security (none, STARTTLS,
SSL/TLS) and ports for supported protocols (SMTP, POP3, IMAP). E-mail communication will be
monitored only on protocols and ports listed here. By default, this list includes the most frequently
used combinations of protocols, ports and security types as shown above.

You can add another protocol by clicking on the Add button. Then, specify the type of the protocol,
security and port number.

Email monitoring is enabled only for users, groups, computers or branches you have selected in
the user tree. To apply the settings, you have to save the changes using the button or you

can cancel the changes you have made using m in the upper right corner.

Visualization

The data that you can see in the visualization mode is only shown for the users, computers or
groups that you have selected in the user tree. The visualization mode is then divided into two sec-
tions. In the top part of the view is an area for rendering charts. Available charts for the current
function can be found in the list on the right. Clicking on them and dragging them on the chart view-

ing area will show them. To remove a chart from the list, click on the x button in the top right
corner of each chart.
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Available charts:
e Sent/Received e-mails — a chart containing the number of sent and received e-mails.

e Sent/Received e-mails with attachments — a chart containing the number of sent and re-
ceived e-mails with attachments.

e Top Recipients — a chart containing users with the highest number of received e-mails.
e Top Senders — a chart containing users with the highest number of sent e-mails.

In the bottom part is a table with detailed records. Each record contains several types of informa-
tion represented by columns. The list of available columns can again be found at the right side of
the table. Dragging a column from the list and dropping it at on the table will view that column in the
table. By clicking on the header of the column and dragging it, you can change the ordering of the
columns in the table. Use the same method to drag column headers to the part above the table.
The records in the table will then be grouped according to the type of the column above the table.
To remove a column from the table, drag it back to the list of columns on the right.

Available columns:
e Date and Time — date and time when the record was logged.
e PC —name of the PC where the record was taken.

e User Name — the name of the user under whom the e-mail was sent.

e From — e-mail sender.
¢ Recipient — e-mail recipients.
[ ]

Subject — subject of e-mail.

Sent/Received — if the e-mail was sent or received.
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e Attachment — if the e-mail has an attachment or not.
¢ Files —file names of attachments.
e Details — you can open dialog with content of the mail by clicking on Details link.

You can open a dialog with the contents of the e-mail by double-clicking on the record in the table.
There you can switch between the message display mode (HTML, Plain text, Other) by ticking the
appropriate option.

You can also filter the records. To open a filter for a column of your choice, click on the ¥ putton
next to the header of that column. Enter text in the dialog that appears or choose an item from the

list to filter the column by that item. Clicking on the button will add the item to the filter list.
This list can be of any length. After confirming the filter by pressing the OK button, the table will only
show those records that corresponded to at least one filter in the list.

You can learn more about the settings and visualization interface in the chapter Logs and visualiza-
tion.

5.1.1.3 Webmails

Some employees use the web interface for undetectable e-mail communication. However, Auditor
also uncovers this form of communication. When visiting company or personal webmail, it records
the content of sent e-mails. The responsible manager is then informed of the communication that
the employee is trying to hide. Auditor can also deal with a secure connection using the HTTPS
protocol.

Webmail setting is accessible from Auditor -> Webmail.
Setting
You can enable or disable this function using the slider in the header of this view.
¢ Disabled — function is not activated.
¢ Inherit — function mode is not set. Settings are inherited from parent group.
e Enabled — function is activated.
You can further specify this option using Create record slider:
e Inherit — function mode is not set. Settings are inherited from parent group, if one exists.

e On mouse click —arecord (screenshot, text) will be taken at the moment that the user clicks
the mouse button.

e On mouse click or when the keystrokes threshold is reached — a record (screenshot, text)
will be taken when the user clicks the mouse button or when the keystrokes threshold is
reached. You can set the threshold in the Advanced settings.

The last option is Screenshot resolution — each recording creates a screenshot of the given web-
mail window. With this option you can define the screenshot resolution of this screenshot with re-
spect to the resolution set on the client station. You can set the quality in the range of 30-100%.
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Webmails =——=——@ Enabled @ W X

BASIC INFORMATION << Hide —
Webmail feature offers the ability to monitor users’ communication via webmail web pages, It utilizes the Webmail category, application 9
window monitoring and keylogging. You can add custem webmail web pages you want to menitor into the webmail category. .

Helg

MAIN SETTINGS
Recording mode: [m}——m——m On mouse click
Screenshot resolution: | 80% -

ADVANCED SETTINGS << Hide —
Keystrokes threshold: | 240 =

Edit category

Webmail category:

Advanced settings

By using the Edit category button in the Advanced settings you can open the web category data-
base containing webmail sites. You can also add your own webmail sites to this category. Web-
mail monitoring will be done for those webmail sites that are listed in this category or for those
which are identified by our heuristic algorithm.

You can also set the keystrokes threshold here.

Visualization
In the following figure you can see a view of the visualization mode of the Webmails function.
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In the left section you will find a text list of records of the webmail communication. Each item con-
tains information on the time of recording and the application in which webmail was opened.

In the bottom right section you will find a text box displaying the text of the message captured for
the given record in webmail.
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The upper right section of the visualization mode includes a preview of an application window in
which you worked with webmail. If you click on this preview, a window with a screenshot of the ap-
plication window will be displayed. You can change the size of this screenshot by means of a drop-
down menu below. There is a Save image button, which you can use for exporting the screenshot
to the PNG format.

5.1.1.4 Searched keywords

One of the most frequent activities of employees is web browsing. However, it is not always a re-
quired activity. They might be looking for a new job, searching for sensitive files or they might be in-
terested in subjects that they do not need for work. Safetica offers you a detailed overview of what
employees are browsing within the system and on the Internet.

The feature supports recording of searches on a local computer (option Start -> Search in Win-
dows XP and searching through the explorer in Windows 7 systems — Windows Vista is not sup-
ported) as well as searches in web browsers. Recording will include all searched strings e.g. from
Google, Yahoo, AOL, MSN, Bing, Seznam.cz and many others. Obviously, support is provided for
logging when searches are done using search plugins in web browsers.

The searched keywords feature is accessible from the menu Auditor -> Searched keywords.

Setting

You can enable or disable this function using the slider in the header of this view.

¢ Disabled — function is not activated.

¢ Inherit — function mode is not set. Settings are inherited from the parent group.

e Enabled —function is activated.
The searched keywords function is only set for users, computers, groups or branches you have
highlighted in the user tree. To apply the settings, you have to save the changes using the

button or you can cancel the changes you have made using the m button in the upper right
corner.

Visualization

Data that you can see in the visualization mode is only shown for the users, computers or groups
that you have selected in the user tree. The visualization mode is then divided into two sections. In
the top part of the view is an area for rendering charts. Available charts for the current function can
be found in the list on the right. Clicking on them and dragging them on the chart viewing area will

make them visible. To remove a chart from the list, click on the x button in the top right corner
of each chart.
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Available charts:

* Most searching users — a chart containing the most searching users. (up to 7 users are
shown).

e Top searched words — a chart containing the most searched words/ (terms). ( Up to 7 words
are shown).

e Top domains — a chart containing the most used search domains. (up to 7 domains are
shown.)

In the bottom part is a table with detailed records. Each record contains several types of informa-
tion represented by columns. The list of available columns can again be found at the right side of
the table. Dragging a column from the list and dropping it at on the table will make the column vis-
ible in the table. By clicking on the header of the column and dragging it, you can change the order-
ing of the columns in the table. Use the same method to drag column headers to the part above the
table. The records in the table will then be grouped according to the type of the column above the
table. To remove a column from the table, drag it back to the list of column list of columns on the

right.

Available columns:
e Date and time — date and time when record was logged.
e PC —name of the PC where the record was taken.

e User name — the name of the user under whom the search e-mail was sent was done.

Searched terms — searched terms or words.

Type — where the text string was searched::

0 System — using the search function in windows Window search (Windows Vista is ex-
luded).
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0 Web Sites — using search engines on the web.
e URL — URL address of the search engine where the search was done.
e Domain — domain used to search.
You can also filter the records. To open a filter for a column of your choice, click on the ¥ putton
next to the header of that column. Type in text into the ensuing dialog or choose an item from the

list to filter the column by that item. Clicking on the button will add the item into the filter
listthe item to the filter list. This list can be of any length. After confirming the filter by pressing the
OK button, the table will only show those records that corresponded to at least one filter in the list.

You can learn more about the settings and visualization interface in the chapter Logs and visualiza-
tion.

5.1.1.5 Instant Messaging

The instant Messaging feature offers the ability to monitor users' communication via instant mes-
saging (IM) applications. Monitoring of these applications is based on the Instant messaging Ap-
plication category. IM applications listed in the Instant messaging category are monitored.

Settings are available from the main menu Auditor -> Instant Messaging.

Setting

You can enable or disable this function using the slider in the header of this view.

¢ Disabled — function is not activated.
¢ Inherit — function mode is not set. Settings are inherited from the parent group.
e Enabled — function is activated.
You can further specify the following settings:
¢ Inherit — function mode is not set. Settings are inherited from parent group, if one exists.

e On mouse click —arecord (screenshot, text) will be taken at the moment that the user clicks
the mouse button.

e On mouse click or when the keystrokes threshold is reached — a record (screenshot, text)
will be taken when the user clicks the mouse button or when the keystrokes threshold is
reached. You can set the threshold in the Advanced settings.

The last option is Screenshot resolution — each recording creates a screenshot of the given applic-
ation window. With this option you can define the screenshot resolution of this screenshot with re-
spect to the resolution set on the client station. You can set the quality in the range of 30—100%.

Instant messaging =—=——0 Enabled © T v X
BASIC INFORMATION <= Hide —
Instant Messaging feature offers the ability to monitor users' communication via instant messaging (IM) applications. It utilizes the IM 9
applications category, application window monitoring and keylogging. You can add custom IM applications you want to monitor into .
the IM applications category. m
Help
MAIN SETTINGS
Recording mode: ——{u]| When message is sent or the keystrokes threshold is reached
Screenshot resclution: 7
ADVANCED SETTINGS << Hide —

Keystrokes threshold: 60 =

Instant Messaging category: [JEsiselaiet
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Advanced settings

By using the Edit category button in the advanced settings you can open the application category
database containing instant messaging applications. You can add your own instant messaging ap-
plications to this category. IM monitoring will be done only for those instant messaging applications
that are listed in this category.

You can also set the keystrokes threshold here.

Visualization
The following picture shows the visualization mode of the IM Monitoring feature.
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In the upper right section you can set the period you want to check.

In the upper left section you will find a text list of records of IM communication. Every item includes
information on the IM client, the time of the record and the vendor of the IM client. You can apply
various filters on these items in the list.

Below the list you will find a text box which displays the text of the message captured for the given
record.

The right section of the visualization mode includes a preview of the application window where the
message was created. If you click on this preview, a window with a screenshot of the application
window in a preset resolution will be displayed. You can change the size of this screenshot by
means of a drop-down menu below. In the bottom part of this window there are two buttons. The
first is Save, which you can use for exporting the screenshot to the PNG format.

There are Previous and Next buttons for browsing through records.

5.1.2 User activity monitoring
5.1.2.1 Files

An employee accessing any sensitive data is a potential danger for the company. Even if they are
authorized to access the data, they might misuse it. You will have a detailed overview for every em-
ployee of what files they used the most, what they did with them and what applications they used to
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access them.

File monitoring is available in Auditor -> Files.

The file monitoring feature monitors the basic actions that can be performed with files. These ac-
tions include opening, copying, moving and deleting files.

Main settings
You can enable or disable this function using the slider in the header of this view.
¢ Disabled — function is not activated.
¢ Inherit — function mode is not set. Settings are inherited from the parent group.

e Enabled — function is activated.

You can monitor and log following file operations: Open File, Copy File, Delete File, Move File,
Create file, Web Download, FTP transfer (file download and upload).

Note: Surveillance of files downloaded from the web is supported only in the browsers Mozilla Fire-
fox, Internet Explorer and Google Chrome. In other browsers the files downloaded will be classified
as newly created files.

You can set following log options for each of file operations:
¢ Do not log — file operation is not logged.

¢ Log tagged only — only file operations are logged that involve files tagged by some data cat-
egory (Data categories). Will work only with Safetica DLP license.

¢ Inherit — nothing is set. Settings are inherited from the File auditor setting of the parent group,
if one exists. Otherwise, operations are not logged.

e Log all —file operation with every file is logged.

Files m—=—@ Enabled S wv X
BASIC INFORMATION << Hide —
Files feature offers the ability to monitor file operations, You can specifically set, which operation should be recorded, specify paths and 9
file types (extensions) that should be involved. .
alh
Help
MAIN SETTINGS
Action Leg
Qpen File —a—a—{=] Al
Copy File B——{=|—8 Tagged only
Delete File B—{o—8—a Inherit
Move File [w}—m—m—m Disabled
LOGGING FILTERING BY PATHS AND EXTENSIONS << Hide —
Add extension
[= Paths m—m—{ul— Deny list
C\Data Remove
DvMediat Audio Eemove
= Extensions m] Deny list
.doc Remove
CAD Files Remove

Logging filtering by paths and extensions

In the section Logging filtering by paths and extensions you can determine which file operations will
be logged, using the Allowlist or Deny list of extensions or paths.
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e Disabled —filtering is disabled

¢ Inherit — nothing is set. Settings are inherited from the Files setting of the parent group, if one
exists. Otherwise, it is the same as the Disabled option

e Deny list — only file operations with files in the paths that are not in the list or with file exten-
sions that are not in the list will be logged

¢ Allow list — only file operations with files in the paths that are in the list or with file extensions
that are in the list will be logged

You can add paths to the list by clicking on the Add path button and then entering the path. You can
choose this path using the dialog that appears when you click on the button with three dots.

You can add extensions to the list by clicking on the Add extension button and then entering the ex-
tension or choosing the extension category. To add extension category click on button with three
dots.

The file auditor is set only for users, computers, groups or SMS you have highlighted in the user

tree. In order to apply settings, you have to save the changes using the button or you can

cancel the changes you have made using the m button in the upper right corner.

Visualization

The data that you can see in the visualization mode is only shown for the users, computers or
groups that you have selected in the user tree. The visualization mode is then divided into two sec-
tions. In the top part of the view is an area for rendering charts. Available charts for the current
function can be found in the list on the right. Clicking on them and dragging them on the chart view-

ing area will show them. To remove a chart from the list, click on the x button in the top right
corner of each chart.
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Available charts:

e Most active users — a chart containing the users who work with files the most (up to 7 users
are shown).

¢ Most active applications — a chart with the applications that are most frequently used in work-
ing with files.

¢ File operations — a chart with the most frequent file operations.
e Top operations — a chart containing a count and ratio of executed operations.

In the bottom part is a table with detailed records. Each record contains several types of informa-
tion represented by columns. The list of available columns can again be found at the right side of
the table. Dragging a column from the list and dropping it on the table will view that column in the
table. By clicking on the header of the column and dragging it, you can change the ordering of the
columns in the table. Use the same method to drag column headers to the part above the table.
The records in the table will then be grouped according to the type of the column above the table.
To remove a column from the table, drag it back to the list of columns on the right.

Available columns:

» From — start date when the first record was created. This depends on Management and Set-
tings -> Client settings -> Log aggregation level settings.

e To - end date when the last record was created. It depends on Management and Settings -
> Client settings -> Log aggregation level settings.

e PC —name of the PC where the record was taken.

e User Name — the name of the user under whom the file operation was done.
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¢ Application — the name of the application that performed the file operation.

e Source — the name and path of the file that the file operation concerned.

e Destination — this will show the target path for copying and moving operations.

e Source type — whether the source path to the file is local, external or network-based
e Target type — whether the target path is local, external or network-based

e Operation — the type of the file operation that was performed: Open File, Copy File, Delete
File, Move File, Create file, Web Download, FTP transfer.

e Source device — device name and SID.
e Target device — device name and SID.

e Count — number of identical records in one record. This grouping can be changed in Man-
agement and Settings -> Client settings -> Log aggregation level

¢ File — name of the file.

¢ File size
You can also filter the records. To open a filter for a column of your choice, click on the ¥ button
next to the header of that column. Enter text in the dialog that appears or choose an item from the

list to filter the column by that item. Clicking on the button will add the item to the filter list.
This list can be of any length. After confirming the filter by pressing the OK button, the table will only
show those records that corresponded to at least one filter in the list.

You can learn more about the settings and visualization interface in the chapter Logs and visualiza-
tion.

5.1.2.2 Screenshots

Avoid uncertainty about whether employees are really working. Show them a record of their actions
on their screen and expose what they really do during their working hours. If you suspect that an
employee is doing something undesirable, the results of Intelligent Screen Record serve as precise
proof of what really happened on the screen.

View snapshots of users' desktops in the sub-module Auditor -> Screenshots

Setting

You can enable or disable this function using the slider in the header of this view.

¢ Disabled — function is not activated.
¢ Inherit — function mode is not set. Settings are inherited from the parent group.
e Enabled — function is activated.

Additionally, you can use the slider to select the screenshot mode:

¢ Intelligent Recording — capture screens on user activity (keyboard, mouse, change applica-
tion window focus). If the user is not active in this mode, no screens are captured. This way,
space needed for storing logs on the disk is saved. If the user activity is high (switching
between windows frequently, clicking frequently), a large number of records will be created.
Therefore, it is recommended to use this mode mainly in cases when you suspect that an
employee is being unproductive or behaving illegally.

¢ Inherit — no additional mode is set. Settings are inherited from the parent group.

¢ Intime interval — you must specify the interval (in minutes) in which the screens will be cap-
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tured.
Screenshot resolution can be set in the range of 30-100% of the original size.

The last setting option is the Record only active application window. This setting activates captur-
ing only the window currently displayed for the user in the foreground. This also saves disk space.

Screenshots =—=—[ Enabled WV X

BASIC INFORMATION << Hide —

Screenshots feature offers the ability to create screenshots of active screen content, The screenshot can contain the whaole screen or just 9
the active window content. You can turn on the intelligent mode, when the screenshots are made based on user activity (keyboard and .
mouse actions), Otherwise the screenshots will be made in specific time interval, You can also specify the screenshot resclution. This ald

feature is utilized alse by Webmail and Instant Messaging features. Help

MAIN SETTINGS
Screen capture mode:  W——8—m] In time interval 3 - minutes

Screenshot resolution: |60% || ~

Record only active application window: [m}—s——a Disabled

Screenshot viewing
The following figure shows a view of the visualization mode of the screen capture function.
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Speed . .D. o Run Slideshow |
Atext list of screenshots with time and date of capturing is shown in this mode. When you click a
record, the respective screenshot is displayed.

If there is a screenshot displayed and you want to export it from the console, you can click the
Save button to save it on the hard disk. Screenshots are saved in the PNG format.

Screenshots can also be viewed in the so-called movie mode. The main control in this mode is the
scrollbar that can be used for setting the rate of displaying the screenshots.
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Next to the scrollbar, the Run slideshow button is displayed. When you click it, the screenshots
start to display. When the last record is reached, the viewing starts from the first one again. You
can also modify the speed of slideshow using the slider at the bottom of the view.

The last setting option in this mode allows changing the size of the given screenshot. It can be set
using the drop-down menu in the bottom right area. Some common values are predefined here. It
is also possible to edit the field and enter a custom size in percent.

5.1.2.3 Applications

The application monitor function records what applications are launched by users and how long
they keep them in the foreground or background. Applications monitoring also divides the applica-
tions used into categories so you get the fastest possible overview of what type of applications your
employees use the most.

You can find Application control in the section Auditor -> Applications

Setting

You can enable or disable this function using the slider in the header of this view.
¢ Disabled — function is not activated.
¢ Inherit — function mode is not set. Settings are inherited from the parent group.
e Enabled — function is activated.

Application monitoring is only set for users, computers, groups or branches you have highlighted in
the user tree. To apply the settings, you have to save the changes using the button or you
can cancel the changes you have made using the m button in the upper right corner.

Visualization

The data that you can see in the visualization mode is only shown for the users, computers or
groups that you have selected in the user tree. The visualization mode is then divided into two sec-
tions. In the top part of the view is an area for rendering charts. Available charts for the current
function can be found in the list on the right. Clicking on them and dragging them on the chart view-

ing area will show them. To remove a chart from the list, click on the x button in the top right
corner of each chart.
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Available charts:

e Runtime of applications — a chart containing the most used applications and their active and
inactive times.

0 Active time — the time when the application is in the foreground and the user actively uses
the application application (mouse, keyboard).

o Inactive time — the time when application is in the background (not in the foreground) and
the user doesn't isn't actively using use the application application (mouse, keyboard).

e Active runtime of applications — a chart containing the total active time of all applications in
time.

e Top application categories — a chart containing the top used categories of applications. (uUp
to 7 categories are shown).

e Top active users — a chart containing the top application users. (uUp to 7 users are shown).

e Most active applications — a chart containing the longest running applications in active time
(u. Up to 7 applications are shown).

In the bottom part is a table with detailed records. Each record contains several types of informa-
tion represented by columns. The list of available columns can again be found at the right side of
the table. Dragging a column from the list and dropping it at the table dropping it onto the table will
view that column in the table. By clicking on the header of the column and dragging it, you can
change the ordering of the columns in the table. Use the same method to drag column headers to
the part above the table. The records in the table will then be grouped according to the type of the
column above the table. To remove a column from the table, drag it back to the list of column list of
columns on the right.

Available columns:

e Date and Time — date and time when record was logged.
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e PC —name of the PC where the record was taken.

e User Name — the name of the user under whom the record was donemade.
e Application — name of the application.

e Duration — active time of running.

e From - To — time range when application was running.

¢ Application path — path to application executable.

e Category — name of the application category.

You can also filter the records. To open a filter for a column of your choice, click on the ¥ button
next to the header of that column. Enter text in the dialog that appears or choose an item from the

list to filter the column by that item. Clicking on the button will add the item to the filter list.
This list can be of any length. After confirming the filter by pressing the OK button, the table will only
show those records that corresponded to at least one filter in the list.

You can learn more about the settings and visualization interface in the chapter Logs and visualiza-
tion.

5.1.2.4 Print

Obtain a detailed overview on the use of company printers. Find out how many documents were
printed by employees and who prints most of them. Obtain evidence against employees who mis-
use company printers for personal purposes or who try to print sensitive documents protected by
DLP.

Setting

You can enable or disable this function using the slider in the header of this view.
¢ Disabled — function is not activated.
¢ Inherit — function mode is not set. Settings are inherited from the parent group.
e Enabled —function is activated.

Print monitoring is set only for users, groups, computers or branches that you have highlighted in

the user tree. To apply the settings you have to save the changes using the button or you can

cancel the changes you have made using the m in the upper right corner.

Visualization

The data that you can see in the visualization mode is only shown for the users, computers or
groups that you have selected in the user tree. The visualization mode is then divided into two sec-
tions. In the top part of the view is an area for rendering charts. Available charts for the current
function can be found in the list on the right. Clicking on them and dragging them to the chart view-

ing area will show them. To remove a chart from the list, click on the x button in the top right
corner of each chart.

Available charts:

e Top printing users — this chart contains the users with most printswho have printed the most
. Up to 7 users.(up to 7 users are shown)

e Top printing devices — this chart contains the most- used printing devices . Up to 7 devices.
(up to 7 devices are shown)
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e Top printing applications — this chart contains applications most often used to print . Up to 7
applications.(up to 7 applications are shown)

¢ Printer type — this chart contains the number of prints divided by the type of printer. There are
three types of printers: Physical printer, Virtual printer (like PDF Creator, XPS Writer, etc.)
and Network printer.

¢ Print monitor timeline — this chart contains the number of prints in over time.

In the bottom part is a table with detailed records. Each record contains several types of informa-
tion represented by columns. The list of available columns can again be found at the right side of
the table. Dragging a column from the list and dropping it at the table dropping it onto the table will
view that column in the table. By clicking on the header of the column and dragging it, you can
change the ordering of the columns in the table. Use the same method to drag column headers to
the part above the table. The records in the table will then be grouped according to the type of the
column above the table. To remove a column from the table, drag it back to the list of column list of
columns on the right.

Print € Time: 11/5/2012 - 2013 B0 | ayout: Recent = O
CHARTS <= Hide —
Top printing applications ¢ 4 Most used printers L3 Print menitor timeline
pp g app L 15 | X P L | X Top printing users
Printer types
PSPad editor...
Canon iP270...
QOthers Send To One...
Microsoft Ex... S—
Internet BExpl... reatar
Microsoft Offi... Microsoft Wo...
Faint (mspai...
RECORDS < Hide —
Drag below this text the columns you want to group by Clear all filters Duplex print
¥ Username |V Documen.. |¥ Total nu.. |V Printcolor |V Papersize |V DeviceNa.. | ¥ Application |Date and time Printer type
file:///C:/Pro... 3 Colored A4 210x297 ... PDFCreator Internet Explo... 3/5/2013 10:3... e
tomas.juricekd  excel 654xlse 2 Colored A4 210%297 .. Send To One.. Microsoft Exc... 3/5/2013 01:5...
tomas.juricek3 Microsoft Wo... 3 Colored A4 210x297 ... CanoniP2700... Microsoft Wo... 3/6/2013 02:5...
tomas,juricekd  Microsoft Wo.. 2 Colored A4 10x297 ... CanoniP2700... Microsoft Offi.. 3/6/2013 03:0...
tomas.juricek3 Microsoft Wo... 3 Colored A4 210x297 ... Canon iP2700... Microsoft Offi... 3/6/2013 03:0...
tomasjuricek3  Microsoft Wo... 1 Colored A4 210x297 ... CanoniP2700... Microsoft Offi... 3/6/2013 03:1...
tomas.juricek3  Microsoft Wo.. 1 Colored A4 210x 297 ... CanoniP2700.. Microsoft Offi... 3/6/2013 03:4...
tomas,juricek3  Microsoft Wo... 1 Colored A 10x297 ... CanoniP2700... Microsoft Offi... 3/6/2013 03:4...
tomas,juricek3 Microsoft Wo... 1 Colored A 10x297 ... CanoniP2700... Microsoft Offi... 3/6/2013 04:3...
= |/ 0z0 [

Available columns:
e Date and Time — date and time when record was logged.
e PC — name of the PC where the record was taken.
e User Name — the name of the user under whom the record was made.
¢ Application — name of the application from which printing was done.
¢ Device name — name of the printer.

e Printer type — there can be three types of printers: Local printer, Virtual printer (like PDF
Creator, XPS Writer, etc.) and Network printer.

e Document name

e Paper size

119



e Color
e Duplex print — printing on both sides of the paper at once.

e Total number of pages

You can also filter the records. To open a filter for a column of your choice, click on the ¥ button
next to the header of that column. Enter text in the dialog that appears or choose an item from the

list to filter the column by that item. Clicking on the button will add the item to the filter list.
This list can be of any length. After confirming the filter by pressing the OK button, the table will only
show those records that corresponded to at least one filter in the list.

You can learn more about the settings and visualization interface in the chapter Logs and visualiza-
tion.

5.1.2.5 Keylogger

Keylogger is a foolproof tool that offers you an overview of what a user types on the keyboard. The
tool works in the background and its presence will not be noticed by the employee in any way. Key-
logger is used by other tools of Auditor.

Keylogger can be found in the section Auditor -> Keylogger

Setting

You can enable or disable this function using the slider in the header of this view.
¢ Disabled — function is not activated.
¢ Inherit — function mode is not set. Settings are inherited from the parent group.
e Enabled — function is activated.

Keyboard logging is set only for users, groups or computers you have highlighted in the user tree.

To apply the settings, you have to save the changes using the button or you can cancel the

changes you have made using the m button in the upper right corner.

Visualization

Visualization mode allows logging the captured keystrokes using a clear list. Each list entry con-
tains information about the user, time of capturing, application where the activity was performed
and the location of that application. When you select an entry in the list, information about the keys
that were pressed will be displayed on the right-hand side of the working area.

The given list can be filtered according to various specified criteria. You can select the period of
data you are interested in in the upper right corner.

The data that you see in the visualization is only displayed for users or groups that you have selec-
ted in the user tree.
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5.1.2.6 Network traffic

Network traffic function offers the ability to monitor sent and receiveddata on endpoints. It offers
statistics of network usage and network utilization. It does not distinguish between individual ap-
plications or protocols.

You can find Network traffic control in the section Auditor -> Network traffic
Setting
You can enable or disable this function using the slider in the header of this view.

¢ Disabled — function is not activated.

¢ Inherit — function mode is not set. Settings are inherited from the parent group.

e Enabled — function is activated.
Network traffic monitoring is only set for users, computers, groups or branches you have high-
lighted in the user tree. To apply the settings, you have to save the changes using the button
or you can cancel the changes you have made using the m button in the upper right corner.

Visualization

Visualization shows records on volumes of data received from and sent to the end station. Data is
recorded from all network interfaces.
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In the upper visualization section you will find the following charts summarizing network activity:

* Most received data per user — this chart includes users with the highest amount of received
data (up to seven users).

» Most sent data per user — this chart includes users with the highest amount of sent data (up
to seven users).

* Network traffic history — this chart summarizes sent and received data.

In the bottom section you will find a table with detailed network activity records. Records are cre-
ated on a regular basis, every ten minutes. Each record contains the following information:

« PC —name of PC where the record was made

User name — name of user under which the record was made

From —record start time

To —record end time

Received/Sent — if data was received or sent

Data volume — volume of received or sent data during the record period

At the bottom you will find a summary of how the PCs were used. The table contains records with
information showing how the PCs where SEC is installed were used.

5.1.3 Trends

Trends function allows users behavior monitoring and profiling. It offers clearly organized outputs,
which can be used to get the overview of possible personal and security problems in advance. Pro-
filing and behavior monitoring takes place automatically when the Trends function is enabled.

Trends function is in the section Auditor -> Trends.
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Settings
You can enable or disable this function using the slider in the header of this view.

¢ Disabled — function is not activated. Data needed for trends visualization are not collected.
¢ Inherit — function mode is not set. Settings are inherited from the parent group.
e Enabled — function is activated. Data needed for trends visualization are logged henceforth.

Trends are only set for users, computers, groups or branches you have highlighted in the user
tree. To apply the settings, you have to save the changes using the button or you can cancel the
changes you have made using the button in the upper right corner.

Safetica Management Console
of
2t il Qv s

Auditor DLP 5

Overview Websites E-mails Webmails Searched keywords Instant ing  Files Appli Frint Keylogger Trends

Trends s—s—i Enabled

.
) ;n.l =T BASIC INFORMATION =< Hide —
=58, sMs2
s Unknown Find out, who are your employees and what are their intentions. Are they trying to leave the company? Are they trying to find a new job? Have they lost the mativation 9
s Active Directory to work? Do they spend too much time with activities that are not related to their wark? Using the outputs of this feature and its alerts you can get quick overview of [ ]
s My possible personal and security issues in advance. Employees profiling and appropriate data collection takes place automatically when the Trends feature is enabled. m
Help
Profiling settings << Hide —
Alert will be sent when there is a change exceeding specified sensitivity level, You can enable these alerts using the Alerts feature and set there
the details regarding recipients aso.
Sensitivity level: m—m—=—{1] High level
Below you can find mare detailed settings of sensitivity level regarding specific categaries.
Add application category [l Add web category
Category name Sensitivity level
= Application category
3D design software m—{a—m—= Low level Remove
Email client m—m—{—8 Medium level Remove
= Web category
(No items)
When the sensitivity level is set to High level, the alerts can be generated frequently.
PRODUCTIVITY SETTINGS << Hide —

Add application category [l Add web category

Category name Productivity

£ Application category

Archiving software m—m-{a-—m Neutral Remove
CAD software m-{sH—m8 Productive Remave
Database =i Productive Remove
Disc authoring and virtual drive -{=-s—#-8 Froductive Remove
Email client m{i-s—=—u Productive Remove
File manager m—s-{5-a-8 Neural Remove
File sharing m—-E-u-u Neutral Remove

Settings of sensitivity for productivity based alerts
Sensitivity level for non-productive categories: B—a—{m—a Medium level
2] Sensitvity level for critical categories: =—m—n—F High level

Profiling settings

Using the detailed profiling settings you can set general level of sensitivity, which will be used for
alerting of user’s supsicious behavior. In case you want to be informed about increased activity in
particular category, e.g. Games, you can adjust the sensitivity level for this category in the table.

You can set the sensitivity level to 4 different values:
¢ Inherit — not set, settings are inherited from the parent.
e Lowlevel —low level of behavior changes sensitivity.
e Medium level — set this option, if you are not sure about the appropriate level

e High level — use this option, if you want to be informed even about slight changes of beha-
vior. Set the High level for critical categories, where you want to be alerted even of slight
changes. Low level should be used for common categories, where you want to be alerted
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only of bigger changes in behavior.

Example: If you want to deny social networks, you can set High level to this category, therefore
even the slight changes will be alerted.

Profiling settings

Alert will be sent when there is a change exceeding specified sensitivity level, You can enable these alerts using the Alerts feature and set there
the details regarding recipients aso.

Sensitivity level;  m—m—m—{m] High level

Below you can find more detailed settings of sensitivity level regarding spedfic categories.

Add application category |l Add web category

Categery name Sensitivity level
=l Application category
3D design software —{m—m—a Low level Remove
Email client m—a—{u—m Medium level Remove
El Web category
(Mo items)

When the sensitivity level is set to High level, the alerts can be generated frequently.

Productivity settings

Using the productivity settings, you can set the level of productivity for individual application and
web categories.

In the detailed productivity settings you can use the toggles to set the productivity for particular cat-
egories. You can also set the default productivity level, which will be used for categories, that don’t
have the productivity explicitly set.

At the bottom of this section you can set the sensitivity level, that will be used for alerting the pro-
ductivity changes.

Productivity settings:
¢ Inherit — not set, settings will be inherited from the parent.
¢ Productive — set this option for categories that the employees should use.

e Neutral — set this option for categories you are not sure about. Categories should be set as
Neutral if they can be useful and unuseful at the same time.

¢ Nonproductive — should be set for categories that are not essential for employee to fulfill his

tasks.
PRODUCTIVITY SETTINGS

Add application category [l Add web category

Category name Productivity

=l Application category
Archiving software {5 Neutral Remove
CAD software m-{s-m—m—8 Productive Remove
Database B-{=}-—8—8 Productive Remove
Disc authoring and virtual drive m-{=-m—#—8 Productive Remove
Email client m-{s-m—m—m Productive Remove
File manager B—-{sH—8 Neutral Remove
File sharing {5 Neutral Remove

Settings of sensitivity for productivity based alerts

Sensitivity level for non-productive categories:  m—s—{m}—m Medium level

Sengitivity level for critical categories: B—a—a—{u] High level

Visualization
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In the visualization, you can create new profiling or execute existing profiling. Profiling is taken on
the data monitored during the period when the Trends function was enabled.

You can save the profiling settings using the Layout button in the upper right corner. Saved settings
can be executed later, if you need to.

PROFILING SETTINGS

Here you can set up new profiling or use the settings already created.

MNew profiing [ Start profiling

Profiling type: Trends

Users: Vs

Period: 3/25/2013 - 3/26/2013

Categories: Email dient, Instant messaging and VOIP software, Web browser
Edit

New profiling
The wizard will guide you through individual steps of setting the profiling options.

1. Type —this step is used to select the profiling type. You can select from the following op-
tions:

0 Trends — using this profiling type you can view the trend of individual categories usage.

Example: Employees want to use some new software claiming it will make them more effi-
cient. The employer decides to install the trial version and after the trial period he can

easily find out, whether the employees are really using the new software and choose to
buy it or not.

0 Users comparison — enables you to compare two different sets of users in terms of cat-
egories usage.

Example: The employer wants to compare two affiliates, where the new software has been
installed, to see, which affiliate uses the new software more and has therefore incorpor-
ated this software better to the production process.

0 Periods comparison — you can use this type to compare the categories usage in two differ-
ent periods. Using this type you can see the changes induced by new company policies.

Example: The employer can use this type to compare the same set of users accross two

different periods and see, whether the employees are working more or less at some
time (e.g. during holidays).

m 2. Users 3. Periods 4. Categories 5. Summary

1. Select the profiling type.

2, Select the users for profiling,

3. Select the period for profiling.

4, Select the categories for profiling.

PROFILING TYPE

Tk Using this type of profiling you can analyse the trend of individual categories usage. This way you can identify the categories
= that gets uzed more or less often over the selected period.

R Users comparison type lets you compare two selected sets of users, This way you can compare e.q. spedfic application
Users comparison y
categories usage between two departments.

D ——— Periods comparison type offers the ability to compare the categories usage in two different periods. You can use this profiling
Eriods compariso type e.g. to observe the effect of the changes induced by new software usage rules of a company.

2. Users — in this step you can select the users, computers or groups you want to include in

profiling. If you selected the Users comparison type, you have to select two different sets of
users, computers and groups.
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1. Type 3. Periods 4. Categories 5. Summary

1. Select the profiling type.

2, Select the users for profiling.

3. Select the period for profiling.

4, Select the categories for profiling.

USERS SELECTION

Select the user sets you want to compare. You can select users, computers or even whole groups.

Change users

Users

Business

3. Periods —in this step, you can select the period, that you want to execute profiling on. You
can select one of the predefined values or set custom time range. When you select the
Periods comparison type, you have to select two different periods.

1. Type 2. Users 4 Categories 5 Summary

1. Select the profiling type.

2, Select the users for profiling.

3. Select the period for profiling.

4, Select the categories for profiling.

PERIODS SELECTION

Select the periods you want to compare. You can choose one of the predefined options {Jast day, week or month) or specify your own range.
First period: s—{ml—=—m Last week

From: 121, 3,2013 Tor 23, 3.2013

A\ In case of selecting long time range the profiing can be quite time consuming.

4. Categories — in this step you can select the categories you want to include in profiling. You
can use the predefined sets of categories or make your own selection.

1. Type 2. Users 3. Periods 5. Summary

1. Select the profiling type.

2. Select the users for profiling,

3. Select the period for profiling.

4, Select the categories for profiling.

CATEGORIES SELECTION

Select the categories which you want to get the usage information for. You can select application categories, web categories or a combination of application
and web categories,

Categories [mf————& Recommended categories
A\ If you select many categories, the profiling can be quite time consuming.

Category
¥ Communication
[0 Office suite
¥  File management
M Explicit content
[0 Social networks
[T News

5. Summary —when you reach this step, you can click the Finish button to set the profiling set-
tings and start its execution.

1. Type 2. Users 3. Periods 4. Categories

1. Select the profiling type.

2. Select the users for profiling.

3. Select the period for profiling.

4, Select the categories for profiling.

SUMMARY

Congratulations! You have successfuly set up the visualisation, Click the Finish button to dose the wizard and start the profiing.
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In the following picture you can see an example of profiling output:

e The first chart contains the active time (time actively spent) of individual application and web
categories.

e The second chart contains the differences of application and web categories usage during
the time.

o Positive values — the user has spent more time in this category then in previous period.

0 Zero values —the user keeps spending the same amount of time in the category as usu-
ally.

0 Negative values — the user has spent more time in the selected category than before.

¢ Last two charts show the ratio of active time spent in productive, neutral, nonproductive and
critical applications and webs.

PROFILING SETTINGS

CHARTS

Comparison of categories usage by two groups of users Bl

@ Ereail cliest - Users §
@ Email client - Users 2
- = Irgtark messaging and YOI software - Users |
g — Instant messaging and VOIP software - Users 2
H — Web browser - Users 1
§ a — Web browser - Users 2
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5.2 DLP

DLP will protect your company’s sensitive information against misuse by authorized persons and
even against third party access. It thus prevents financial losses and damage to your company’s
reputation. In cooperation with the Auditor, the DLP will protect you from the undesirable activities
of your employees long before a problem even appears.
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Main Benefits

® Protect your company against damage to its reputation and financial losses caused by leaks
of sensitive information.

Ensure that your employees use data only in the way which you require.

Prevent unauthorized persons from accessing sensitive company data.

Protect sensitive data during physical and network transfer.

Obtain control over portable devices used by your employees to potentially save sensitive
data.

¢ Avoid changes to company processes and the costs related to them.

e Reach compliance with industrial standards, regulations and laws easily.
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Safetica DLP is the ultimate shield protecting your confident information. It keeps your data safe not only from unauthorized access,
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5.2.1 Data analysis and filtering

5.2.1.1 Data analysis

With the data nalysis function you can search through files on end users’ PCs. You can perform
the search based on a filtering rule or directly based on a path to folders with files. In path-based
search, all files located in the folders and their subfolders will be searched automatically. Files
found through data analysis can be further tagged by using such functions as File tagging and
DLP rules and/or security policies can be defined for them.

Data analysis is available via Safetica Management Console -> DLP -> Data analysis.

View description

The left side of the view shows the analysis list. The current status of each analysis (running, fin-
ished) and number of files found in the respective analysis are displayed. There is also progress
bar which show analysis status:

¢ Green — finnished tasks.

e Orange — running tasks.

¢ Blue — tasks waiting to run.
¢ Red — stopped tasks.

After selecting the desired analysis in the list, detailed information on this analysis will be displayed
in the top right section of the view.

In the Basic Information section you can see the general analysis status, start date and status of
analyses for different users or PCs. You can also stop or remove an analysis from the list here.

You can stop the analysis by clicking Stop.

Data analysis is set only for users, groups or PCs selected in the user tree. To apply the settings,
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you need to save the changes with the button or you can cancel the changes with m in the
top right part.

BASIC INFORMATION <= Hidz —
Data analysis feature offers the ability to search for specific files at endpoints, that can be based on the filtering rule or the specified paths to folders 9
containing these files. In case of searching by paths, all the files contained in specified folders including subfolders, are found. Data analysis doesn't .
serve as a tool for tagging specific files, If you want to tag the files with appropriate data category, you can use the File tagging feature, These data can alh
be then secured using the DLP rules, Help

MNew analysis

Analysis name | State Progress Files count ANALYSIS INFORMATION << Hide —
testl Waiting 28 Edit Remove Analysis name: testl

Description: -

State: Waiting Stop

Files count: 28

Last launch date: 3f7/2013

Users: User State Files count

B vs2 Waiting 28 Stop  Remove

vladis... Waiting 0
El vladis... Finished 28
WS5-... Finished 28
vladis... Waiting 0
vladis... Waiting 0

RULE SETTINGS »> Show —
ANALYSIS SETTINGS << Hide —
Additional paths: chtestl

Indude system paths: No

Performing an analysis
1. Click the New analysis button to start the new analysis wizard.

2. First you need to choose the rule based on which the analysis shall be performed. You can
choose from two options:

a. Data search based on filtering rule — the file search will be performed based on filtering
rules you create in the Filtering rules view.

b. Data search based on your own paths — the file search will be performed in folders you
enter. The respective subfolders will also be searched.

Data analysis » Create data analysis task
1. Analysis type choice 2. Analysis settings 3. Summary

1. Choose analysis type

ANALY SIS TYPE CHOICE

Documents will be searched according to filttering rules that you can create and edit in Filtering rules view. You can add additional

Analysis based on filteri le
IR IR s paths, which will be searched during the analysis, to every rule.

Documents will be searched according to paths selected during the analysis creation. The documents can be searched in
subfolders as well.

Analysis based on inserted paths

Rule-based search settings

1. Inthe left part of the view select a rule to be used for the search. After selecting the rule in
the list, detailed information on this rule will be shown in the right part. If no filtering rules
have been created, click the Newfiltering rule button. This will take you to the Filtering rule
view where you can create the new rule. Finally, use the slider Include system paths to spe-
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cify whether the search shall include also system folders. To confirm your choice, click
Next.

Note: System folders can be searched only if such paths appear in the filtering rule and if
the slider Include system folders is set to Yes. As system folders are considered these:

0 C:\System Volume Information

0 C:\Users\<User name>\AppData
o C:\Program Files

o0 C:\Program Files (x86)

o C:\Windows

2. Inthe last step of the new analysis wizard you will see a summary of all analysis settings.
To edit an item, click Previous. To finish the process, click Finish.

3. After clicking the Finish button, a dialog box will appear asking you if the analysis shall be
started now. You can start the analysis from the view listing the analyses you have created.

Data analysis > Create data analysis task
1. Analysis type choice 2. Analysis settings 3. Summary

1. Chosen analysis type: Analysis based on filtering rule
2. Choose the filtering rule that will be used for searching and specify the analysis name.

ANALYSIS INFORMATION << Hide —

Analysis name: | ys 25,2,

Description:

RULE CHOICE << Hide —

New rule

Rule name: VS 26.2.
Rule name

Description: -
VS X

Vsl Paths: C\otfbyrule
MS ctestl
MIChE!RLﬂE - i Keywords: Fple* Regular expression
MP - filtrovaci pravidlo .

. program Mo regular expression
V526.2.
VEX All keywords must match: Ne

vse Extensions: | pf

tralala
V53
3 Keywords and extensions must match:  Yes

docx

tralala
AMALYSIS SETTINGS <= Hide —
Indude system paths: [wp———m No

Search settings based on the user's own paths

1. Enter the analysis name and description. Click Add path to open the dialog where the path
to the folder can be entered. You can even input several paths this way. In the path-based
analysis, all files located in the folders you have entered and in their subfolders will be
searched automatically. Finally, use the slider Include system folders to specify whether the
search shall take place also in system folders (e.g. C:\Windows). To finish your choice,
click Next.

Note: System folders can be searched only if such folders or subfolders are in the rule and
if the slider Include system folders is set to Yes.

2. Inthe last step of the new analysis wizard you will see a summary of all analysis settings.
To edit an item, click Previous. To finish the process, click Finish.

3. After clicking the Finish button, a dialog window will appear asking you if the analysis shall
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be started now. You can start the analysis from the view where the analyses you have cre-
ated are listed.

Data analysis > Create data analysis task
1. Analysis type choice 2. Analysis settings 3. Summary

1. Chosen analysis type: Analysis based on inserted paths
2. Fill in the name of analysis and paths

AMALYSIS SETTINGS << Hide —
Analysis name: Analysis 2
Description: MNew PC analysis
Additional paths: C:\Data Remove
D\Media\Audio Remove

Indude system paths: [m}———a No

Starting an analysis

You can start the data analysis either when creating a new analysis or at a later time, from the view
where the analyses you have created are listed. Just select the desired analysis in this view in the
right part with detailed analysis information and click Start.

You can see results of the analysis in the visualization mode, after the analysis task has finished.

Stopping an analysis

You can stop an analysis from the view where the analyses you have created are listed. Just select
the desired analysis in this view in the right part with detailed analysis information and click Stop.

Visualization

The data you can see in the visualization will be displayed only for users, PCs and groups you have
selected in the user tree. The visualization mode is split up into three sections.

In the top section on the left you will find summary statistics on the analyses you have performed.
In the top right part there is a list of tagging jobs with detailed information.

The bottom visualization section offers a table with records on the files you have tagged. Every re-
cord contains several types of information presented in columns. The list of available columns is
again shown to the right of the table. The column will appear in the table after clicking and dragging
the column from the list onto the table. Click and drag the column header to change the column or-
der in the table. In the same way, you can drag column headers onto the section above the table.
Records in the table will then be pooled above the table based on the column type. You can re-
move a column from the table by dragging it back onto the column list on the right side.

By clicking any of the statistics or tagging job in the top section, the respective records on the files
matching the statistics or tagging job will appear in the table.

By clicking Use rule for tagging button you can use performed analysis to tag found files by data
catecory. Tagging is done using File tagging function.
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Data analysis

B0 | ayout: Recent

RULES =2 Hide —
Rule name Files count Last launch date
tl 282 3/11/2013
Vs2 70 371172013
vs-W 1677 3/11/2013
testl 28 3/6/2013
test 87 3/11/2013
= a7 3/11/2013
w 1564 371172013
local i W 56 3/11/2013
ANALYSIS RESULTS << Hide —

Use rule for tagging

if you're satisfied with results, Oryou can select records manually and add or remove tags.

Drag below this text the columns you want to group by

0| ¥ User name
vladislav.sik

Y Full path

¥ Data category

Y State

Clear all filters

vladislav.sik
vladislav.sik
vladislawv.sik
vladislav.sik
vladislav.sik
vladislav.sik
vladislav.sik
vladislav.sik
vladislav.sik
vladislawv.sik
vladislav.sik

a
a
a
a
a
a
o
a
a
o
o
a

vladislaw.sik

4

[~

Show statistics

Columns available:

e PC —name of PC where the record was made.

c\testl\Power Point\CRZ...
chtestl\Power Point\CRZ...
c\testl\Power Point\CRZ...

c\testl\Power Point\Co...
c\testl\Power Point', Dat...

c\testl\Power Point\Erro...

cvtestl\Power Point' Fun...

c\testl\Power Point\Part...

chtestlPower Point\San...

chtestl\Power Point\Thu..,

chtestl\Timekeeping-In-...
c\testl\Training progra...
c\testl\Trainina oroara...

0z0 361

OK
0K
OK
oK
OK
OK
0K
OK
0K
OK
oK
OK

User name — name of the user under which the record was made.

Disk — disk letter on which the file was found.

Path — path to the file found.

File — name of the file found including file extension.

Extension — file type extension

Full path — full path to the file.

Data category — data categories by which the file is tagged.

State — state of analysis: Ok or Failed.

Path

PC

File
Extension
Disk

Q

You can filter the records as well. Open the filter for any column by clicking ¥ at the header of the

respective column. Enter text in the dialog or choose an item from the list based on which you wish

to filter the column. Click to add an item to the filter list. The length of this list is unlimited.

After confirming the filter with OK, the table will feature only such records which correspond at

least to one filter listed.

Find more on settings and visualization in the section Working with Setting and Visualization Mode.
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5.2.1.2 Filetagging

In the File tagging Management you can search and tag files with the corresponding data category
on PCs equipped with the Safetica Endpoint Client. You can secure files tagged this way by apply-
ing DLP rules.

File tagging remains fixed with the file regardless of any operations you perform (moving, copying,
change of file). The tagging will not noticeably change the file either.

Files can be tagged in two ways:

¢ On the fly tagging — a tagging task set to continuous tagging continues running. This means
that where new files appear that either match the filtering rule or are located in the folder
entered when creating tagging tasks, such files are automatically tagged with the respective
data category. When tagging, security rules determined by the Security Policy for the data
category used in the tagging are immediately applied to the files.

e On demand tagging — a tagging task set to one-time tagging will be executed only once. This
means that files matching the filtering rule at the moment the task is executed or are just loc-
ated in the folder entered when creating tagging tasks are automatically tagged with the re-
spective data category. When tagging, security rules are immediately applied to such files,
as given by the DLP rule used for the data category. New files, matching the filtering rule or
located in the respective folder, will not be tagged.

File tagging is available via Safetica Management Console -> DLP -> File tagging.

View description

The left section of the view shows the tagging tasks list. The current status of each task (running,
finished) and tagging type (on the fly, one-time) are displayed. There is also progress bar which
show tagging status:

e Green — finnished tasks.
e QOrange — running tasks.
¢ Blue — waiting for run.
¢ Red — stopped tasks.

After tagging the desired task in the list, detailed information on this task will be displayed in the top
right section of the view.

In the Basic Information section you'll find the general tagging task status, start date and status for
different users or PCs. You can also stop or completely remove a tagging task from the list here.

You can stop the tagging task by clicking Stop.

You set tagging tasks only for users, groups or PCs tagged in the user tree. To apply the settings,

you need to save the changes with the button or you can cancel the changes with m in the
top right part.
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File tagging o+ X
BASIC INFORMATION << Hide —
File tagging feature offers the ability to find specific files at endpoints and assign them a data category, Searching can be based on a filtering rule or paths specified. File tagging 9
can be run in twe different modes. On the fly tagging assigns tags te newly created, copied and moved files matching the filtering rule or paths. On demand tagging assigns tags .
to existing files matching the filtering rule or paths on one-time basis. ‘u
Help
Mew file tagging task
Analysis name State Progress Task type TAGGING INFORMATION <= Hide —
El Tagging type: On demand Tagaing name: VSE save
VSE save Finished Store Edit Remove -
Description:
El Tagging type: On the fly
OTF cse Running Merge Edit Remove State: Finished ——
Last launch date: 3f7f2013
Users: User State Files count
= Tlange Finished 20 Start  Remove
[ tomas,juri.. Finished 20
TJ-WINT... Finished 20
RULE SETTINGS »> Show —
TAGGING SETTINGS == Hige —
Additional paths: cAsave
Tagging type: On demand
Task type: Store
Data category: T

Data category description:  Description

Creating tagging tasks

1. Click the New file tagging task button to start the new tagging task wizard.

2. First, you need to choose based on what rule the tagging task shall be executed and what
tagging type this shall be — one-time or continuous. You can choose from several options:

a.

On the fly tagging based on filtering rule — continuous data tagging based on a filtering
rule created in the Filtering rules view. On the fly tagging continues running, so every
new, copied or moved file matching the filtering rule is automatically tagged with the re-
spective data category.

On the fly tagging based on your own paths — the file tagging will be performed in folders
you enter. Also the respective subfolders will be searched. On the fly tagging continues
running, so every new, copied or moved file that appears in any of the paths you have
entered is automatically tagged with the respective data category.

On demand tagging based on filtering rule — one-time data tagging based on a filtering
rule created in the Filtering rules view. On demand tagging will be performed once. All
files currently matching the filtering rule will be tagged with the respective data category.

On demand tagging based on paths — the file tagging will be performed in folders you
enter. The respective subfolders will also be searched. On demand tagging will be per-
formed once. All files currently located in the paths you have entered will be tagged with
the respective data category.
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File tagging > Create tagging task
1. Analysis type choice 2. Tagging settings

1. Choose tagging type

3. Data category selection 4. Summary

ON THE FLY TAGGING

On the fly tagging based on rule

0On the fly tagging based on paths

The data will be tagged continuously based on filtering rules, that can be created and edited in Filtering rules view. On the fly tagging runs continuously, so all the new,
copied and moved files matching the filtering rule will have the appropriate data category assigned automatically.

The data will be tagged continuously based on the paths specified. On the fly tagging runs continuously, so all the new, copied and moved files contained in the paths
spedfied will have the appropriate data category assigned automatically.

ON DEMAND TAGGING

©On demand tagging based on rule

On demand tagging based on paths

The data will be tagged on one-time basis according to the filtering rules, that can be created and edited in Filtering rules view. On demand tagging will be run once and
assigns appropriate tags to all the files matching the filtering rule.

The data will be tagged on one-time basis according to the paths spedified. On demand tagging will be run once and assigns appropriate tags to all the files contained in
the paths specified.

On the fly and On demand data tagging based on a filtering rule

1. Inthe left part of the view choose the filtering rule to be applied for the search and tagging.
Choose a name for the tagging task as well. After clicking the rule in the list, detailed inform-
ation on this rule will be shown in the right part. If no filtering rules have been created, click
the Newfiltering rule button. This will take you to the Filtering rule view where you create the
new rule. Finally, use the slider Include system paths to specify whether the search shall
include also system folders. To confirm your choice, click Next.

Note: System folders can be searched only if such paths appear in the filtering rule and if
the slider Include system folders is set to Yes. As system folders are considered these:

(0]

(0]

(0]

(0]

(0]

C:\System Volume Information

C:\Users\<User name>\AppData

C:\Program Files

C:\Program Files (x86)

C:\Windows

File tagging > Create tagging task

TAGGING INFORMATION

RULE CHOICE

TAGGING SETTINGS

1. Analysis type choice 2. Tagging settings 3. Data category selection 4. Summary

1. Tagging type: On the fly tagging based on rule

2. Choose the filtering rule that will be used for searching and specify the analysis name.

Tagging name: | Mg

Description:

Rule name

vs X

Vsl

s
MichalRule

MP - filtrovaci pravidle
V5 26.2.

Vs

vse

tralala

vst3

vs3

tralala

Rule name:

Ms

Description: -

Paths:

Keywords:

Extensions:

CADATAY

(Mo items)

All keywords must match: No

System Files

Keywords and extensions must match: No

Indude system paths: [m}—————a& No

2. Inthe next step choose a data category from the list. If you wish to create a new data cat-
egory, click New data category. Enter a name and description for it in the dialog and click
OK. The new data category will appear in the list. To finish the choice of the data category,
click Next.
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File tagging > Create tagging task

1. Analysis type choice 2. Tagging settings 3. Data category selection 4. Summary

1. Tagging type: On the fly tagging based on rule
2. Choose the filtering rule that will be used for searching and specify the analysis name.
3. Choose data category

DATA CATEGORY SELECTION << Hide —
Name: VS data cata

Description: 132

Data category

W5 data cat b
WS data cat ¢

IM_data_category

ey

In the last step of the new tagging task wizard you will see a summary of the settings. To
edit an item, click Previous. To finish the process, click Finish.

After clicking the Finish button, a dialog box will appear asking you if the tagging task shall
be started now. You can start the tagging task from the view where the tasks you have cre-
ated are listed.

On the fly and On demand data tagging based on the user's own paths

1.

Enter the tagging task name and description. Use the Add path button in the bottom section
of the view to add paths to folders in which all files shall be tagged. Files will be tagged also
in the subfolders of the paths entered. Finally, use the slider Include system paths to spe-
cify whether the search shall include also system folders. To confirm your choice, click
Next.

Note: System folders can be searched only if such paths appear in the filtering rule and if
the slider Include system folders is set to Yes.

File tagging > Create tagging task

2.

1. Analysis type choice 2. Tagging settings 3. Data category selection 4. Summary

1. Tagging type: On the fly tagging based on paths

2. Fill in the name of analysis and paths

TAGGING SETTINGS e =
Tagging name: Media files tagging
Description: Media files tagging description
Additional paths: C:\Data Remove
D:\Media\Audio Rermove

Indude system paths; [m}——m No

In the next step choose a data category from the list where the files will be tagged. If you
wish to create a new data category, click New data category. Enter a name and description
for it in the dialog and click OK. The new data category will appear in the list. To confirm the
choice of the data category, click Next.

In the last step of the new tagging task wizard you will see a summary of the settings. To
edit an item, click Previous. To finish the process, click Finish.

After clicking the Finish button, a dialog window will appear asking you if the tagging task
shall be started now. You can start the tagging task from the view where the tasks you have
created are listed.

Starting a tagging task

You can start the tagging task either when creating a new tagging task or at a later time, from the
view where the tagging tasks you have created are listed. Just select the desired tagging task in
this view in the right part with detailed tagging task information and click Start.
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You can see results of the tagging in the visualization mode, after the tagging task is done.

Stopping a tagging task
You can stop a tagging task from the view where the tagging tasks you have created are listed.

Just select the desired tagging task in this view in the right part with detailed tagging task informa-
tion and click Stop.

Visualization

You can only see results of on demand tagging tasks in the visualization mode. Records contain in-
formation about tagged files. The data you can see in the visualization will be displayed only for
users, PCs and groups you have tagged in the user tree. The visualization mode is divided into
three sections.

In the top section on the left you will find summary statistics on the tagging tasks you have per-
formed. At the top right you will see a list of tagging tasks with detailed information.

The bottom visualization section offers a table with records on the files you have tagged. Every re-
cord contains several types of information presented in columns. The list of available columns is
again shown to the right of the table. The column will appear in the table after clicking and dragging
the column from the list onto the table. Click and drag the column header to change the column or-
der in the table. In the same way, you can drag column headers onto the section above the table.
Records in the table will then be pooled above the table based on the column type. You can re-
move a column from the table by dragging it back to the column list on the right side.

By clicking any of the statistics or tagging task in the top section, the respective records on the files
matching the statistics or tagging task will appear in the table.

File tagging 10 Layout: Recent ()
RULES << Hide —
Rule name Files count State Last launch date
local i W_20130307115513 3 Running 3172013
MP - filtrovaci pravidlo 0 Running 2/21/2013
dfsdfdfs 10167 Finished 3/1/2013
no one 3 Finished 3/5/2013
wst2_20130225124854 28 Running 3/11/2013
ANALYSIS RESULTS == Hidz —
Drag below this text the celumns you want to group by Clear all filters BT
Y User name ¥ Full path ¥ Data category ¥ State Extension
wihtest\Training_program.dec: VS data cat a3, FT-catl, V528 E::e
vladislav.sik3 w:test\Training_program.pdf  FT-catl, V528 oK G
vladislav.sik3 wi\test\Training_program.tt V'S data cat a,FT-catl, V528 oK at
] P4 0z0 ¥

Show statistics

Columns available:
e PC — name of PC where the tag of a file was made.
e User name — name of user under which the tag of a file was made.
¢ Disk — letter of the disk on which the tag of a file was made.

e Path — path to the tagged file.
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¢ File — name of the tagged file.
e Extension — extension of the tagged file.
e Data category — list of data categories under which the file is tagged.

e State — state of file tagging: OK or Failed.

You can filter the records as well. Open the filter for any column by clicking ¥ at the header of the
respective column. Enter text in the dialog or choose an item from the list based on which you wish

to filter the column. Click to add an item to the filter list. The length of this list is unlimited.
After confirming the filter with OK, the table will feature only records corresponding to at least one
filter listed.

Find more information on settings and visualization in the section Working with setting and visualiz-
ation mode.

5.2.1.3 Filteringrules

The Filtering rules function is integrated with other functions of Safetica, allowing the user to ensure
effective data protection against unauthorized use or misuse on end workstations.

Rules for filtering are intended for creating rules based on which data (files) are searched on end
workstations. Data found in this way and tagged using File tagging function can then be protected
by DLP rules function.

Filtering rules are available via Safetica Management Console -> DLP -> Filtering rules.

View description

In the left part of the view you will find a list of filtering rules you have created — rules based on
which files on end workstations will be searched.

After selecting the desired rule in the list, detailed information on this rule will be displayed in the top
right section of the view.

Click Edit on the respective rule section to edit this rule section.

Click New filtering rule to launch the new rule wizard. When created, the rule will be added to the
rules list.
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Filtering rules v X
BASIC INFORMATION << Hide —

Filtering rules feature offers the ability to create the rules used to guard the files at endpoints. These rules can be used in 9
Data analysis and Tag management features. .

Help

New rule

Rule name RULE INFORMATION < Hide —
FT-rule Edit Remove Rule name: My filtering rule
My filtering rule Edit Remove Desaription:
RULE SETTINGS << Hide —
Paths: c\test
Keywords: | #ra * Regular expression

All keywords must match: Mo

Extensions: = doc

CAD Files

Keywords and extensions must match: Mo

Creating rules for filtering
1. To create a new filtering rule, click Newfiltering rule.

2.
3.

In the next step enter the rule name and description. Then click Next at the bottom right.

In this step set the file search rule in detail. You can search based on the path to files, key
words in the file name or the file extension. You can also create a rule corresponding to all
three conditions.

a.

Add path — after clicking on this button, a dialog will open for entering the path to be used
for file search. You can add multiple paths.

Add keyword — after clicking on this button, a dialog will open for entering key words to
be used for file search. You can add multiple key words. The key word you have entered
will be used for searching in file names and whenever it is found, the file will correspond
to this filtering rule. You can use regular expressions as well (https://en.wikipedia.org/
wiki/Regular_expression).

Add extension — click on this button and a dialog for entering the file extension to be
used for file search will open. Extensions can be entered manually or selected from a
file extension database included in Safetica.

All keywords must match — you can use the slider to specify whether all files containing
all key words shall be searched, or only files containing at least one key word.

Keywords and extensions must match — you can use the slider to specify whether all
files matching the key words and extensions shall be searched or if only files that match
the keywords or extensions shall be searched.

After creating rules for filtering, click Next.
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Filtering rules > Create filtering rule
1. Basic information 2. Rule settings 3. Summary

1. Filtering rule name: Filter 2
2. Add paths, keywords and extensions

RULE SETTINGS

Add path
Paths: C\Data Remove
D\Media\Audio Remove

Add keyword

Keywords: (finance a Remove

L] Remove

Extensions: gearaaiis Remove

Keywords and extensions must match:  [mj————u No

4. Inthe last step you can view the details of the rule you have created. By using Previous or
Edit, you can return to any desired step and modify a rule section. After clicking Finish, the

rule will be added to the filtering rules list. To save the rule, click in the top right corner
of the view.

5.2.2 Data security
5.2.2.1 DLPrules

The DLP rules function (DLP — Data Loss Prevention) is intended for creating security rules for
files and applications. Files are identified based on their tagging with data categories. Applications
are identified based on their application category classification. When creating these rules, security
policies are used. It allows centralized management of settings in more extensive environments.

You can deploy DLP rules on files to specify the operations that may be performed on them and
the places that files may be moved to. For applications, the rules can determine what operations
are Allow, what files the application may access and how all files saved from the application can be
secured. Any DLP rule created must be coupled with a security policy. Exceptions can, however,
be set to assigned security policies.

DLP rules are available via Safetica Management Console -> DLP -> DLP rules.

View description

On the left of the screen you will find the list of DLP rules created. The rules are divided according
to their type:

e DLP rules for Data categories — these are DLP rules assigned to the respective data cat-
egory. The files tagged with the data category are then protected in accordance with the DLP
rule assigned for the data category.

e DLP rules for Application categories — these are DLP rules assigned to the respective applic-
ation category. Applications in the application category will behave according to the DLP rule
that has been assigned to them.

Click New DLP rule to launch the new rule wizard. When created, the rule will be added to the rules
list.
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After marking the desired rule in the list, detailed information on this rule will be displayed in the top
right section of the view.

Click Edit on the respective DLP rule section to edit this rule section.

To save the changes and rules you have just created, you need to confirm the changes with the

button or you can cancel your changes with the m button on top right.

DLP rules e wv X
BASIC INFORMATION << Hide —
DLP rules feature offers the ability to assign the Security policies to data or application categories. This assignment secures the files tagged with specific 9
data category or specifies the restrictions of application usage. .
4ald
Help

RULE INFORMATION << Hide —
= Data rules Rule name:

. (Mo items)
= Application rules

(Mo items)

Description:

Security settings << Hide —
Security policy:
Policy mode: Notifying

Area access Operations

Local drives: Inherit Screenshots: Inherit
External devices: Inherit Clipboard: Inherit
Printers: Inherit Burning: Inherit
MNetwark: Inherit

Encrypted drives: Inherit

Edit

Logging settings << Hide —

Open file: Inherit Printing: Inherit
Copy file: Inherit Screenshot creation: Inherit
Move file: Inherit Clipboard operations: Inherit
Delete file: Inherit Burning: Inherit
Operations using encryption: Inherit E-mails: Inherit

Edit

Creating a new DLP rule
To create a new DLP rule, click the New rule button.

1. Inthe first step select from the list on the left a data or application category for which you
will create the DLP rule. If no data category has been created, you must create one first —
click New data category. To confirm the choice of the category, click Next.
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2.

DLP rules > Create/edit DLP rule
1. Data category selection 2. Security settings 3. Logging settings

Select the data or application category you want to protect.

DATA CATEGORY =< Hide —

MNarne: Static

MNew data category

Description:  Static
Category

[= Data category
My data category
= Application category
3D design software
Antivirus
Archiving software
CAD software
Database
Developer software and tools
Disc authoring and virtual drive
Email client
FTP clients
File manager
File sharing

In the second step, you must first choose the security policy. Then, specify the policy
mode, i.e. how the security policy shall be applied, and finally decide if you wish to create
exceptions in the security policy. Three security policies modes are available:

a. Restrictive —the security policy will be applied exactly according to its settings. The user
will be able to access only allowed areas and any other deny operations will be blocked
as well. This mode is recommended only after testing the security policy in the testing
mode.

b. Notifying mode — the security policy will not be strictly applied. This means that for oper-
ations and security policy areas set to Deny, operations or access to an area will still be
allowed, but the user will be notified and a record will be made in the DLP protocol. This
mode is intended for testing the security policy under real conditions. To ensure a seam-
less deployment without any disruption to work on user PCs, we recommend applying
the security policy in this mode at first. If, after some time, the security policy settings
prove to be the desired ones, you can switch to Restrictive mode and security will then
be applied.

c. Testing — almost same as Notifying policy with exception that user is not notified about
DLP actions on endpoint PC. Only record will be made in the DLP protocol. This policy
is designed for testing DLP rules setting.

The security policy in the DLP rule is set to Notifying mode by default.

(Voluntary) After choosing a security policy and the mode, you can set exceptions in the se-
curity policy. Use the Exceptions slider for this. Exceptions are disabled in the security
policy by default. Exceptions are applied only in the DLP rule created and will not change
the security policy you have chosen and on which you will set exceptions. You can set ex-
ceptions for all security policy areas. For more on the various parts of security policies and
their settings, see the section Security policies.

To finish, click the Next button.
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DLP rules > Createl/edit DLP rule

1. Data category selection 2. Security settings 3. Logging settings

1. Selected category: My data category

2. Select the security policy that will be used to protect data and apply exceptions if needed.

<< Hide —

Security settings

Security policy PU Policy mode: m——{s— Notifying

Area access

Local drives:

External devices: U
Printers: Lemy
Metwarks Lz

Encrypted drives: Dem

Operations
Screenshobs: Demny
Clipboard: Dem

Eurninig: Deny

Exceptions: [mj————m Disabled

<< Hide —

Advanced Settings
Exclusive application access

Mode: Inherit
Add application

Category Full access

(Mo items)

Tag distribution

Mode: Inherit
Add extension

Extensions

(Mo items)

3. Inthe last step you will see the settings for how operations and actions are recorded in the
security policy. If you want to change this setting you need to allow exceptions by using the
slider on the right side of the view. Exceptions will only apply to the DLP rule you are creat-

ing and they will not apply to the security policy on which the DLP rule is based. Finally,
click Finish and the DLP rule will be added to the list. To save and apply the DLP rule to se-

lected groups, users or PCs, click .
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DLP rules > Create/edit DLP rule
1. Data category selection 2. Security settings 3. Logging settings

1. Selected category: My data category
2. Selected security policy: PU
3. Set the logging options for operations performed on selected category.

Logging settings << Hide —
Exceptions: [m=———m Disabled

Open file: Log a Printing: Log a
Capy file: Log a Screenshat craation: Log blocked
Move File: Log a Clipboard operations: Log a
Delete file: Log a Burning: Log a
Operations using encryprion: Log a E-mnails: Log blocked
Advanced Settings << Hide —

Extensions
Mode:

Add extension

Extensions Remove

(Mo items)

5.2.2.2 DLP protocol

The DLP protocol function is intended for creating global settings of user activity monitoring. You
can set in detail which operations shall be recorded and specify which file type shall be recorded
based on extensions. The settings will be applied in DLP rules where they are not designated by
Security policies.

DLP protocol can be found in the section Safetica Management Console -> DLP -> DLP monitor-
ing.

View description

In the top part of the view you will find the main settings. Here you can specify how files shall be re-
corded for different operations involving files. Using the list of extensions, you can also filter only
specific file types for which operations shall be recorded.

Advanced settings can be found in the bottom section. You can use them to allow or disallow the
recording of non-tagged files — see Data categories and Data tagging administration.
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DLP protocol s—=—@ Enabled @ WV X

BASIC INFORMATION == Hide —

DLP protocol feature offers the ability to globally set DLP cperations logging. More specific logging settings can be made in DLP rules or 9
Security policies, You can also specify the logging filtering by extensions, The events are logged if the logging is enabled either here or in .
apprapriate DLP rule. The events legged can be viewed in visualisation mode of DLP protocol feature, m

Help

Global logging settings =< Hide —

Cpen file: B—m—a—{5| Log all Printing: m—{u}—m—m Do not log

Copy file: B—m—{n—m Log blocked Screenshot creation:  @—#—{=}—# Log blocked

Move file: [ }—m—m—a Inherit Clipboard operations:  m—s—a—{=] Log all

Delete file: m—{m—= Do not log Burning: m—m—{s—m Log blocked

Cperations using encryption: m——a—=] Log all E-mails: [F——m——a Inherit
LOGGING FILTERING BY EXTENSIONS << Hide —

Mode:  m—m—{u}—m Deny list

Add extension

Extensions

Fdocx Remove

Music Files Remove
ADVANCED LOGGING SETTINGS =< Hide —

Here you can set the logging of operations made with the files, that were not tagged by any data category. If you use this option, itis recommended to use logging
filtering by extensions to not create excesive amount of records.

Log operations on untagged files: [m}——m—a Do not log

Main settings

In the console setting mode you can switch this function on or off by using the slider bar in the view
header.

e Disabled — the application of DLP protocol global settings is off.
¢ Inherit — nothing is set. Settings are inherited from the higher-level group.
e Enabled — this option will allow the DLP protocol global settings to be applied.
In the next part of the main settings you can specify which operations shall be recorded.
e Open file — a record is made when a file is opened.
e Copy file —arecord is made when a file is copied.
¢ Move file — arecord is made when a file is moved.
¢ Delete file — a record is made when a file is deleted on the client workstation.
¢ Encrypted file operations — a record is made when a file is encrypted by Safetica.
¢ Printing — a record is made when a file is printed.
e Screenshot creation— a record is made when a screenshot is taken.
¢ Clipboard operations — a record is made on every operation involving the clipboard.
e Burning —arecord is made when afile is burnt on a CD or DVD.
Every operation has several recording modes:
¢ Do not log — the respective operation is not recorded.
¢ Log blocked — only respective blocked operations are recorded.

e Inherit — settings are inherited from the higher-level group. The behavior is the same as for

146



the Do not record mode unless set otherwise.
e | og all — all files are monitored.

You can set DLP monitoring only for users, groups or PCs tagged in the user tree. To apply the

settings, you need to save the changes with the button or you can cancel the changes with

in the top right part.

In the bottom part of the main settings you can use the Deny list or Allow list to specify which files
shall be monitored. This is done by adding extensions to the list. For the Deny list, operations will
be monitored on all files in the system except for those whose extensions are on the list. For the Al-
low list, only operations on files with extensions on the list will be monitored.

Advanced settings

With the DLP monitoring function, file operations are recorded by default only for non-tagged files.
You can use the slider bar in advanced settings to amend this and allow the monitoring of non-
tagged files as well.

e Tagged files — these files have been tagged by any of the data categories through the Data
marking administration function.

¢ Non-tagged files — any files that have not been tagged.

Visualization

The data you can see in the visualization will be displayed only for users, PCs and groups you have
marked in the user tree. The visualization mode is divided into two sections.

The top section of the view offers space where charts are shown. You can find the charts available
for the current function on the list in the right section. To display them, click and drag them over the
chart. Charts are taken back to the list by clicking the button in the top right corner of each chart.
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DLP protocol € Time: 2/11/201: 013 30 Layout: Recent = O

CHARTS =< Hide —
B Top operations
The mostused @ ak|X Top actions ¢ | X TDE usm
applications
Allow:
Windows E...
_—Crypt
) Natification
VMware Too...
Deny
Prizkumnik... Test mode
Alternatestr...
File operations timeline b 4
@ Open File
4000 o +@- Copy File
- Move File
_ 3000 @ Delete File
E @ Print
5]
o 2000 4 = Sc.reenshots
@ Clipboard
-@- Burning
1000 -@ Email
n-
2f13/2013 2/17/2013 2/22/2013 2/26/2013 3/2/2013 3/7/2013 3/11/2013 3/16/2013 3/20/2013
RECORDS << Hide —
Drag below this text the celumns you want to group by Clear all filters =it
¥ Usern.. | ¥ Action |¥ Operat.. | ¥ File ¥ Applic... |From ¥ Count | Details ¥ Modules To
Enpear Notepad (.. 2/14/2013 .. 1 DLP proto... Eata category
tomas,juri.. Testmode Clipboard PSPad edit.. 2/14/2013 .. 1 DLP proto... oures
tomasjuri.. Test mode Screenshots P5Pad edit.. 2/14/2013 ... 1 - DLP proto... L
vladislav.sik Deny Clipboard Notepad (.. 2/14/2013 .. 1 DLP prota...
vladislav.sik Deny Clipboard Motepad (... 2/14/2013 .. 1 DLP proto...
viadislav.sik Allow Clipboard Microsoft ... 2/14/2013 ... 11 - DLP prote...
vladislav.sik Deny Clipboard Microsoft ... 2/14/2013 ... 2 - DLP proto...
vladislav.sik Deny Clipboard Microsoft ... 2/14/2013 ... 2 - DLP prota...

Charts available:
e Top users — this chart shows the users who work with files most of all.

e Most used applications — this chart shows the applications used most frequently for working
with files.

e Top operations — this chart shows the most frequent operations involving files.
e Top actions — this chart shows the most frequent actions performed on file operations.
¢ File operations — this chart shows the number of file operations by type of operation.

In the bottom section you will find a table with detailed records. Every record contains several types
of information presented in columns. The list of available columns is again shown to the right of the
table. The column will appear in the table after clicking and dragging the column from the list onto
the table. Click and drag the column header to change the column order in the table. In the same
way, you can drag column headers onto the section above the table. Records in the table will then
be pooled above the table based on the column type. You can remove a column from the table by
dragging it back onto the column list on the right side.

Columns available:
e From —time when the record started.

e To —time when record ended.
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e PC —name of the PC where the record was made.

e User name — name of the user under which a file operation was executed.

e Application — name of the application that executed the file operation.

e Source —name and path to the file involved in the operation.

¢ Destination — the path to the destination in copying or moving operations.

e Source type — whether the source path to the file is local, external or network-based.
e Target type — whether the target path is local, external or network-based.

e Source device — device name and SID.

e Target device — device name and SID.

¢ File — name of the file.

e Operation — type of file operation executed: Open file, Copy file, Move file, Delete file, Print,
Screenshots, Clipboard, Burning, E-mail, Write, Read, Create file.

e Action — if the operation was allowed or blocked by Safetica.

e Count — count of identical operations that occur in the time interval specified by set time
range. The number of these operations is based on the record aggregation level setting in
Safetica Management Console -> Management and settings -> Client settings.

e Data category — data categories by which the file is tagged.

¢ Modules — name of the Safetica function that was used to take record: DLP protocol, Disk
guard or Device control

e Details

You can filter the records as well. You can open the filter for any column by clicking ¥ at the
header of the respective column. Enter text in the dialog or choose an item from the list based on

which you wish to filter the column. Click to add an item to the filter list. The length of this list
is unlimited. After confirming the filter with OK, the table will feature only records corresponding to
at least one filter listed.

Find more on the settings and visualization in the section Working with Setting and Visualization
Modes.

5.2.2.3 Security policies

Security policies are intended to create named rules of DLP sets for working with data and applica-
tions on user PCs. You can apply the policies you have created in the DLP rules function where
you can assign them to Data or Application categories and thus apply required restrictions. Secur-
ity policies seek to allow centralized DLP setting administration over different categories for differ-
ent groups, users and PCs.

Security policies are available via Safetica Management Console -> DLP -> Security policies.

View description

The left section of the view shows the list of security policies that have been created. You can
choose from two types of security policies:

e Data policy
e Application policy
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Click New security policy to launch the new security policy wizard. When created, it will be added
to the list in the section on the left. To save a new security policy that you have created, click the

button or cancel the changes with the m button on the top right.

After tagging the desired policy in the list, detailed information on this policy will be displayed in the

top right section of the view.

Click Edit in the respective section of a selected policy to modify the settings.

Security policies

BASIC INFORMATION

v X
<< Hide —
Security policies feature offers the ability to create named set of rules determining the restrictions when working with certain data or applications. These 9
policies can then be used in DLP rules feature, where they can be applied to specific Data or Application category. The policy can define the restriction on .
data movement and operations performed as well as logging of such operations. alh

Mew security policy

POLICY INFORMATION

Help

<< Hide —

Security policies
=l Data policies
PU dit

Policy name:
Remove

My policy name

My policy name

Policy description:  Policy description

<< Hide —

Operations
Screenshots:
Clipboard:

Burning:

Notify
Notify

Deny

<< Hide —

= Application policies

(No items) SECURITY SETTINGS
Area access
Local drives: Allow
External devices: Deny
Printers: Notify
Metwork: Allow
Encrypted drives: Allow
Edit

LOGGING SETTINGS
Open file: Log blocked
Copy file: Log blocked
Move file: Log blocked
Delete file: Do not log
Operations using encryption: Do not log
Edit
° °
Security Policy

Printing:

Screenshot creation:

Clipboard operations:

Burning:

E-mails:

Log blocked
Log blocked
Log blocked
Log all

Log blocked

Security policies are rules by which data is protected. Two types of security policies are available.
You can apply a policy either for data or an application involving working with data.

e Data policy — you can use data policies to prepare a set of restrictions for working with files,
e.g. you can determine what storage sites are allowed where files can be moved and sent.
You can then decide which applications will be able to access these files. A data policy can
be assigned to any data category. Data tagged with such a category will be protected in ac-
cordance with the regulation of this policy.

e Application policy — you can use application policies to determine where applications may
store their outputs, how they can work with data and what operations they are allowed to per-
form. Unlike data policies that can be assigned to data groups, application policies can be
assigned to any application category. Working with files in applications subject to this applic-
ation category is then secured based on the settings in the application policy assigned to it.

You can assign data and application policies to the respective data or application category with the

DLP rule function.

Every single security policy — data and application policies alike — comprises two parts:

1. Security settings
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2. Logging settings

Security settings — data policy

In security settings for data policies you can set where files may be stored and where they can be

moved.

Security policies > Create/edit security policy
1. Policy name and description 2. Security settings 3. Logging settings

1. Policy name and description: My policy name, Policy description
2. Select the security policy that will be used to protect data and apply exceptions if needed.

SECURITY SETTINGS

Area access

Local drives: 5] Allow
External devices:  m—m—m—m-{n] Alow
Printers: [F}-m—m—m—a Inherit
MNetwork: m—a—u-{s}-m Zone

Encrypted drives:  m——at—{x] Allow
Operations

Screenshots:  m—a—a—{n] Allow
[F}—s—=—m Inherit
Burning: === MNotify

Clipboard:

Advanced Setting

Exclusive application access
Mode: m——{s—a Inherit
Add application

Category Full access

(Mo items)

Setting an area access

Tag distribution
Mode: [s-m—m—=—a Inherit

Add extension

Extensions

(Mo items)

® Local drives — here you set where files may be saved and copied in the file system on the
user PC. In these settings, please note that certain applications, in order to run correctly,
need to store temporary files and related files on the local disk. By applying too stringent set-
tings, they may stop working. You can choose from the following options:

o Allow- files may be stored everywhere on the user PC.

o Inherit — the settings will be inherited from the security policy set in the DLP rule on the
higher-level group (if such a security policy exists).

o Custom — after choosing your own settings, you can specify the restrictions for disks and
folders where files may be moved. Use the Add path button to add path to the list. You can
use the scroll bar and specify the following for every independent path or disk:

Deny — files may not be saved or copied to the path.

Crypt — the file will be encrypted when copied or moved to this path. The user will be
asked to enter a password. Then the files will be saved as an encrypted archive (.dcf).
To unpack the archive, the user will need to enter the same password as used for creat-
ing the archive. For more on working with archives, see the section Archives.

Inherit — the settings will be inherited from the security policy set in the DLP rule on the
higher-level group (if such a security policy exists).

Notify —when saving or copying a file to this path or disk, the user will see a notification
in the dialog and a corresponding record will be made in the DLP protocol.

Allow— copying or saving to a path will be allowed.
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Security policies > Create/edit security policy
1. Policy name and description 2. Security settings 3. Logging settings

1. Palicy name and degcription: My policy name, Policy description
2, Select the security policy that will be used to protect data and apply exceptions if needed,

SECURITY SETTINGS <= Hide —
As
reaaccess Using these settings you can spedfy the paths that can be used to store
Local drives: m—s—m Custom o sensitive data. The disk containing the operating system cannot be disabled. :
External devices:  m—m—m—m-{=] Allow Add path
Printers: [F-m—m—m—a Inherit Path Mode Remove
Network: =——u-{a-m Zone ChData\Finance m———-{u] Allow Remaove
Encrypted drives:  m———{a] Allow D\Media m-{a-—=—u Deny Remove
Operations
Screenshots:  m—m—a—{s] Allow
Clipboard: [E}-m—=—a Inherit
Burning: Noti
“ming = Notfy Enabling/disabling spedific paths has higher priority than whole non-system disk
settings.:

e External devices — here you can set what external device files may be saved on or copied to.
You can choose from the following options:

o Deny —files may not be saved or copied to any external device.

o Notify — when saving or copying a file to an external device, the user will see a notification
in the dialog and a corresponding record will be made in the DLP protocol.

o Inherit — the settings will be inherited from the security policy set in the DLP rule on the
higher-level group (if such a security policy exists).

0 Zone — this options allows you to specify for every zone whether files may be saved or
copied to an external device in the respective zone.

Deny —files may not be saved or copied to an external device being part of the zone.

Encrypt — when saving or copying files to an external device being part of the zone, the
user will need to enter a password. After entering the password, the files will be saved
on the external device as an encrypted archive (.dcf). To unpack the archive, the user
will need to enter the same password as used for creating the archive. For more on
working with archives, see the section Archives.

Inherit — the settings will be inherited from the security policy set in the DLP rule on the
higher-level group (if such a security policy exists).

Notify — when saving or copying a file to an external device being part of the zone, the
user will see a notification in the dialog and a corresponding record will be made in the
DLP protocol.

Allow— copying or saving on external device being part of the zone is allowed.
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Security policies » Create/edit security policy
1. Policy name and description 2. Security settings 3. Logging settings

1. Policy name and description: My policy name, Policy description
2. Select the security policy that will be used to protect data and apply exceptions if needed.

Security settings << Hide —

Area access .
Custom zone settings

Local drives: ——{n] Allow
a - MName Mode
External devices: m—m—m-{sl-m Zone -
FT-zone2 0O Allow
Printers: E—m-{a-m—m Notify FT-zonel m—a—m-{mHm Crypt
Network: ] Allow Mot in zone [/ Mot set m-{n-m—u—u Deny
Encrypted drives:  m———{m] Allow
Operations

Screenshots:  m—m—{n]—m Motify
Clipboard: m—m—{n—u Motify
Burning: w—{u—m—a Deny

Add devices or edit zones

o Allow— copying or saving on any external device will be allowed.

¢ Printers — the settings of the security policy for printers are analogous to those for external
devices.

e Network — the settings of the security policy for network access are analogous to those for
external devices.

e Encrypted drives — here you can allow or Deny access to disks encrypted by Safetica. You
can also specify access to different types of encrypted disks: Local encrypted disks, Network
encrypted disks and External encrypted disks. For more on encrypted disks, see the section
Virtual and Physical disks.

Setting an operation

® Screenshots — here you can allow or deny the print screen function or similar screenshot
functions for files.

¢ Clipboard — here you can allow or deny the use of the clipboard for files (Ctrl+C, Ctrl+V, Ctrl
+X, etc.). If denied, the clipboard cannot be used on file contents. If denied, the Ctrl+C action
can be used on the file in the file system but operation Ctrl+V operation will be denied if the
file will be copied to restricted area or application.

e Burning — here you can allow or deny the writing of files on a medium.

Advanced settings
Exclusive application access

Through the Allow list or Deny list, you can specify for the application category what applications
shall have access to the files to which the security policy applies. For the Allow list only applica-
tions in the application categories found on the list will have access to the files. For the Deny list
only applications in the application categories not found on the list will have access to the files.

Click Add application category and a dialog will appear where you can choose the application cat-
egory. After choosing a category, click OK and the application category will be added to the list, so
you can set access to the data category in it.

Tag distribution

When you open a file tagged with a data category to which this security policy shall apply in any ap-
plication, then any file saved from this application will be tagged with the same data category as the
file opened in the application. You can set the extension of the tagging as follows:
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¢ Deny — tag distribution is denied. The files saved from the application will not be tagged with
any data category.

e Inherit — the settings will be inherited from the security policy set in the DLP rule on the
higher-level group (if such a security policy exists).

¢ Allow list — output files with an extension present on the list will be tagged with the data cat-
egory of the file that is open. If you leave the list blank, no output file will be tagged.

e Deny list — output files with an extension not present on the list will be tagged with the data
category of the file that is open. If you leave the list blank, all output files will be tagged.

¢ All files — all files to be saved from the application in the application category will be tagged
with the data category.

Example: A data category Financial files has been created and several files are tagged. The data
category has a security policy assigned in which tagging extension to the Allow list is set. The list
shows only the .docx extension. When the user opens a file tagged with the “Financial data” data
category in any application and saves a new file with the .docx extension from that application, then
this new file will be tagged with the data category Financial data.

Logging settings - data policy

You can set in the data policy which file operations shall be recorded in the DLP protocol. You can
record the following operations:

¢ Open file — a record is made when a file tagged with the data category is opened.
e Copy file —arecord is made after a file tagged with the data category is copied.

e Operations using encryption — a record is made of operations in which a file is encrypted by
Safetica.

¢ Delete file — a record is made when a file tagged with the data category is deleted on the cli-
ent workstation.

¢ Printing — a record is made when a file tagged with the data category is printed.

e Screenshot creation — a record is created whenever a screenshot is made.

¢ Clipboard operations — a record is created whenever user uses clipboard for file operation.

e Burning —arecord is made when a file tagged with the data category is written on a medium.
Operations have several recording modes:

¢ Do not log — the respective operation is not recorded.

¢ Log blocked — only blocked file operations are recorded.

e Inherit — settings are inherited from the higher-level group.

e | og all — allowed and blocked operations alike are recorded.

Note: The recording settings can be influenced by Global settings with the DLP protocol function
where the recording of operations can be activated globally. In this case, operations are recorded if
at least one of these settings allows recording. A simple rule is applied here: “recording” prevails
over “not recording”. For example, when recording the Opening of a file:

¢ Local (in data policy) — Do no record.
e Global (in DLP protocol) — Record all.

¢ Resulting settings —> Record all.
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Security policies = Createledit security policy
1. Policy name and description 2. Security settings 3. Logging settings

1. Policy name and description: My policy name, Policy description
2. Security policy settings set.
3. Set the logging options for operations performed on selected category.

Logging settings < Hide —
Open file: m—m—u—{s| Log all Printing: m—m—u—{s] Log all
Copy file: m—=—{s—a Log blocked Screenshot creation:  m——{m}—m Do not log
Move file: w—{u—m—a Donot log Clipboard operations: m—m—{s}—# Log blocked
Delete file: m—a—{5] Log all Burning: m——a—{5] Log all
Operations using encryption:  —{a}—a Do not log E-mails: B———{5] Log blocked
Advanced Settings << Hide —

Extensions

Mode: m—m—{ml—m Deny list

Add extension

Extensions Remove
Text Files Remove

Advanced settings

In Advanced settings you can use the Deny list or Allow list to determine which file types shall be

recorded. You do this by adding extensions or their categories to the list. For the Deny list, opera-
tions will be recorded on all files in the system except for those whose extensions are on the list.

For the Allow list, only operations on files with extensions on the list will be recorded.

Security settings - application policy

Security settings for the application policy are intended for deciding how users can work with ap-
plications. You can specify applications’ access to paths and disks in the system and decide which
operations shall be allowed or denied in these applications. The settings are analogous to the data
policy settings.

Setting an area access

® Local drives — here you can set what parts of the file system applications will have access to
on the user PC.

e External devices — here you can set what external devices applications will have access to.

¢ Printers — the settings of the security policy for printers are analogous to those for external
devices.

¢ Network —the settings of the security policy for network access are analogous to those for
external devices.

e Encrypted drives — here you can allow or deny access of applications to disks encrypted by
Safetica. You can also specify access to different types of encrypted disks: Local encrypted
disks, Network encrypted disks, External encrypted disks. For more on encrypted disks, see
the section Virtual and Physical disks.

Setting an operation

® Screenshots — here you can allow or deny the use of the print screen function for applica-
tions.
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¢ Clipboard — here you can allow or deny the use of the clipboard for applications (Ctrl+C, Ctrl
+V, Ctrl+X, etc.).

¢ Burning — here you can allow or deny the writing of applications on a medium.

Advanced settings
Data access

Through the Allow list or Deny list, you can specify for the data categories to what data categories
(files marked with a data category) the application category shall have access. For the Allow list the
application category will have access only to the data categories found on the list. For the Deny list
the application category will have access only to the data categories not found on the list.

You can use this option to specify what files, tagged with the data category, the applications to
which this security policy applies can access.

Click Add data category and a dialog will appear where you can choose the data category. After
choosing a category, click OK and the data category will be added to the list, so you can set what
access applications from the application category will have to it — allow or deny.

Tag distribution

When you open a file, tagged with a data category, from the application category to which this se-
curity policy applies and create a new file in this application, then this file will be tagged with the
same data category as the one used for tagging the file that is open. You can specify to what files
the tagging shall be extended on application output in the following ways:

e Deny — tag distribution is denied. The files saved from the application will not be tagged with
any data category.

¢ Inherit — the settings will be inherited from the security policy set in the DLP rule on the
higher-level group (if such a security policy exists).

e Allow list — new files with an extension present on the list will be tagged with the data cat-
egory of the file that is open. If you leave the list blank, no output file will be tagged.

e Deny list — new files with an extension not present on the list will be tagged with the data cat-
egory of the file that is open. If you leave the list blank, all output files will be tagged.

e All files — all files to be saved from the application in the application category will be tagged
with the data category.

Example: There is a security policy in which tagging extension is set to the Deny list assigned to
the Picture elmage editors application category. The list shows only one .jpeg extension. When you
open a file tagged with any data category in a picture elmage ditor and subsequently save a new
file from it with any extension but .jpeg, then this new file will be tagged with the data category Fin-
ancial data.

Default tags
Default tags

In this section you can specify what data category the files saved from applications in the applica-
tion category subject to the security policy shall be marked with. Files saved from the application
will be automatically marked with data categories found on the list.

Extensions

You can use the affixes in the Allow list or Deny list to specify what files shall be marked with the
data category on the output. For the Allow list only files with their affix found on the list will be
marked. For the Deny list only files with their affix not found on the list will be marked.
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Recording settings — application policy

In the application policy you can set which application operations shall be recorded in the DLP pro-
tocol. You can record the following operations:

e Open file — arecord is made when an application file is opened.
e Copy file —arecord is made when afile is copied.

e Operations using encryption — a record is made of operations in which a file is encrypted on
application output by Safetica.

¢ Delete file — a record is made when an application from the application category deletes a file
on the client workstation.

¢ Printing — a record is made when a file from the application in the application category is prin-
ted.

e Screenshot creation — a record is made whenever a screenshot is made and the application
from the application category is in the foreground

¢ Clipboard operations — a record is made for a clipboard operation in the application.

e Burning —arecord is made when an application file from the application category is written
on a medium.

Every operation has several recording modes:
¢ Do not log — the respective operation is not recorded.
¢ Log blocked — only blocked file operations are recorded.
¢ Inherit — settings are inherited from the higher-level group.
¢ Log all — only files are recorded.

Note: If nothing is set in this section, recording will proceed based on global settings in the DLP
protocol. If there is a difference between local and global settings in the DLP protocol, the settings
with the allowed recording option is applied. For example, when setting the recording of the Open-
ing of a file:

¢ Local (in data policy) — Do no record.
e Global (in DLP protocol) — Record all.

¢ Resulting settings —> Record all.

Advanced settings

In Advanced settings you can use the Deny list or Allow list to determine which file types shall be
recorded. You can do this by adding extensions or their categories to the list. For the Deny list, op-
erations will be recorded on all files in the system except for those whose extensions are on the
list. For the Allow list, only operations on files with extensions on the list will be recorded.

Creating a security policy

If you wish to create a new security policy, click New security policy.

1. Inthe first step specify the name, description and type of the new security policy using the
slider:

o Data policy

o0 Application policy
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Security policies » Create/edit security policy
1. Policy name and description 2. Security settings 3. Logging settings

Policy type: m———nm] Data policy

Name: My paolicy name

Description: | palicy description

When finished, click Next.

2. Inthe second step use the slider and list of basic and/or advanced security settings for the
security policy you are creating. When finished, click Next.

3. Inthe second step use the slider and list of basic and/or advanced security settings for the
recording of files subject to the security policy. Finally, click Finish. The security policy will

be added to the respective list of policies. To save the policy, click v .

5.2.2.4 Zones

Zones can be used for creating named sets of external devices, printers, IP addresses, network
paths and e-mails which we can link to as separate entities. You can then use them in security
policies, DLP rules and Device control. Zones can be arranged in a tree structure.

Zones are available via Safetica Management Console -> DLP/Administration and settings ->
Zones.

View description

The upper left section of the view shows the list of zones that have been created. After marking a
zone in the list on the left, detailed information on the zone will be displayed on the left: zone name,
and description.

The content of the zone can be found in the bottom left of the view.

Click Add zone to open the new zone dialog, enter a name and description for it and specify
whether it shall have a parent zone or not. A parent zone is one which had been marked in the list
on the left when creating a new zone.

Click Add item in zone content and the new item wizard will open to add a new item to a zone.

By clicking Edit with the respective zone in the list on the left, you can change its name and de-
scription.

The Unassigned items section on the right contains a list of available external devices and printers
found on workstations with SEC. These devices and printers have not yet been assigned to any
zone. By moving them to the zone content list on the left, you can assign them to the zone marked
on the left.
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BASIC INFORMATION << Hide —

Zones view allows you to create the zones, that can contain external devices, printers, [P addresses, e-mail addresses and 9
network paths, The zones can then be used in DLP rules and Security policies features, .

Help

Zone content  Unassigned items (25)

Here you can find all the existing zones. You can view their content or add new devices to them.

7one name ZONE INFORMATION
!i FT-zonel Edit Remove Zonename:  FT-zone2
—l— FT-zone2 Edit Remove Description:  adas
JetFlash Transcend 8GB USE Device Details Remove
Bg Printers
(Mo items)
=1EY IP addresses
(Mo items)
=1&® Network paths
(Mo items)
= < E-mails
(Mo items)
o | 7 0z0 [

Creating a new zone and adding items

To create a new zone, you first need to decide whether the new zone shall be on the top level or
whether it shall have a parent zone. Parent zones cover all zones below them.

e Top level zone — click Add zone. In the dialog enter the name and description, and set the
parent zone slider to None. Confirm what you have input with OK and the zone will be added
to the list.

e Zone with parent zone — go to the zone list and mark the zone that you wish to act as the
parent zone for the zone being created. Click Add zone. In the dialog enter a name and de-
scription for it, and set the Parent zone slider to the name of the parent zone. Confirm what
you have input with OK and the zone will be added to the list.

Note: You can move zones within the tree structure by dragging them using the mouse.
To edit the zone content, proceed as follows:

1. Inthe zone list on the left, mark the zone whose content you wish to edit. The zone’s cur-
rent content will be displayed in the left bottom. Click the Remove link with the respective
zone item and the item will be removed. To add a new item to the zone, click Add item.

2. The wizard lets you choose from among the following items which the zone can contain:
o External devices
o Printers
o IP addresses
o Network paths
o E-mails

Click the item you wish to add. The corresponding view for adding the item will open.
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Zones > Zone item wizard

1. Choose which type of items you want to add to zone FT-zone2

EXTERNAL DEVICES

External device TGRS add external devices (such as USE flash disks) using the vendor, product and device identification. Afterwards these
_ B dcvices can be used in other views - e.g. it can be set as allowed in security policies.

NETWORK

P address You can add spedific IF addresses into the zone. You can use zone with IP address in other views like DLP rules or Security
_ policies management.

R | oucan add spedfic network paths. Afterwards these network paths can be used in other views - e.q. it can be set as allowed
i in security polides.

=— ‘fou can add spedific e-mail addresses, Afterwards these e-mail addresses can be used in other views - e.q. it can be set as
allowed in security policies.

By You can add spedific network printers, Afterwards these network printers can be used in other views.

Previous Mext Finish

Adding an external device

There are two options for adding an external device to the zone. Choose one of the following op-
tions with the slider:

0 Automatically — in automatic mode it is enough to connect the external storage device to
the PC where SMC is running. When connected, the device will be added to the list.

o Manually —in this mode you must enter the data on the device in the text fields first, so
that the device can be clearly identified. This includes the Vendor ID, Product ID and
serial number. You can obtain this information from the device packaging or from the
manufacturer. Click Add and the device will be added to the list.

You can add several external devices to the list.

1. Choose which type of items you want to add to zone external device
2, Add devices to zone

EXTERNAL DEVICES
Devices adding:  m——————{a] Automatically Drive letter Description Vendor ID Product ID Serial Mumber
Insert devices into computer. They will be G: (ADATA SH... ADATA HDD S... 125F SHO460722050 Remove

automatically added into zone.

160



Zones > Zone item wizard
1. ltem choice 2. External device

1. Choose which type of items you want to add to zone FT-zonel
2. Add devices to zone

EXTERNAL DEVICES
Devices adding: [W————— Manually Drive letter |Description |VendorID  |ProductID |Serial Mum...
Description: USB 01 (Mo items)
Vendor ID: a75
Product ID: 545757

Serial Mumber: | 735745-574-4754

Add

Adding an IP address

You can add an IP address to the zone in three ways. Choose one of the following options with the
slider:

o |IP address — enter the IP address in the respective field and click Add to add the IP ad-
dress to the list on the right.

o IP address with mask — enter the IP address in the respective field with the network
mask and click Add to add the IP address to the list on the right.

o IP range — enter the start and end address of the range in the respective box and click
Add to add the range to the list on the right. All addresses within this range, including the
start and end addresses you have entered, will now belong to the zone.

You can add several addresses to the list.
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Zones > Zone item wizard

1. ltem choice 2. IP addresses

1. Choose which type of items you want to add to zone FT-zone2
2. Add ip addresses to zone

IP ADDRESSES

Type: [m—=—= P address 1P address
IP address: 192 , 168 . 75 . 21| 192.168.100.12 Remove
192,168.102.2 (Mask: 255.255.255.0) Remove

Add IP address

192.168.54.80 - 192.168.54.100

Remove

Adding a network path

Enter the path in the network format (e.g. \\Data\Finance) in the text field and click Add to add the
path to the list on the right.

You can add several network paths to the list.

1. Item choice 2. Network path

1. Choose which type of items you want to add te zone FT-zone2
2. Add network paths to zone

NETWORK PATH

Network path: | \\MyDocuments\Shared\Video| Network path
\\Shared\Data Remove

Previous MNext

Adding an e-mail

Enter the e-mail address in the text field and click Add to add the address to the list on the right.
You can add addresses in two ways: the conventional way (e.g. name@domain.com) or by do-
mains (e.g. @domain.com applies to the e-mail addresses anna@domain.com, thomas@do-
main.com, etc.) where all e-mail addresses in the e-mail domain entered will be added to the
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Zone.

You can add multiple e-mail addresses to the list.

Zones > Zone item wizard

1. ltem choice m
1. Choose which type of items you want to add to zone FT-zone2
2. Add emails to zone
EMAIL
Email: anna@test.com| Email

Adding a printer

You can add two printer types to the zone. Use the slider to choose the printer type you wish to
add.

o TCP/IP (network printer) — this printer is connected directly to the network. Enter the
printer name and printer IP address in the respective fields. Then, use the slider to se-
lect the type of the printer protocol (Raw, LPR) and — depending on the protocol type —

enter the port number andof queue name. By clicking Add, the printer will be added to
the list on the right.

o0 Shared printer — this printer is shared across the network. Enter the printer name and

path to the printer in the respective fields (e.g. \\Server\SharingName). By clicking Add,
the printer will be added to the list on the right.

You can add several printers to the list.
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Zones > Zone item wizard

1. Choose which type of items you want to add to zone FT-zone2
2. Add netwrek printers to zone

PRINTER FORBIDEN
Printer type:

Printer name:

MNetwork path:

—{] Shared

Printer 07

\\PronterShare\Printero7|

Printer forbiden

Printer 05 Remaove

Previous MNext

3. Finally, click Finish and the respective item will be added to the zone. To confirm the

changes, click the button on the top right.

5.2.2.5 Data categories

In the Data categories view you can create an unlimited number of data categories. Data categor-
ies are used for splitting files into different groups depending on who can work with the files. Sub-
sequently, different DLP rules — intended for securing the data category of tagged files — can be ap-
plied for every data category. In File tagging you can then assign these categories to different files.
This is what we call “data tagging”.

Data categories are available via Safetica Management Console -> DLP -> Data categories.

View description

The left section of the view shows the list of data categories. After selecting the categories on the
list, the name and description of the data category will be displayed on the right.

Data categories v X

BASIC INFORMATION

=< Hide —

Data category management feature offers the ability to create arbitrary number of data categories. These categories are 9
used te divide files into separate groups according to whe, where and how can use this data. For each data category .
several DLP rules can be created, that enable you to secure the files tagged with this categery. Categories can be assigned alh

to files using the File tagging feature, Help

MNew data category

Category

PU Edit Remove
My data category Edit Remove
FT-cat Edit Remowve

J5

m
(=%
=
el
m
El
=
=
m

DATA CATEGORY INFORMATION

Mame: VS data cat 1

Description:  Description

Creating a new data category

If you wish to create a new data category, click New data category. Enter a name and description
and by clicking OK the category will be added to the list shown on the left. To save a new category,
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click or cancel the changes you have made with m on the top right.

Editing a data category

You can edit the name and description of an existing data category by clicking the Edit button on
the list with each data category.

5.2.2.6 Disk guard

Disk guard allows you to set access rights for the users, computers or groups to access a system
and network paths or system disks through a simple set of rules. For example, you can choose
drives the users can access or only use for reading, or select specific paths or folders.

Disk guard is under DLP -> Disk guard

Main settings

In the SMC settings mode this feature can be enabled or disabled using the slider in the header of
this view.

e Disabled — function is not activated.
¢ Inherit — function mode is not set. Settings are inherited from the parent group.
e Enabled — function is activated.

Using the Logging slider you can enable logging of access actions. You can view a record about
these actions in visualization mode.

Disk guard is set only for users, computers, groups or SMS you have highlighted in the user tree. In

order to apply settings, you have to save the changes using the button or you can cancel the

changes you have made using the m button in the upper right corner.

Disk guard s—=—0 Enabled © W v X
BASIC INFORMATION < Hide —
Disk guard feature offers the ability to deny the access te local drives and local or network paths. Attempts to access these 9
locations can be logged also. .
Help
LOGGING SETTINGS < Hide —

Logging: m—m—{n| Enabled

PATHS

Add local path |l Add network path

Path Access

=l Local paths
CA\Data —a—n] Allow Eemove
D\Media\ Audio [w}——t—m Deny Remove
El Network paths [E—#—=— Inherit
‘- \\Shared\Finance
El Drives
A [E——=—a Inherit
B [Ea—m—a Inherit
C —a—a—{u] Allow
[} m—a—{s—a Read only
E m—a—{i—m Read only
E m—{u—m—a Deny
fad [T B, R
Path rules

You can specify access rights for three types of paths:
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¢ Local paths — path to folders on an end station (e.g. D:\Folder\name).

e Network paths — path to folders shared over the network. You must enter the path in the net-
work format (e.g. /Shared/Folder )

e Drives —there is a list of letters which identifies drives. You can set access rights for each
drive there.

The following types of access settings are available:
¢ Inherit — function is not set. Settings are inherited from the higher-level group.
e Deny — users have no access to disks or paths.

¢ Read only — a user can only view or read content on this disk or path. This means they can-
not save anything to these path or disk.

¢ Allow - this disk or path can be accessed by a user in any way.
You can add a local path by clicking on the Add local path button.
You can add a network path by clicking on the Add network path button.
You can set access rights to specific drives identified by letters after expanding the Drives section.

Note: If you enter the system disk letter as a parameter, operating system features on a client sta-
tion might be blocked.

Visualization

There are records about access to paths and drives defined in settings mode. The data that you
can see in the visualization mode is only shown for the users, computers or groups that you have
selected in the user tree. The visualization mode is then divided into two sections. In the top part of
the view is an area for rendering charts. Available charts for the current function can be found in the
list on the right. Clicking on them and dragging them to the chart viewing area will show them. To

remove a chart from the list, click on the x button in the top right corner of each chart.
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Disk guard (D Time: 2/11/2013 - 3/21/2013 50 | ayout: Recent =

CHARTS e —

Top users

The most used ¢l X File operations timeline b 4
applications

Top operations

4000

VMware Tool... = 3000+
=)
i=]
© 2000

1000

Others b i M L

0
2/13/2013 2/22/2013 3/2j2013 3/11/2013 3/20/201

Microsoft Wi...
VMware Tool...

Windows Ex 1 @ Open File
Total Comm... @ Move File
- Delete File
RECORDS <= Hide —
Drag below this text the columns you want to group by Clear all filters
Y User name
¥ Operation
¥ Application ¥ Source Y Destination Date and time
& User name: Administrator Total count: 4033
User mame: Filip.Tomsik Total count: 3060
User name: Filip.Tomsik2 Total count: 8
User name: martin.plisek2 Total count: 22
User name: peter.uradnik3 Total count: 5502
User name: peter.uradnik4d Total count: 3779
HE < 0z0

Available charts:

e Top users — a chart containing the users who have the most records (up to 7 users are
shown).

e The most used applications — a chart with the applications that the users most frequently use
to work with files (up to 7 applications are shown).

e Top operations — a chart with the most frequent file operations.
¢ File operations timeline — a chart containing a count of file operations in time.

In the bottom part is a table with detailed records. Each record contains several types of informa-
tion represented by columns. The list of available columns can again be found at the right side of
the table. Dragging a column from the list and dropping it onto the table will view that column in the
table. By clicking on the header of the column and dragging it, you can change the ordering of the
columns in the table. Use the same method to drag column headers to the part above the table.
The records in the table will then be grouped according to the type of the column above the table.
To remove a column from the table, drag it back to the list of columns on the right.

Available columns:
e Date and Time — date and time when the record was logged.
e PC —name of the PC where the record was taken.

e User Name — the name of the user under whom the record was made.

Application — name of the application which used the access path or disk.

Source — the name and path of the file operated on.

Destination — the target path in copying and moving operations.
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e Operation — the type of the access operation that was performed: Open File, Delete File,
Move File, Write, Read.

You can also filter the records. To open a filter for a column of your choice, click on the ¥ putton
next to the header of that column. Enter text in the dialog that appears or choose an item from the

list to filter the column by that item. Clicking on the button will add the item to the filter list.
This list can be of any length. After confirming the filter by pressing the OK button, the table will only
show those records that corresponded to at least one filter in the list.

You can learn more about the settings and visualization interface in the chapter Logs and visualiza-
tion.

5.2.2.7 Device control

Safetica controls the access that peripheral devices connected to the PC have to the system, and
disables them if appropriate. This helps to protect against users installing unwanted applications
and viruses on company computers as well as preventing them from taking sensitive company in-
formation on unauthorized media. For example, you can disable all USB devices and progressively
allow particular devices for particular employees.

Device control for USB devices is based on Zones. Before you start setting access to USB
devices, you must create a zone and insert USB devices there.

For devices connected via USB and Bluetooth interfaces, DLP provides the ability to set more de-
tailed access rights using several parameters.

Main setting

In the settings console mode this feature can be enabled or disabled using the slider in the header
of this view.

¢ Disabled — function is not activated.

¢ Inherit — function mode is not set. Settings are inherited from the parent group.

e Enabled — function is activated.
You can edit zones by clicking on the Edit zones button.
Device control is only set for users, groups, computers or branches you have highlighted in the
user tree. To apply the settings you have to save the changes using or you can cancel the

changes you have made by m in the upper right corner.
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Device control =——=—[ Enabled @ WV X

<< Hide —

BASIC INFORMATION

set access to USB devices using the Zones feature,

Device control feature offers the ability to allow or deny the usage and access to various types of external devices. You can . 9

Help

<< Hide —

LOGGING SETTINGS
Log Settings:  [F}——@—a Inhert

<< Hide —

EXTERNAL DEVICES

Using this button you can switch to Zones view, where you can manage the existing zones, create new ones and add new
devices.

Add devices or edit zones

Device Type Option Details
= . USB 0 Allow
=2 !iZone: FT-zonel —a—a—{5] Allow
bumbrla Details
B!ilone: FT-zone2 m—{m—a—a Deny
JetFlash Transcend 8GB USE Device Details
€ BLUETOOTH —a—a] Allow
“o* FIREWIRE [s—=——= Deny
il INFRARED [M}—=——a Deny
WeT ——a] Allow
W com [R—=——a Deny
© cp/ovD m—=—{5—& Read only
Logging settings

Additional settings provide tools for monitoring and alerts.

e Log settings — Serves as a parameter for creating information for the detailed overview.

o Inherit — settings are inherited from the parent group.

o Do not log — No information about connected devices at the client station is logged in the
detailed overview.

0 Log blocked — Information about devices that are blocked due to set rules is logged in the
detailed overview.

0 Log all — Information about blocked and enabled peripheral devices connected to the client
station is logged in the detailed overview.

¢ Advanced monitoring — when choosing this option, also other types of devices of types other
than "USB Mass Storage” will be recorded.

Overview of devices and configuration options
You can specify access to several types of devices:

e USB - you can specify user access to USB devices using Zones, so you must create a
zone first and insert USB devices into the zone. To add new USB devices to a zone or cre-
ate a new zone, click on Add devices or edit zones button. You can set the following options
for each zone or USB device:

o Inherit — option is not set. Settings are inherited from the parent group
o0 Deny — access to the USB device is denied.

0 Read only — USB device is connected in read-only mode. A user cannot write to the USB
device.

o Allow— access to the USB device is allowed without restriction.

¢ Bluetooth, FireWire, Infrared , COM, LPT, CD/DVD, Generic — for these devices you can set
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the same options as for USB.

Visualization

There are records about access to devices defined in settings mode. The data that you can see in
the visualization mode is only shown for the users, computers or groups that you have selected in
the user tree. The visualization mode is then divided into two sections. In the top part of the view is
an area for rendering charts. Available charts for the current function can be found in the list on the
right. Clicking on them and dragging them to the chart viewing area will show them. To remove a

chart from the list, click on the x button in the top right corner of each chart.

Device control () Tim 0 | ayout: Recent = Q

CHARTS <= Hife —

Most used device types @ i | X Blocked / allowed devices e

6
=

Non-productive

Productive

RECORDS << Hide —
Drag below this text the columns you want to group by Clear all filters PC
¥ User name Y Device Type ¥ Action ¥ Description Date and time ¥ Vendor ¥ Device identific...

Filip. Tomsik Allowed Disk drive 2/25/2013 08:29:54 ...

Filip. Tomsik USE Deny write Disk drive 2/25/2013 12:59:16 ... 8564 8564-1000-0902100...
Filip. Tomsik UsB Blocked Disk drive 2/25/2013 01:01:15 ... 8564 6564-1000-0302100...
jakub.simon3 USB Blocked 2/25/2013 02:34:30 ...

jakub.simon3 USB Blocked 2/25/2013 02:52:57 ...

jakub.simon3 USB Blocked 2/25/2013 02:57:45 ...

jakub.simon3 USB Blocked 2/25/2013 02:59:14 ...

jakub.simon3 USB Blocked 2/25/2013 03:01:12 ..,

jakub.simon3 USB Blocked 2/25/2013 03:02:10 ...

jakub.simon3 USB Blocked 2/25/2013 03:11:48 ...

peter.uradnik3 com Blocked Ports (COM & LPT) 2/26/2013 09:59:05 ... -

| JF4 0z0 [¥

Available charts:
¢ Blocked/Allow devices — a chart containing blocked and allowed devices.
e Type of devices — a chart containing the number of records divided by device type.

e Top users — a chart containing the users who have the most records (up to 7 users are
shown).

In the bottom part is a table with detailed records. Each record contains several types of informa-
tion represented by columns. The list of available columns can again be found at the right side of
the table. Dragging a column from the list and dropping it onto the table will view that column in the
table. By clicking on the header of the column and dragging it, you can change the ordering of the
columns in the table. Use the same method to drag column headers to the part above the table.
The records in the table will then be grouped according to the type of the column above the table.
To remove a column from the table, drag it back to the list of columns on the right.

Available columns:
e Date and Time — date and time when the record was logged.

e PC —name of the PC where the record was taken.
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e User Name — the name of the user under whom the record was made.

e Device type

e Description — detailed description of device.

e Action — if the device was Allowed, Blocked, set as Read-only, Disconnected.
¢ Drive —to what unit (drive letter) the device is mapped.

¢ Device identification — ID numbers which identify the device: <Vendor ID>-<Product ID>-
<Serial number>.

¢ VVendor — name of the device vendor including vendor ID.

You can also filter the records. To open a filter for a column of your choice, click on the ¥ button
next to the header of that column. Enter text in the dialog that appears or choose an item from the

list to filter the column by that item. Clicking on the button will add the item to the filter list.
This list can be of any length. After confirming the filter by pressing the OK button, the table will only
show those records that corresponded to at least one filter in the list.

You can learn more about the settings and visualization interface in the chapter Logs and visualiza-
tion.

5.2.3 Endpoint Security Tools

What good are top security systems when employees use easy passwords or even note them
down on a piece of paper? Teach them to observe correct security habits. Make work easier for
your IT support staff in fixing forgotten passwords every day.

Provide for your employees to safely and irrevocably delete any unnecessary data and lock their
computers when leaving for lunch. This way you will prevent casual bystanders from using com-
pany computers and accessing sensitive company data.

Even your employees will be able to use the Endpoint Security Tools features. Endpoint Security
Tools can run in the following modes depending on the setting:

1. User interface with security tools and a context menu available by right-clicking on the icon
(available only with a valid DLP license)

2. Hidden mode with basic user actions available only from the contextual menu without a
user interface (available only with a valid DLP license).

3. Invisible mode without Endpoint Security Tools and a contextual menu. Only Safetica Client
Service runs on the client station and the functions of Endpoint Security Tools will not be
available.

If you allow your employees to use Endpoint Security Tools in any of the modes mentioned above,
it will empower them to cooperate in maintaining the highest level of security in your company. It is
the interest of employees to keep the company healthy and protect it from leaks of sensitive data.

Endpoint Security Tools form a part of the DLP module.
Main benefits
* Eliminate the use of passwords endangering your company security

e Reduce the stress on your IT support staff who have had to deal with endless tickets for for-
gotten passwords.

e Deleted data will remain unreadable forever.

e Guard information from spyware.
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e Users forgetting passwords will not cost you any important data.

¢ Protect workstations when employees are absent from their desks.

5.2.3.1 Endpoint Security Tools settings
Here you can customize a large part of Endpoint Security Tools in the main settings.

You can find the Endpoint Security Tools main settings in DLP -> EST settings.

The settings will apply only to users, computers or whole groups you have highlighted in the user
tree.

EST settings @ WV X

BASIC INFORMATION =< Hide —

Endpoint Security Teols (EST) are part of Safetica Endpeint Client and are available only when there is a valid Safetica DLP licence, The user can 9
utilize EST to manage the encrypted disks, use the data shredder or the password database. In the following sections you can set basic security .
settings for EST at endpoint to force the appropriate security level. alh

Help

SYSTEM SETTINGS
Run on system startup: m—{i—m Inherit
Assocate .doo, (def and .ded files with Safetica: {5 —m Inherit

DISK AND ENVIRONMENT SETTINGS

Client GUI mode: [F—s—m—m Inherit
Forced disk unmounting: B—{i—a Inhernt
Access to connected disks: {7 Inherit
Forced disk unmounting hotkey (Win-Ctrl-Q): m—{i—m Inherit
Digk unmounting hotkey (Win-Ctrl-U): {7 Inherit
SECURITY RULES

Data shredder mode: [F—s—m—m Inherit
Forced disk password change: B—{i—a Inhernt
Change password every: 0 = days

Passwaords remembering: B—{i—a Inhernt
Minimum password level: [F-m—m—m—m Inherit
Enforce these settings on dient: m—{i—m Inherit

System settings

® Run on system startup — if you enable this option, Endpoint Security Tools GUI is automatic-
ally started when the operating system starts up. This option does not affect the client ser-
vice startup, as this is always started.

e Associate .dco, .dcf and .dcd files with Safetica — files with Safetica software extensions can
be opened outside the Windows Explorer if this option is enabled.

Disk and environment settings

¢ Client GUI mode — Endpoint Security Tools can work in three modes defining which features
of Endpoint Security Tools will be available to users.

o Invisible —there is no Endpoint Security Tools graphic interface on the client. Only a ser-
vice connecting to the administrator console and enforcing modules’ (Auditor, DLP, Su-
pervisor) security settings is running. Endpoint Security Tools are therefore not available
to the user.

o Tray only — in the notification area (tray) you can find the & icon, which enable man-

aging (connecting, disconnecting, creating) disks over the contextual menu. The main
Endpoint Security Tools user interface is not available to the user. They can only use
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features for managing encrypted data.

o Normal — in this mode, the entire graphic interface is visible including the contextual
menu and icon in the main panel. It allows users to fully use Endpoint Security Tools op-
tions and features. Users can therefore create encrypted disks and files using the
archive manager or create and manage password databases, etc.

Forced disk unmounting — this option allows users to “force" disconnection of a disk, which
means disconnecting a disk even if the system is working with it. We strongly recommend
against this option, as it can cause damage or loss of data in encrypted disks.

Access to connected disks — there are two modes how the encrypted disk could be ac-
cessed.

o For user only — only the user who connected an encrypted disk will have access to it.

o For whole computer — an encrypted disk connected by any user will be accessible to all
users who can connect to the computer. This option is important for computers where
multiple users can be logged on.

Forced disk unmounting hotkey (Win-Ctrl-Q) — if you enable this option, you will allow users
will be allowed to use the hotkey Win-Ctrl-Q to "force" disconnect all encrypted disks.

Disk unmounting hotkey (Win-Ctrl-U) — if you enable this option, users will be allowed to dis-
connect all disks in a standard way by pressing the key combination Win-Ctrl-U.

Security rules

Number of rewrites used by data shredder — within this setting you define how many cycles
discarded data will be overwritten in. Multiple overwrites is better for security, but shredding
takes much longer. Sufficient security is ensured with 7 overwriting cycles.

Force disk password change — if you enable this option, you can set an interval after which
changing the password of encrypted disks will be enforced. When the number of days you
enter have passed, the user will be prompted to change the password when connecting the
disk.

Password remembering — by enabling this option, you will allow Endpoint Security Tools to
remember entered passwords. Users will be able to tick the "Remember password" option,
allowing them to connect further disks without entering a password. However, this option is
not recommended for security reasons.

Minimum password level — using this option you can choose a security level for the pass-
words in use. You can select from Weak, Middle, Good and Strong. These options define the
minimum length of password and the kind of characters the password must contain. We re-
commend setting the minimum security level to Good.

Enforce these settings on client — if you enable this option, all settings in this view will be en-
forced. This means it will not be possible for users to change these settings locally from
Endpoint Security Tools settings on the client station. If it is disabled, users can change the
settings locally from Endpoint Security Tools on the client station.

5.2.3.2 Password databases

Do your employees use many passwords daily? And do they remember all of them or do they sim-
plify them and write them on pieces of paper and attach them to the monitor? Such behavior en-
dangers a company’s internal security. An unauthorized employee or a thief can enter highly pro-
tected systems and sensitive company data thanks to the information they find.

The Safetica Tools package offers your employees a safe file for safekeeping of passwords, logon
data and other confidential information. A single password or security key suffices for access to all
of them, but the whole database remains unreadable without this password or key.
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You can create a password database using Endpoint Security Tools.

In the section DLP -> Password databases these databases can be monitored, assigned or re-
moved. Above is a list of password databases assigned to users, computers or groups marked in
the user tree, bellowbelow is a button for adding a database.

Password databases & wv X
BASIC INFORMATION < Hide —
Passwords feature offers the ability to assign password databases to specific users, . 9
dld
Help
PASSWORDS

Add passwords database

Database Computer

DE413.2 - Remove

Assigning a password database

1. To add a new password database to the list on the server click on the Add button under the
list of the password database on the server.

2. In the file open dialog, choose a password database that has been created (password data-
base files have the extension .dcd). Highlight the selected database and after confirming the
selection, the new database will be added to the list of databases.

You assign password databases only to users, groups, computers or branches you have high-
lighted in the user tree. To apply the settings you have to save the changes using the or you

can cancel the changes you have made by m in the upper right corner.

Removing a database

To remove a password database from a client, click on the button next to the appropriate database
in the list.

5.2.3.3 Security keys

Besides an access password, access to an encrypted drive is protected also by a so-called secur-
ity key. The security key is something like a master key to all rooms in a hotel, the only difference
being that the security key is merely a data file. It can unlock encrypted drives for which this func-
tionality is active. Security keys can be used primarily when you have forgotten the password. As
with any important key, this security key must be stored in a safe place, such as burned to a CD
and stored in a safe.

Remember that the security key is the only option for accessing your data if you have forgotten
the password to your drives!
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(- &%, Active Directory
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= ‘.::' L"ser_'lahn Name Server Author note Editor note Created Key validity [y... |Key type Assign
.8 Soladmin@ssT i Security key fo... 10/22/201311:... 3
Master Key Yes Hlavni master ... 10/22/201310:... & Both Assign
ASSIGNED KEYS == Hide —
The list contains keys assigned to the selected computers.:
Usage of security keys: m——u] Force using of keys
Forbid password usage: m——=—1] Enabled

Allow passwords for Traveller and 5FX archives: [m}=——@——a Disabled

Name Server |Author note Created Key validity [years] | Key type

Development Key Yes Bezpecnostni klic... 10/22/2013 10:26:... 5

A

Every key contains spedial part used for BitLocker encryption.:

Every Safetica security key consists of two sub-keys and a special section for Bitlocker:

e Public key (.pubkey) — used only for data encryption. To access encrypted data, a corres-
ponding Private key must be used. The key must not be used for unlocking encrypted data. It
can be freely distributed to other users.

e Private key (.privkey) — used only to unlock encrypted data (drives, files, folders, etc.) en-
crypted by a corresponding public key. It cannot be used for data encryption. The key must
be stored in a safe place.

Example: A public key — something like a lock — is used for data encryption (e.g. on the
drive). To unencrypt (unlock) a drive encrypted this way, you can only use the corresponding
key which unlocks the drive's lock, the private key. There is only one public key correspond-
ing to every private key and vice versa.

¢ Bitlocker key section — this is a special section of the key used for encryption and unlocking
of drives encrypted by Bitlocker. Find out more on using this key in the Bitlocker encryption
section.

Security keys are assigned only to users, groups, PCs and subsidiaries that you have marked in

the user tree. To apply the settings, you need to save the changes with the button or you can
cancel the changes with m at the top right.

Key management
The table lists available security keys you can assign to users, PCs or groups.
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KEY MANAGER =< Hide —

Server Author note Editer note Created Key validity [y... |Key type Assign

Security key fo... 10/22/2013 11:... 3

Master Key Yes Hiavni master ... 10/22/2013 10:... & Both Assign

Use the buttons above the table to perform the following operations:

New — opens a new security key creation wizard to guide you through the entire process step
by step. In the first step the wizard will ask you to do something unconventional. A blank rect-
angle will be displayed in the middle of the dialog in which you must randomly move the
mouse cursor. The wizard will obtain random data in this way, so that it can generate a high-
guality key. As soon as a sufficient amount of random data has been collected, the wizard
will immmediately begin generating a key. This operation can take several minutes depending
on the speed of your PC. When the key has been generated, the wizard will ask you to enter
detailed information on the key. You need to enter a name for the key, target folder, validity
period and general description.

Assign — the selected security key will be assigned to a user, PC or group chosen. Assigned
keys are displayed in the table Assigned keys at the bottom.

Import — opens the security key import dialog. It will gradually select the public key (.pubkey)
and corresponding private key (.privkey) you wish to import.

Export — opens the save file dialog. Select the location where you wish to export the public
and corresponding private key to.

Attention: When keys are exported, only the public and private keys are exported without the
corresponding sections for drives encrypted by Bitlocker. This section can be exported sep-
arately for every drive in Encrypted disks in the Bitlocker section (Encrypted drives -> Bit-
locker -> Information -> Export ).

The security key record contains the following data:

Name

Server — whether the security key was created on the server (Safetica Management Service)
or the client (Safetica Endpoint Client).

Author's note

Editor's note

Created — date when the security key was created.

Validity — how long the security key is valid for.

Key type —which part of the key is stored in the database (public, private or both).

Assign - click this button to assign a selected security key to a user, PC or group.

Assigned keys
This table lists keys assigned to users, PCs or groups marked in the user tree.
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ASSIGNED KEYS
The list contains keys assigned to the selected computers.
Usage of security keys: m—a—{n] Force using of keys
Forbid password usage: m—a&—{5] Enabled
Allow passwords for Traveller and SFX archives: [m}——s——a Disabled

Mame Server |Auther note Created Key validity [years] |Key type
Development Key Yes Bezpecnostni klic... 10/22/2013 10:26:... 5 Public

Every key contains special part used for BitLocker encryption. :
For the keys assigned you can specify the following settings:
e Use of security keys — you can enforce the use of security keys here.
o Inherit — settings are inherited from the higher-level group.

o0 Do not enforce — the security key does not need to be used for encryption on the client sta-
tion. A password is sufficient.

o Force using of keys — use of security keys is enforced on the client station.

¢ Disallow passwords - if you disallow the use of passwords, only the security key can be used
for encryption.

¢ Allow passwords for the Traveller and SFX archives functions — you can allow the use of
passwords for the Traveller and SEX archives functions.

With every key assigned, you can specify the key type available to the user:
e Public —the user will only be able to encrypt data with the security key.

¢ Private — the user will only be able to use the security key for unlocking (unencrypting) data
encrypted with the corresponding public key.

e Both - the user will be able to encrypt and unencrypt data with the security key.

5.2.3.4 Encrypted disks

In the section DLP ->Disk Encryption you have access to administration, creation, allocating or re-
moving encrypted client disks. Here you can remotely create virtual disks or allocate virtual disks
from a network location to users, computers or groups in the user tree.

A virtual disk is a Safetica encrypted file that, after connecting to it, behaves like an ordinary phys-
ical hard disk. This means that on this disk you can create, modify and copy files or work with your
data in other ways. You can also perform low-level operations on the disk, such as formatting, de-
fragmentation, etc. There is only one difference: the contents of the disk will be encrypted with milit-
ary-grade security.

In the upper part, labeled Disk Management, a list of operations performed on disks is displayed.
You can Create, Remove, Connect or Disconnect disks. If you want to remove a disk operation
from the list, click on the minus button on the right.

After performing disk operations, don't forget to save the changes. All changes will take effect after

they are saved. You can save them by clicking on button in the top right corner of the view.
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Encrypted disks

BASIC INFORMATION

<< Hide —
Disks feature offers the ability to manage virtual encrypted drives at endpoints. This feature allows to remotely create, connect and remove
such disks. Virtual encrypted drives can be created locally at endpeint or assigned using the network path. . 9
Help
[=- &, User
(A Jofin ) DISK MANAGEMENT e HEe —
o gy SQLadmin@S5-C
Operation Path
Ci\SafeticaDisks Details Remove
Create Ch\SafeticaDisks Details Remove
Mount C:\SafeticaDisks\Safetica Disk 01.dco Details Remowe

COMPUTER LOCAL DISKS

2% Hide —
Computer  |Type Path Mounted Letter Size MName File system | Operation Details
55-Demoll... Virtual disk  C:\Safetica... Safetica Dis... Mount: OK
55-Demell... Virtual disk  C:\Safetica.. Mo - 300.0 ME Safetica Dis... - Mone
BITLOCKER << Hide —
Disk Status Details Action
= SM501
BE 55-Demo01-PC - Windows 7 - BitLocker available
B (System) Unencrypted Encrypt
n E: Unencrypted Encrypt

. a

Disk managements

In the upper part, labeled Disk Management, a list of operations performed on disks is displayed.
You can Create, Remove, Connect or Disconnect disks. If you want to remove a disk operation
from the list, click on the minus button on the right.

Creating avirtual disk

After clicking on the Create button and subsequently selecting Virtual from the list, a dialog for vir-
tual disk creation will be shown. Enter the name for the disk, its location, size, the letter under
which it will be mounted within the filesystem and a password that can be created by using a gen-
erator. You can also choose a safety key which is to be used while creating the disk, as well as
other advanced settings such as Unmount after creating, Activate compression and Fast format-
ting. By ticking Force password change, you will force the user to change the password on the first
login. After confirming the data you've entered, the process of disk creation starts.
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Virtual disk x
Mame: Encrypted virtual disk
Disk path: C:\Data !
Size: o = GB |~
Letter: F s

Mew Password: [ITTTTTT)

Confirmation: ssssnses Password generator

[[] Enforce password change after first connection
Advanced

Encryption algorithm: AES -

Hash algorithm: SHAZSE | T

[[] Use security key
Security key:

[[] Disconnect after creation
[[] Activate compression
[ Quick format

Allocation unit size: Default size of allocation -

File system: NTFS i

Creation of a network drive

After clicking on the Create button and subsequently selecting Network from the list, a dialog will
appear where you can chose a previously created virtual disk which must be located in the network
(in a folder shared over the network).

Removing a disk

You can remove a disk by clicking on Remove and selecting the disk you want to safely remove
from the list. You can perform the disk removal with greater security by choosing how many times
the disk will be overwritten. To make disk removal secure, we recommend overwriting it at least 7
times. A disk removed in this way cannot be restored.

Mount and unmount disk

You can connect a disk by clicking on Connect. In the dialog, chose from the list a disk you want to
connect for selected users. You can also specify what letter the disk should be connected under,
whether it should be connected read-only or if you want to connect the disk using a password or a
security key. Enter a key or password and to perform an operation, confirm by OK If you have se-
lected connection with a key, you also need to enter the path to the respective security key (exten-
sion .privkey).

Using this dialog you can also change the disk password.
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Mount X

Option
Path:
WSERVER-VIRTUALYYS-virtualiNew Folder\DiskEST3.dco | ~

Letter: H -
[l Read only
[[] Shared access
(®) Mount disk with password () Mount disk with key
User's password
*ERRRRRY

MNew password

Use security key

You can disconnect the disk by clicking on Disconnect and choosing the disk from list of disks. If
you select hard disconnection, the disk will be disconnected even if a user is working with it. In
such a case, data loss may occur!

Unmount X

Option
Disk path:
WSERVER-VIRTUALYWS-virtual\New Folder\DiskEST3.dco |

Enable forced disk unmounting

You assign disk operations only to users, groups, computers or branches you have highlighted in
the user tree.

Computer local disks

In the lower part, labeled Computer local discs, you can view Safetica encrypted virtual disks of a
particular computer. You can also see the basic information about the disks.

Bitlocker Drive Encryotion

In the section you will find the control panel for Bitlocker Drive Encryption. Bitlocker is used for
physical encryption of system and non-system drives. Find more information on Bitlocker at http://
windows.microsoft.com/en-us/windows7/products/features/bitlocker.

Note: Bitlocker Drive Encryption can only be used on client stations with operating systems Win-
dows 7 Ultimate, Windows 7 Enterprise, Windows 8 Pro and Windows 8 Enterprise.

In the Bitlocker control panel you will find the Safetica Management Service (SMS) list with PCs
connected to the different SMS. With every PC you will see whether the Bitlocker functionality is
available and the list of physical system and non-system drives you can encrypt.
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BITLOCKER <= Hide —
Disk Status Details Action
= SM501
= E 55-Demol1-PC - Windows 7 - BitLocker available
n C: (System) Waiting for encryption
BeE Encrypted Information Decrypt

Bitlocker section of the security key and key export

To encrypt and subsequently connect a drive encrypted by Bitlocker, you need to use a special part
of the Safetica security key. If you use for encryption a security key that you have created, a special
part will be saved with that key to be used for the connection of a drive encrypted by Bitlocker. A
unique record is stored with the security key with every drive encrypted by the Bitlocker.

Example: You have two physical drives C and D on the client station. They are both encrypted by
Bitlocker with the security Development Key. Two records are stored in a special part of the Devel-
opment Key: one for drive C connection and one for drive D connection.

With every drive encrypted by Bitlocker, you can export the record for its connection without Safet-
ica 5 installed. Export the record by clicking Information -> Export with the respective drive and
choosing the target folder.

We strongly recommend exporting the driver's Bitlocker key as a file with the .bek exten-
sion for every Bitlocker encrypted drive. This file is essential if you want to connect (unen-
crypt) adrive on a PC where Safetica 5 is not installed.

Non-system drive encryption

No operating system is stored on the non-system drive. To encrypt a non-system drive, proceed
as follows:

1. In the Safetica Management Console click Encrypt with the respective non-system drive
and select in the dialog the security key to be used for encryption. Save the settings by

clicking the button in the top right corner of the view.

Note: In the security keys list you will only find keys assigned to the PC where encryption
will be performed. Find more about how to assign keys in the section Security keys.

Encrypt using BitLocker X

Select the key you want to use for encryption.

Developmentkey  ~

You can use any of the keys that were assigned to corresponding

computer using the Security keys function.:

2. The drive on the client station will subsequently be encrypted. This operation is performed
in the background and in the meantime you can continue working with the PC without re-
strictions — it may only slow down your work.

Note: The PC can be shut down, set to hibernate or restarted while encryption is running.
The encryption operation will be restored the next time the PC starts.

Non-system drive connection
1. To connect a non-system drive, the user must open Windows Explorer, right-click on the
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respective drive, open the menu and choose Unlock unit.

= ;-;l Computer
&, Local Disk (C:)
% BD-ROM Drive (D:) OF
B 2B Local Disk (E:)

Expand

€ Network

Open AutoPlay...

CQpen in new window
Share with »

2. The Safetica dialog for unlocking a drive encrypted by Bitlocker will appear. Here, the user
needs to select the corresponding security key used for drive encryption. After confirming
the dialog, the drive will unlock and connect to the system.

Safetica Alert
"J Unlock disk
== Hide
@ oDisce

Disk is encrypted, please select the key for decryption,

Key Development Key -

Use Windows interface =

OK Cancel

System drive encryption

The operating system is stored on the system drive. Among the drives (mostly drive C) listed, this
usually has the tag System. To encrypt the system drive, proceed as follows:

1. The end user must have a designated USB storage disk ready to store the Bitlocker key.
The user will use this storage disk with the Bitlocker key for system disk connection when
the PC boots.

Note: The BIOS of the PC must be able to read from the USB storage disk prior to system
start.

2. Make sure that the use of Bitlocker without a TPM chip is allowed in local or domain group
principles on the client station where you are going to encrypt the system drive. You will find
these settings in the section Computer Configuration -> Administrative Templates -> Win-
dows Components -> Bit Locker Drive Encryption -> Operating System Drives -> Require
additional authentication at startup. Allow these settings and check the option Allow the Bit-
locker tool without compatible TPM chip.
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A Require additional authentication at startup

[FE] Require additional authertication at startup

() Mot Canfigured Comrment: |
@ Enabled

() Disabled

Supported 0N yrin doyes 7 family

Options:

Help:

Allowe BitLocker without a compatible TPR
{requires a startup key on a U3B flash drive)

Settings for computers with a TPR:

Configure TPM startup: | Allow TP 7]

Configure TPM startup PIN:

|Allow startup FIN with TPM -

Configure TP startup key:

[Allow startup key with TRR v]

Configure TPM startup key and PIM:

|Allow startup key and PIN with TPM -]

This policy setting allows you to configure whether Bitlocker requires additional
authentication each time the computer starts and whether wou are using BitLocker
weith or without a Trusted Platform Module (TPR) This policy setting is applied
uwhen ywou turn on BitLocker,

MNote: Only one of the additional authentication options can be required at startup,
othernise a policy error occurs,

If wou want to use BitLocker on a computerwithout a TPM, select the "Allow
BitLocker without a compatible TPM" check box, In this rode a USE drive is
required for start-up and the key information used to encrypt the drive is stored
onthe USE drive, creating a USE key, When the USE key is inserted the access to
the drive is authenticated and the drive is accessible, If the USE key is lost or
unavailable wou will need to use one of the BitLocker recovery options to access
the drive,

Ona computerith a cormpatible TPM, four types of authentication methods can
be used at startup to provide added protection for encrypted data, When the
computer starts, it can use only the TPM for authentication, or it can also require
insertion of a USE flash drive containing a startup key, the entry of a 4-digit to 20
-digit personal identification number (PIM), or bath,

If you enable this policy setting, users can configure advanced startup options in

»

m

[0 [ e

3. In the Safetica Management Console click Encrypt with the respective system drive and se-

lect in the dialog the security key to be used for encryption. Save the settings by clicking

the button in the top right corner of the view.

Note: In the security keys list you will only find keys assigned to the PC where the drive
shall be encrypted. Find more about how to assign keys in the section Security keys.

Encrypt using BitLocker

Development Key  ~

Select the key you want to use for encryption.

You can use any of the keys that were assigned to corresponding
computer using the Security keys function.:

x

4. The client station will be prepared for encryption and the user will be asked to restart the

PC.
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Safetica Alert

{'} BitLocker drive encryption

<< Hide

@ oiskc

System disk of the computer will be encrypted. After completion of this
operation, a USE Flash Disk with security key will be required at each start
of the computer. Cannect the USE Flash Disk, on which the key will be
saved, to the computer now and select a key from the list bellow. In case of
any problems contact the administrator.

USB Flash Disk: [ j Refresh

5. After restarting, at login the user will be asked to connect the USB storage drive on which
the Bitlocker key for system drive connection is stored. Using the dialog shown below, the
user must select and confirm the USB storage drive unit.

Safetica Alert

{'} BitLocker drive encryption

<< Hide

@ oiskc

System disk of the computer will be encrypted. After completion of this
operation, a USE Flash Disk with security key will be required at each start
of the computer. Connect the USB Flash Disk, on which the key will be
saved, to the computer now and select a key from the list bellow. In case of
any problems contact the administrator.

USE Flash Disk: F: j

6. When confirmed, the PC will be restarted again and the system disk connection process
verified. While this operation is running, the USB storage drive with the Bitlocker key must
be connected to the PC.
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7. After successful verification, the PC will be started in the usual way and the system drive
encryption will be launched. This operation is performed in the background and in the mean-
time you can work with the PC without restrictions — it may only slow down your work.

Note: The PC can be shut down, set to hibernate or restarted while encryption is running.
The encryption operation will be restored the next time the PC starts.

System drive connection

To connect the system drive, the user needs to connect the USB storage drive with the Bitlocker
key used for encryption every time the PC is started. When verified, the drive will be connected and
the operating system started.

Decrypting drives
To decrypt a drive, click the Decrypt button on the respective system or non-system drive. Save

the settings by clicking the button in the top right corner of the view. The respective drive will
be automatically decrypted after the settings are downloaded to the client station.

5.2.3.5 Scheduler

Did you know that by deleting files alone, you cannot ensure they have been removed securely?
Even data from formatted disks can be easily restored. With data shredding, however, data cannot
be recovered (even under laboratory conditions).

The console sub-module DLP-> Scheduler offers a fast and simple approach to creating shred-
ding, connecting or disconnecting tasks.

Scheduler e wv X
BASIC INFORMATION =< Hide —
Tasks feature offers the ability to schedule the cennection of virtual encrypted drives or secure removal of files and folders, . 9
dld
Help
TYPE OF TASK

Mew disk task

Type Path Status Date/Time Repeat

Wipe: Folder ChBackup = Run once Remove
Disk: Mount CHFT\DiskFT20.dco - Run once Remove
Wipe: Free space D = Run once Remove

In the view you can see a list of created tasks. Each task shows the type in the left section, that is,
whether it is a disk or shredding task. The central section contains other task information, such as
what file or disk the particular operation relates to. It also shows task execution times or whether it
is a one-off task or a repeated task. On the right there is a button for removing the task.

To create a new task you only need to click on the respective buttons New wipe task or New disk
task. Then the respective window for task creation will be shown.

Wipe task

In the first step select exactly what you want to shred safely — files, whole folders, disks, special
folders (contents of the recycle bin, browser history, etc.). Provide the path to the respective file,
folder or disk. You can then specify the task execution time, whether it is repeating and, if required,
also change the account under which the task is run. You can use this option e.g. in cases when
the selected user’s account does not have sufficient rights to delete certain sensitive components.
Therefore, when creating the task you must enter the username and password for the account un-
der which the task being executed will have sufficient privileges.
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MNew wipe task x
Basic
Safely remove Task runtime
(®File @ Immediately ) Scheduled time 2013.02.06 13:26
() Folder
() Free space Target path
) Special item -
Advanced
Execute as Removal mode Task repetition
® Logged user ® Basic ®) Run once () Repeat task
() Spedified account Task repetition
) Advanced
User name: On user log o On system startup
User's (_) Strong - o
password:

Finally, you can change the Mode of removal:

e Basic — shredded files are overwritten 3 times
e Advanced - files are overwritten 7 times
e Extra powerful — files are overwritten 35 times

The stronger the mode you select, the more effective shredding of the selected files will be, but the
process will take longer as well. If you are not deleting highly sensitive data, leave the mode set to
Basic.

Finally, confirm everything by clicking on OK. The task will be added in the task list and upon saving
it will be assigned to the selected users. If the task is scheduled to be executed immediately, it will
be executed when its settings reach the client station.

Disk task

In this dialog chose an encrypted disk from the list which you want to disconnect or connect (the
password is not saved upon connection — it is entered on the client side where a window for pass-
word entry will appear). After that you can specify the task execution time, whether it is repeating
and, if necessary, you can also change the account under which the task runs.

Mew disk task 4

Basic
Event type Disk
(®) Mount

2 Unmount

Task runtime

@) Immediately O scheduled time 2013.02.06 13:27
Advanced
Execute as Task repetition
® Logged user (®) Run ance () Repeat task
() Spedfied account Task repetition
User name: On user log on
User's S
password:
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In the end confirm everything again by clicking OK. The task will be added in the task list and upon
saving it will be assigned to the selected users. If the task is scheduled to be executed immediately
it will be executed when its settings reach the client station.

Note
You assign tasks only to users, groups, computers or branches you have highlighted in the user

tree. To apply the settings you have to save the changes using or you can cancel the

changes you have made by m in the upper right corner.

5.2.3.6 Anti-keylogger

Spy programs — keyloggers — can bug your computer to pick up passwords and other sensitive
data input by keyboard. Anti-keylogger is a tool that intelligently and automatically executes a check
of launched applications. If it detects an application that shows the behavior of a keylogger, it ter-
minates it and informs the appropriate security manager. If you use a specific application that be-
haves like a keylogger, it can be unlisted from the Anti-keylogger settings and authorized.

You can set Anti-keylogger and display records of its activity in DLP -> Anti-keylogger. If you dis-
play records of Anti-keylogger or if you wish to set it up, it depends on the general console mode
(Setting, Visualization).

Anti-keylogger =—=—0 Enabled & WV X
BASIC INFORMATION << Hide —
Anti-Keylogger feature offers the ability to block applications trying to log the keys pressed, When in automatic mode, it blecks 9
all the suspicicus applicaticns. In manual mode the applications to be blocked has to be confirmed manually.
Help
MAIN SETTINGS

Mode: [m}—m—a Manual

RULE LIST << Hide —

Add path [l Recommended paths

Mame/path Block
CA\Program Files\CyberSpy'\cs2.exe

Setting

In the settings console mode this feature can be enabled or disabled using the slider in the header
of this view.

¢ Disabled — Anti-keylogger is not activated
¢ Inherit — function mode is not set. Settings are inherited from the parent group
e Enabled — Anti-keylogger is activated

Anti-keylogger can operate in two modes:

e Automatic — if Anti-keylogger in this mode captures a new harmful program; it will automatic-
ally block it from launching.

e Manual — if Anti-keylogger in this mode captures a new harmful program, it will send a notice
of this unauthorized attempt to the administratorbut it will not block the program. The decision
whether the program should be blocked or allowed must be made by the administrator based
on his own judgment. The program may then be blocked or allowed in the monitoring section.
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Rule list

This section provides a list of blocked or allowed programs. You can manually change the setting
of particular programs for blocking (allow, block). If you use manual mode new records will not
have the blockings set. With these records you must specify the settings (permit, block) Here you
can also manually add or remove the blocked programs using the keys Add, Remove.

Here you can also manually add blocked programs using the Add button, or display Recommen-
ded paths. After clicking Recommended paths, a dialog will be displayed with a list of paths to po-
tentially harmful programs that have been previously detected among the users of Safetica Man-
agement Service. By choosing the paths for blocking, you will block the application for the currently
selected users.

Visualization

The visualization mode includes records of blocked applications. If you right-click on the records, a
menu will be displayed with the items Deny list and Allow list. If you choose the List of Prohibited,
you will see a tree of users, from which you can choose those users, groups, and computers to
whom or to which you want to prohibit the program detected. Those users will then have a blocking
rule added to their list in the Anti-Keylogger. If you choose the List of Permitted, you can hose the
users that you want to allow to run the program.

Note
Anti-keylogger is only set for users, groups, computers or branches you have highlighted in the
user tree. To apply the settings you have to save the changes using or you can cancel the

changes you have made by m in the upper right corner.

5.3 Supervisor

Supervisor thoroughly keeps watch over your employees to ensure they are doing their job. It evalu-
ates their activity, blocks undesirable activities and informs management about problems incurred.
With Supervisor, you can reduce labor costs, save company finances and eliminate problems res-
ulting from your employees’ undesirable activities.

e 2R 2
salerica’

e db &

Supervisor CEO Assistant  Accountant

. Internet

facebook.com

youtube.com

MR

KRR

times.com

B Applications

Freecell B’ u u

MS Word = 4 =2 ¢
H Printing

Office B’ u a

Hal 4 =~ 4 =

188



Main Benefits
* Increase your employees' productivity by blocking unsuitable websites and applications.

e Obtain detailed control over your employees’ work.

e Protect company computers against harmful software run by employees.
e Save money by limiting problem employees’ printing.

e Avoid changes to company processes and costs related to them.

e Reach compliance with industrial standards, regulations and laws easily.

& ik P G af 2 AR

Supervisor

Overview Web control Application control  Print control

+ =-2Q =
WELCOME IN SAFETICA SUPERVISOR
X' Unknown
% Active Directory Safetica Supervisor restricts employee privileges so that they are allowed to perform only the tasks related to their job. It assesses their
' Business activity, blocks undesirable operations and informs the management about incurred problems. So, with Safetica Supervisor you will be
able to proactively reduce labor costs, save company resources and eliminate problems resulting from your employees behaving 9
John irresponsibly.

Help

Xls, FT-Vista 8 LUl Go to Safetica Supervisor Guide
ACTIVITIES CONTROL

Sl =

Wekb contrel Application Print contrel
contral

5.3.1 Web control

Stop employees from browsing websites for their amusement and block attempts to visit illegal and
harmful websites. Thanks to Supervisor, you can easily determinate which websites employees
are allowed to visit (Allow list) and which are off-limits to them (Deny list). You can stop employees
from wasting working time or breaking the law by participating in illegal activities. Auditor also reli-
ably blocks websites which are accessed by means of protected HTTPS port.

In the section Supervisor -> Web control you can access control of web sites which users can
visit.

Main Settings

In the settings console mode this feature can be enabled or disabled using the slider in the header
of this view.

¢ Disabled — function is not activated.
¢ Inherit — function mode is not set. Settings are inherited from the parent group.

e Enabled — function is activated.
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Web control has two modes:

e Allowlist — in this mode all internet access is disabled by default and you can add rules that
allow access for specific cases.

e Deny list —in this mode all internet access is enabled by default and you can add rules that
deny access in specific cases.

Under the mode slider you can find a list of rules.
Using the Remove button you can remove selected rule.
You can edit the selected rule by double-clicking on it.

Web control rules are only set for users, groups, computers or branches you have highlighted in

the user tree. To apply the settings you must save the changes using or you can cancel the

changes you have made by m in the upper right corner.
Web control w=—=—0 Enabled S wv X

BASIC INFORMATION << Hide —

Web control feature offers the ability to control the access to the web sites. The web sites can be restricted using the Allow 9
list or Deny list. The rules can contain specific URL addresses, whole domains, IP addresses and web categories, .

Help

MAIN SETTINGS
Mode:  m—a—{ ] Allow list

Mame Details

CHNMN Url: www.cnn.com/™ Remove
Social networks Categories: Social networks IP Address: 192168.100.1, 192 168... Remove

Advanced Settings << Hide —

Protocol Port

Remove

Remove

Creating a new rule
1. Click on Add rule button and new rule definition wizard will open.

2. Enter a name and description for the rule.

3. Enter the URL and specify on what level of domain the rule will be applied using Click the
Add button to add the address to the list. You can add multiple addresses to the list. Click
the Next button when you are finished.
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Web Control Rules X
Server Address Categories IP Address

Rule name:

| Social netwarks

Add

URL Details
www. twiter.com www twiter.com,/* Remaove
www.facebook.com - Remove

4. (Deny list only) Enter a word or text string into the Keyword field. The rule will be applied
when the text is found in the content or URL of a website. Then, enter the number of times
the text must occur before the rule is applied. Click Add keyword to add it to the list. You
can add multiple keywords into the list. Click the Next button when you are finished.

Web Control Rules x

Server Address Keywords Categories IP Address

Rule name:

| Keywaords content

Add

Keyword Occurrence

porn 1 Remove

5. Click on the Add category button and choose a specific web category from the dialog. Click
on Select to add the web category to the list. You can add multiple categories to the list.
Click the Next button when you are finished.
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Web Control Rules 4

Server Address Keywords Categories IP Address
I

Rule name:

| Social netwarks

Add

Category

Secial networks Remaove

6. You can add three types of IP addresses into the rule. First, select the type using the slider.

o IP address — enter a single IP address into the IP address field and then click on the Add
button to add it to the list.

o IP with mask — enter a single IP address with the subnet mask and then click on the Add
button to add it to the list.

o IP range — enter a range of addresses by entering From and To addresses. The rule will
be applied to each IP address inside the range, inclusive of the IP addresses entered for
specifying the range. Click on the Add button to add it to the list.

Web Control Rules ®

Server Address Keywords Categories IP Address

Rule name:

Social networks

Type: IP Address =

Address: | 182 . 168 . 101 . 4 |

add

IP Address

192.168.100.5 (Mask: 255.255.255.0) Remaove
1921681011 Remove

7. Confirm what you have input in the rule definition wizard by clicking on the Finish button

Note: Points 2, 3, 4 and 5 are optional. The rule is applied if at least one of the rule components
(URL, web categories or IP address) corresponds to user behavior on the internet.

Edit rule
Click on the Edit button or double-click on the rule in the list to edit the rule.
Server address

A Web web address or URL (Uniform Resource Locator) is an address that identifies the source
on the Internet. For each address inserted added toin the list, you can specify on which level the
rule will be applied. For example, if you enter www.facebook.com, , you can use specify the follow-
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ing options in Details:

e www.facebook.com/* — the rule will be applied on www.facebook.com and on all other ad-
dresses starting with this sequence, e.g.. For example www.facebook.com/AAA/,
www.facebook.com/AAA/BBB, etc.

e * www.facebook.com/* — the rule will be applied on www.facebook.com and on all other ad-
dresses, which containing this sequence. , e.g.For example www.facebook.com/AAA/ or
ccc.www.facebook.com/AAA/BBB, etc.

e * facebook.com/* — the rule will be applied on all addresses , which containing .face-
book.com, e.g.. For example www.facebook.com/AAA/ or ccc.facebook.com/AAA/BBB, etc.

e * com/* —the rule will be applied on all addresses , which containsing the sequence: .com.
This will block all the sites ending in .com. , e.g. For example www.facebook.com/AAA/ or
www.cnn.com.

By default, the first option is used, i.e. www.facebook.com/ *.

Keywords

Key words are searched for in page contents and headingheaders. For each keyword the number
of its occurrences is stated on the website when the rule is used. If Safetica Endpoint Security
finds a keyword in the header content, the rule is applied regardless of the required number of oc-
currences. There is no limit to the number of keywords specified in the rule is not limited.

You can also specify whether the key chain shall be searched inside the text or as a whole word.

Categories

After selecting the specific category, all web addresses that fall into that category are included in
the rule. To modify websites, use the category category accessible from the main menu.

IP address

In the IP address section you can choose for which IP address the rule will be applied to. There are
three options for creating a new IP address rule:

¢ |P address — The address of the website specified by four numbers in the 0-—255 range,
separated by dots. If you do not know the server address, contact the administrator and ask
him to convert the URL addressURLes into IP addresses.

¢ [P range — The rule will be applied to each IP address inside the range, including inclusive of
the IP addresses entered for specifying the range.

¢ |P with mask — The rule will be applied to the an entered IP address entered with its subnet
mask.

Advanced settings

In the advanced settings you have the option to specify the ports on which the http HTTP and https
HTTPS protocols are running. Web control will be applied only to the protocols and ports entered in
the list. By default, the list includes the most frequently used combinations of protocols and ports,
see picture the figure above.

Visualization

Data that you can see in the visualization mode are only shown for the usersThe data that you can
see in the visualization mode is only shown for the , computers, or groups users, computers or
groups that you have selected in the user tree. The visualization mode is then divided into two sec-
tions. In the top part of the view is an area for rendering charts. Available charts for the current
function can be found in the list on the right. Clicking on them and dragging them to the chart view-

ing area will show them. To remove a chart from the list, click on the x button in the top right
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corner of each chart.

Web control From: [REGENEM T IERZIENER
CHARTS << Hide —
Top blocked sites by categol &l Blocked/Allowed Web Pages Lyl Top blocked users
P Y calegory €l X ! g € 13X | pocked siestimeline
5
o Allowed
=
S
T
S
[=}
2 —Blocked
0
Search engines m Web portals  Science and educ.. News
Top Blocked Domains Ly 4
www.googlefr
vindows.microsoft.co
Others
RECORDS < Hide —
Drag below this text the columns you want to group by
¥ PC ¥ User name v url ¥ Title ¥ IP Address Date and time ¥ Domain ¥ Category
VS-XP86-2c viadislav.sik3 www.google.fif Google 173.194.44.248 2/6/2013 8:31:19 AM www.google.fr Search engines
Sik-PC viadislav.sik www.google.fi/ Google 173.194.44.255 2/6/2013 8:41:42 AM www.google.fr Search engines
Sik-PC viadislav.sik www.google.fr/ Google 173.194.44.255 2/6/2013 8:41:53 AM www.google.fr Search engines

Sik-PC adislav.sik www.google fi/ Google

173.194.44 255

2/6/2013 8:42:04 AM www.google.fr

Search engines

jakub simon3

www.mozilla.org/cs/plu... Kontrola zésuvnych mo... 63.245.217.105

J5-VISTAxB4 jakub.simon3 www.seznam.cz/ Seznam - Najdu tam, co... 77.75.76.3
J5-VISTAB4 jakub.simon3 windows.microsoft.com... Hotmail - Microsoft Wi... 6555175183
J5-VISTAxB4 jakub.simen3 www.google.c/ Google 173.194.44.248
J5-VISTAxB4 jakub.simon3 www.google.cz/search?... gdh - Hiedat Googlem  173.194.44.248
J5-VISTAsbd jakub.simon3 wnnw.idnes.cz/ iDNES.cz - zprévy, ktery... 194.79.52192
JS-VISTAB4 jakub.simen3 accounts.geogle.com/S... Gmail: E-mail od Googlu  173.194.70.84
J5-VISTAxB4 jakub.simon3 windows.microsoft.com... Hotmail - Microsoft Wi.. 6555175183

Available charts:

2/6/2013 9:46:10 AM www.mozilla.org
2/6/2013 9:46:49 AM WWW.SEZNAM.CZ
2/6/2013 9:47:34 AM windows.microsoft.com
2/6/2013 9:47:36 AM www.google.cz
2/6/2013 9:48:13 AM www.google.cz
2/6/2013 9:49:08 AM www.idnes.cz

2/6/2013 10:01:52 AM accounts.google.com

2/6/2013 11:31:41 AM windows.microsoft.cam

Web portals
m

Search engines

Search engines

News

Science and education
m

e Blocked/Allowweb pages — the chart contains the number of blocked and allowed web

pages.

e Top blocked domains — the chart contains the most blocked domains along with the number
of their blocking (up to seven domains are shown).

e Top blocked users —the chart contains users with the highest number of blocked web sites

(up to seven users are shown)

¢ Blocked sites timeline — chart contains number of blocked web sites over time.

e Top blocked sites by category — chart contains the number of blocked web sites by cat-

egory.

In the bottom part is a table with detailed records. Each record contains several types of informa-
tion represented by columns. The list of available columns can again be found at the right side of
the table. Dragging a column from the list and dropping it onto the table will view that column in the
table. By clicking on the header of the column and dragging it, you can change the ordering of the
columns in the table. Use the same method to drag column headers to the part above the table.
The records in the table will then be grouped according to the type of the column above the table.
To remove a column from the table, drag it back to the list of columns on the right.

Available columns:

e Date and time — date and time when record was logged.

e PC —name of the PC where the record was taken.

e User Name — the name of the user under whom the record was made.

Title — title of blocked website.

URL — URL of blocked website.
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e |P address — IP address of blocked website.
e Domain — domain address.

e Category — website category.

You can also filter the records. To open a filter for a column of your choice, click on the T button
next to the header of that column. Enter text in the dialog that appears or choose an item from the

list to filter the column by that item. Clicking on the button will add the item to the filter list.
This list can be of any length. After confirming the filter by pressing the OK button, the table will only
show those records that corresponded to at least one filter in the list.

You can learn more about the settings and visualization interface in the chapter Logs and visualiza-
tion.

5.3.2 Application control

Application control provides prevention and protection against your employees launching unauthor-
ized applications and ensures the integrity of controlled applications. You can easily define rules for
blocking applications across the entire company.

Applying rules on client stations will enable or disable a particular application/application category
on client stations.

In the section Supervisor -> Application control you can access control of the applications your
employees run.

Main settings

In the settings console mode this feature can be enabled or disabled using the slider in the header
of this view.

¢ Disabled — function is not activated
¢ Inherit — function mode is not set. Settings are inherited from the parent group
e Enabled — function is activated

Application control has two modes:

e Allowlist — in this mode all applications are disabled by default and you can add to the rules
only those applications/application categories you want a user to be able to launch.

Attention: If you set this mode and there are no rules enabling applications, all applications
which a user launches will be blocked! In this mode you have complete control over applica-
tions which a user launches!

e Deny list —in this mode launching applications is allowed by default and by using rules, you
can deny particular applications/categories.

Under the mode slider you can find a list of rules.
Using the Remove button you can remove the selected rule.
You can edit the selected rule by double-clicking on it.

Application control is set only for users, groups or computers you have highlighted in the user tree.

To apply settings you have to save the changes using the m in the upper right corner.
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Application control s——s—0 Enabled © W v X
BASIC INFORMATION == Hide —
Application control feature offers the ability to control the usage of user applications. The applications can be restricted using the Allow list or 9
Deny list. The rules can be created for individual applications as well as the application categories. .
Help
MAIN SETTINGS

Block applications on external devices: m—a—u] Yes

Mode: [} Dery ligt

MName Program path Category Scope of the rule [From Te Medification | Running Running other

FTP clients - FTP clients  External devices = Allow Allow |Z|Deny Remave
Games - Games Everywhere 08:00:00 AM 05:00:00 PM |Z|Den)r lz‘Den)r |Z|Den)r Remaove
File manager Chtotalemd\TO... - Local and netw... - = Allow lz‘Deny |Z|Deny Remove

Creating a new rule
1. Click on Add rule button and the new rule definition wizard will open.
2. Now you have two options for choosing an application:

o0 Enter path to application — by entering the name, you can select one application the rule
will apply to.

0 Choose category — enter a name and select one of the application category. The rule
will apply to all application listed in this category.

Mew rule *

() Enter path to application
(®) Choose a category
Name: Games

Category 1D: Games !

Scope of the nule: m—m— Local and network drives

0 Scope of rule — with this scroll bar you can specify the scope of validity of the rule created:

= Only external devices — the rule will be valid only for applications run from external
devices.

= Local and network paths — the rule will be valid only for applications run from local or net-
work paths.

= Everywhere — the rule will be valid for all applications the user runs.
Click on the Next button.
3. Edit rule properties in this step:

o Deny changes to the application binary — denies modification of the program execut-
able. Modification of a program could occur, for example, during updates.

o Deny running of application — running of the application will be blocked.

o Deny running of another application — prevents applications that are allowed to launch
from launching other applications (e.g. Total Commander could not launch anything else
etc.).
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o Time effect — you can set a rule to be valid only for a certain period of time.

Edit rule *

[l Deny changes to the application binary
Deny running of application
Deny running of another application

[] Time effect 12:240dp. == To: [12:24 odp, =

Frorm:

Finish

4. Confirm what you have entered in the rule definition wizard by clicking the Finish button.

Visualization

The data that you can see in the visualization mode is only shown for the users, computers or
groups that you have selected in the user tree. The visualization mode is then divided into two sec-
tions. In the top part of the view is an area for rendering charts. Available charts for the current
function can be found in the list on the right. Clicking on them and dragging them to the chart view-

ing area will show them. To remove a chart from the list, click on the x button in the top right

corner of each chart.

Application control € Time:

CHARTS

10 | ayout: Recent

EQ

== Hide —

Blocked applications

€ [X

Opera Internet ...
WinRAR archiv...

Microsoft Acce..,
Total Comman...

Total Comman...

PSPad editor (...

Count

Application control timeli...

Top blocked users ek | X

Top blocked application c...
210

180
150
120
90
60

304

peter.u... martin.... vladisla..jakub.s... admin vladisla... Others

RECORDS

Drag below this text the columns you want to group by

Y User name
¥ Action Date and time

User name: admin

& User name: Filip.Tomsik

¥ Application

<< Hide —

Clear all filters

Process Started by Applicati
PC

¥ Application path ¥ Category
Total count: 7

Total count: 3

User name: jakub.simon3

User name: martin.plisek2
User name: peter.uradnik3
User name: viadislav.sik

User name: viadislav.sik3

Available charts:

Total count: 7
Total count: 60
Total count: 199
Total count: 12
Total count: 5

¢ Application control timeline — the number of specific application control actions in over time.

¢ Blocked applications — the chart contains blocked applications along with number of their
blocking. (Up up to seven 7 applications are shown).

e Top blocked users —the chart contains users with the most highest number of blocked ap-
plications. (up to seven users are shown).
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e Top blocked application categories — the chart contains blocked application categories (up to
seven categories are shown).

In the bottom part is a table with detailed records. Each record contains several types of informa-
tion represented by columns. The list of available columns can again be found at the right side of
the table. Dragging a column from the list and dropping it at the table dropping it onto the table will
view that column in the table. By clicking on the header of the column and dragging it, you can
change the ordering of the columns in the table. Use the same method to drag column headers to
the part above the table. The records in the table will then be grouped according to the type of the
column above the table. To remove a column from the table, drag it back to the list of column list of
columns on the right.

Available columns:
e Date and Time — date and time when record was logged.
e PC —name of the PC where the record was taken.

e User name — the name of the user under whom the record was done under whom the record
was made.

e Application — name of the application.

e Action — if running of the application was allowed or blocked.

e Process started by application — name of the process that was launched by this application.
e Application path — path to application executable file.

e Category — name of the application category.

You can also filter the records. To open a filter for a column of your choice, click on the ¥ putton
next to the header of that column. Enter text in the dialog that appears or choose an item from the

list to filter the column by that item. Clicking on the button will add the item to the filter list.
This list can be of any length. After confirming the filter by pressing the OK button, the table will only
show those records that corresponded to at least one filter in the list.

You can learn more about the settings and visualization interface in the chapter Logs and visualiza-
tion.

5.3.3 Print control

Printing management provides you with a means of overall printing administration in your company.
Based on the list of printers, you can determine which users can print where. You can choose ap-
plications that are allowed to print, or you can set user quotas for printing.

You can find the printing management tools in the module Supervisor -> Print control.
Settings overview
In the console mode, you can turn this function on and off via the slider in the view’s header.
e Enabled — printing management is turned off.
¢ Inherit — the function is not set. The settings are inherited from the parent group.
e Disabled — this option will allow the printing management function.

The rest of the Overview introductory tab contains information on the type of printing management
that is currently set. Clicking on the Modify button in the relevant part of Printing Management will al-
low you to modify that part.

Printing Management contains three parts. Each part can be turned on or off separately.

198



¢ Print control on printers — create lists of allowed or forbidden printers.

e Print quota per user — sets printing limits. The quota set for a group is applied per individual
user or computer in this group.

e Print control on applications — allows or denies printing from given applications.
Printing management is only set for the users, groups, or computers that you have selected in the
user tree. To apply the settings you have to save the changes by clicking on the button. Al-

ternatively, you can cancel your changes by clicking on the m button in the top right corner.

Print control s—=—@0 Enabled ® v X
BASIC INFORMATION <= Hide —
Print control feature offers the ability to specify the printers the selected users can use. It is also possible to restrict printing from specific 0
application and set the quetas to limit the amount of pages the user can print.
dlb
Help
PRINT CONTROL ON PRINTERS << Hide —

In this section you can allow or deny the usage of spedific printers. The left list contains allowed or denied printers. If you want to allow all printers of a spedific type,
select the Deny list and leave it empty. To deny such printers, use empty Allow list. In case you want to allow or deny only specific printers, move them to
appropriate list from the right list containing the printers available at endpoints.

Printer name Computer Printer name Computer

5 Service: 19216829135
Kerox Phaser 3230 Bl Type: Metwork printers

&l Physical printers BT Inhert - Herox Phaser 3250 PS
Canon iP2700 series TJ-WINTXEG . B Type: Physical printers

= Virtual printers [—=——= Denylist - Send to Kindle PC-WIN7-MP
Send To OneMote 2010 Sik-PC o Canon Inkjet iP1300 PC-IB

OKI MICROLIME 391 TU... TJ-WINTX86
E Type: Virtual printers

Print quota per user << Hide —

The quota section can be used to specify, how many pages can be printed during the selected period. You can spedify different quota for grayscale and colored
pages. If you set the quota on group of users or computers, the quota will be set to every user and computer in this group individually.

Quotas: B——{s] Enabled
Quota period:  m——=—u] Month
Distinguish between color and black-and-white printing:  W=——{5] Yes

Total number of pages: 200 Action taken after quota runout:  s——{sl——a Allow cument print completion

Number of color pages out of total: | 0 Action taken after quota runout:  s——{sl——a Allow cument print completion

Show guotas’ state

One-time quota increase << Hide —

You can increase the quota on a one-time basis. The effect of such increase in quota is limited by time.

Number of pages Allow color printing Valid until
(Mo items)
Mumber of extra pages: Allow color printing:  [@—————= No valid for: [mF—s—— This day Add one-time quota
Print control on applications > Show —

Print control on printers

In the printer tab there are two tables. In each is a list of printers, which is divided into three categor-
ies according to the type of the printer — physical, virtual, or network printers. In the table on the
right is a list of available printers, which are connected to a computer with a Safetica Endpoint Cli-
ent (SEC).

In the table on the left are printers for which you want to set up a rule. You can either allow the
printer or deny it. This depends on whether the given category is set in the Allow List or in the For-
bidden Deny IList. You can decide this by means of the slider next to that category.

Moving printers between the two tables can be done by means of the arrow buttons located
between the tables.

With each table you can use the search field below. Found text will be highlighted in the table. Click-

199



ing on the X next to the search field will cancel the highlighting.

Print quota per user

In this

section you can set up detailed printing quotas along with the actions that should be taken if

the quota is exceeded. In the bottom part, you can set up one-time quotas, which can be used, for
example, to temporarily increase current quotas. This is useful when quotas have been exceeded
and you do not want to change all settings.

A quota set for a group is applied per individual user or computer in the group. User on endpoint PC
is notified about quota status when 50, 75 and 90% of quota is exceeded.

Attention: The quota does not apply to print from virtual printer. Quotas are applied only to the
physical and network printers.

With quotas, you can choose from the following options:

In the

Quota period — what the duration of the quota will be.

Distinguish between color and black and white printing — switching to Yes will allow you to set
up separate quotas for color printing and other printing.

Total number of pages — the total number of pages that are allowed to be printed within the
period of time specified above.

0 Action taken after quota runout — here you can choose the action that will be carried out
once the quota has been exceeded. You can choose from the following actions: Block
printing immediately; Allow the last printing job to finish; Issue a notification.

Number of color pages out of total — if you have selected differentiating between color printing
and black and white printing, then here you can specify how many pages out of the total
number of pages can be printed in color.

0 Action taken after quota runout — here you can choose the action that will be carried out
once the quota has been exceeded. You can choose from the following actions: Block
printing immediately; Allow the last printing job to finish; Issue a natification.

bottom part of the tab is a section labeled One-time quota increase. If you want to temporarily

increase the quota, follow these steps:

1.
2.
3.

Enter the number of pages by which the quota will increase.

Using the slider, determine if you want to allow or deny color printing.
Finally, set the validity time. You have three options:

a. Today — temporary quota will apply until end of current day.

b. This week — temporary quota will apply until end of current week.
c. This month —temporary quota will apply

Click Add button to add the temporary quota to the list. Save and apply changes using

Print control on applications

In this part of the application you can add the actual application or application category and further
specify whether or not users will be allowed to print from them. You can do this by changing the
type of the list. The list is either the list of applications that denied printing or the list of applications
that are allowed to print.

Clicking the Add button will open up a dialog for entering the path to the application or whole applic-
ation category.
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Print contrel on applications < Hide —

‘You can use this section to allow or deny printing from specific applications or application categories.
Applications rules:  m——s—n] Enabled
Mode: ——{_] Allow list

Mame
El Type: Application

Ch\Windows\System32\notepad.exe Remove

El Type: Category
Office suite Remave

Visualization

The data that you can see in the visualization mode is only shown for the users, computers or
groups that you have selected in the user tree. The visualization mode is then divided into two sec-
tions. In the top part of the view is an area for rendering charts. Available charts for the current
function can be found in the list on the right. Clicking on them and dragging them to the chart view-

ing area will show them. To remove a chart from the list, click on the x button in the top right
corner of each chart.

Available charts:

e Top blocked printers — the chart contains printers with the most blocked prints (up to seven
printers are shown).

e Top blocked users —the chart contains users with the most blocked prints (up to seven
users are shown).

¢ Printer type — the chart contains the number of prints divided by the type of printer. There are

three types of printers: Physical printer, Virtual printer (like PDF Creator, XPS Writer, etc.)
and Network printer.

¢ Print blocking reason — the chart contains the number of blocked prints divided by the reas-
ons of for blocking. There are three types of reasons for print blocking: Application (printing is
blocked for the specified application), Printer (printing is blocked for the specified printer),
Quota exceeded (the print quota has been exceeded).

¢ Blocked applications — the chart contains the number of blocked prints form from applica-
tions.

¢ Print control timeline — the chart contains the number of blocked prints in over time.

In the bottom part is a table with detailed records. Each record contains several types of informa-
tion represented by columns. The list of available columns can again be found at the right side of
the table. Dragging a column from the list and dropping it at the table dropping it onto the table will
view that column in the table. By clicking on the header of the column and dragging it, you can
change the ordering of the columns in the table. Use the same method to drag column headers to
the part above the table. The records in the table will then be grouped according to the type of the
column above the table. To remove a column from the table, drag it back to the list of column list of
columns on the right.

Available columns:
e Date and time — date and time when record was logged.
e PC —name of the PC where the record was taken.

e User name — the name of the user under whom the record was doneunder whom the record
was made.

¢ Application — name of the application from which the printing was done.
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e Device name — Name name of the printer.

¢ Printer type — there could be three types of printers: Local printer, Virtual printer (like e.qg.
PDF Creator, XPS Writer, etc.) and Network printer.

e Document name

¢ Print blocking reason — there are three types of reasons for print blocking: Application (print-
ing is blocked for the specified application), Printer (printing is blocked for the specified
printer), Quota exceeded (print quota exceeded).

e Paper size

¢ Print color

e Duplex print — printing from on both sides of the paper page at once.
You can also filter the records. To open a filter for a column of your choice, click on the ¥ button
next to the header of that column. Enter text in the dialog that appears or choose an item from the

list to filter the column by that item. Clicking on the button will add the item to the filter list.
This list can be of any length. After confirming the filter by pressing the OK button, the table will only
show those records that corresponded to at least one filter in the list.

You can learn more about the settings and visualization interface in the chapter Logs and visualiza-
tion.

6 SAFETICA ENDPOINT CLIENT

Safetica Endpoint Client is a part of Safetica. The module runs on client stations and allows the
use of security tools and functions of Endpoint Security Tools on these stations.

You can use Endpoint Security Tools to quickly encrypt all storage devices - hard drives, USB
drives, flash drives, floppy disks, ZIP drives, memory cards and many others. The data shredder
can be used to safely and irretrievably delete sensitive information. You can also create an encryp-
ted virtual drive which will behave as a classic full-fledged hard drive and work with it in the same
way. Endpoint Security Tools also contain an advanced security manager for the organization of
passwords and other information. All of this with a selection of the world's best ciphers. Using
these and other functions of Endpoint Security Tools can ensure that your company data is safe
and prevent a leak of sensitive information. This allows you to significantly contribute to the security
of your company.

Safetica Endpoint Client is composed of two main parts:

e Safetica Client Service - launches on operating system startup as a service which com-
municates with the database and Safetica Management Service. The client service ensures
that the security and monitoring modules of Safetica have access to the client stations.

e Endpoint Security Tools - the user interface with security tools and contextual menu. Can
work in the following modes, based on the administrator's settings in Safetica Management
Console:

1. The Endpoint Security Tools user interface with all security tools and a contextual menu
available by right click on in the tray.

2. Context menu mode (Quick menu) with no user interface and basic security functions.

202



& Endpoint Security Tools o B ER
New Overview Tools Help

BEe g 2

Virtual Physical | Data Shredder Disk tasks

Disks | Scheduled tasks |
N N Mount at
Volume |A\|as |Path Size ‘Lahel startup
PRIVATE C\Users\Default\Private.dco 150.0 ME
E E WORK C\Users\admin\Documents\WORK.dco 2000 MB WORK

6.1 Endpoint Security Tools Description

Endpoint Security Tools user interface is composed of following parts:

1. Quick menu - Basic user menu marked by an icon . It provides first of all quick choices -
disks disconnection, safety profiles set up, looking up existing archives or closing a program.

Virtual

Physical
Unmount Traveller disk
Unrmount all

Unrmount all (forced)

Import encrypted disks...

Other
Exit

2. Bookmarks - Selecting a bookmark you select your goal. If you want to secure a disk or archive,
view a overview of current options, use a tool or view the help, simply select the appropriate
bookmark and an icon with target action in appropriate tab.

3. Tabs - Tabs will display a detailed selection of options corresponding with individual bookmarks.

4. Desktop - Displays all processing information about your safe disks, encrypted documents,
planned tasks or others. User's complete activity with disks and archives is routed to the
desktop.

5. Contextual menu - Allows creating encrypted archives or safely data removing by means of the
contextual menu of the browser.
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& Endpoint Security Tools o B =

m New Overvie w| Toals Help
BEe g 2

Virtual Physical | Data Shredder Disk tasks

Disks | Scheduled tasks |

N N Mount at
Volume |A\|as |Path Size ‘Label |startup

PRIVATE C\Users\Default\Private.dco 150.0 ME

E E WORK C\Users\admin\Documents\WORK.dco 2000 MB WORK

6.1.1 Overview

Tab Overview provides you menu with different overviews based on the description. There is a tab
Overview on the image above.

1. Virtual disks

This option shows a view of virtual disks only.

2. Physical disks
This option shows a view of physical disks only.

3. Wipe Tasks
Views wipe tasks.

4. Disk tasks
Views disk tasks

Navigation buttons make for simplifying the orientation in the program, switching between individual
views of disk types and setting up Safetica® properties. For more information on other navigation
features click on individual options of a help.

6.1.1.1 Virtual disks

Virtual disk is a file encrypted by the Endpoint Security Tools software that behaves as a classical
hard disk after connection. It means that you can create, modify, and copy files or otherwise work
with your data on this disk. Furthermore, you can do low level operations with this disk such as
formatting, defragmentation etc. There is one exception, however - the entire content will be en-
crypted with a security on an army level.

Virtual disks make a favorite way of data encryption. You do not have to use the whole disk for en-
cryption as you have to in the case of physical disks. You just need enough free space on the disk.
A guide through adding a virtual disk creates a file, the content of which is interpreted by the operat-
ing system as a physical disk.
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EEndpointSeculiinaols o [ElER
IE' New Overview | Tools Help

Ll

= o s

Virtual Physical | Data Shredder Disk tasks

Disks Scheduled tasks

Mount at
Volume ‘AI\ES ‘Path Size |Lab=\ startup

PRIVATE Ch\Users\Default\Private.dco 150.0 MB

d
.n E WORK ChUsers\admin\Documents\WORK.dco 200.0 MB WORK

The view of Virtual disks shows an overview of the virtual disks available. After adding a file of a vir-
tual disk click on a Quick Menu - search virtual disks. Afterwards, select a path to the directory,
where the file with a virtual disk is located and confirm your selection.

It is possible to manipulate with disks via a subnavigation the same way as with the physical disks.
A subnavigation consists of the following items:

a c w N

B Endpoint Security Tools = [ R
M Qverview ‘ Tools Help
s L
— ot ™

Virtual Physical | Data Shredder Disk tasks

Disks Scheduled tasks

Maunt at
Volume ‘Ahas ‘Path Size |Labe\ startup

PRIVATE Ci\Users\Default\Private.dco 150.0 MB

nnnnn

Remove

Change password

Change key
Refresh

Properties

Mount / Unmount - The selected disk gets connected by clicking on this button provided
that it is not connected yet. Otherwise, the disk gets disconnected.

New - Launches a guide that encrypts the disk selected.
Remove - Removes the encrypted format from the disk selected.
Refresh - Renews the information about selected disks.

Properties - Displays advanced information about a particular disk. Enables to change
some disk properties.

6.1.1.2 Physical disks

Physical disk is a medium capable of a random access. Namely, hard disks, disk partitions, ex-
changeable disks, flash disks, floppy disks 3,5", Zip drives etc. If you have a memory card reader,
you can also encrypt any memory card. For example, Secure Digital, Compact Flash, xD-extreme
Digital etc. But this is definitely not the end of the list of physical media. New and new types of stor-
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age devices emerge on the market every day. The encryption system Endpoint Security Tools is
able to secure these devices as well.

The view of physical disks on the desktop shows an overview of the existing hard as well as ex-

changeable disks, Flash memories and floppy disks of all types. Every disk is represented by one
line with detailed information.

e Endpeint Security Tools

IE' MNew Overview Tools Help
. |
— . 1

Virtual Physical | Data Shredder Disk tasks

Disks Scheduled tasks

Mount
Volume |Alias |Type

Size Label at

A - Diskette 00B

Before manipulating with disks a selection of a particular disk on the desktop is required. You can
manipulate with disks via subnavigation that consists of the following items:

a Endpeint Security Tools

IE' Mew Overview Taoals Help
. P
— " i

Virtual Physical | Data Shredder Disk tasks

Disks Scheduled tasks

M t
Vaolume |Nias |Type |Size |Label oun

at
H A - Diskette 006
L]

Remaove

Change password
Change key
Refresh

Properties

1. Mount/Unmount - If you click on this button, the selected disk gets connected provided
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that it was not connected before. Otherwise, the disk gets disconnected.
New - Launches a guide to the encryption the selected disk.
Remove - Removes the encryption format from the selected disk.

Refresh - Renews information about the selected disks.

o 0 W

Properties - Displays advanced and useful information about the disk selected.

Note. Although the usage of the expression physical disk is not entirely accurate, it is used further
in the text for simplicity.

6.1.1.3 Data Shredder

Shredding tasks is another feature of the Endpoint Security Tools. The activity of the shredder can
be planned. It is possible to periodically safe-remove unnecessary data, for example temporary
files created by surfing on the web. Just click on the tab Overview and Scheduled tasks.

& Endpoint Security Tools o R
Lol
~= o I

Virtual Physical | Data Shredder Disk tasks

Disks Scheduled tasks

# |items to erase |Operation execution  |Shredder method Task repetition

1 Web browsers history 04/17/11 18:34:00 Advanced Yes - On system logon
2 Regycle bin content 04/17/11 18:41:00 Advanced Yes - On sytem startup

You can simply add or remove scheduled tasks.

@ Endpoint Security Tools o E 3
E New Dvemew| Tools Help

Ll

S it E

Virtual Physical  Data Shredder Disk tasks

Disks Scheduled tasks

# [Items to erase |Operation execution  |Shredder method | Task repetition

1 Web browsers history 04/17/11 18:34:00 Advanced Yes - On system logon

Add new task...
Edit task...

Remove task

Refresh list
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6.1.1.4 Disk tasks

With Endpoint Security Tools you can also create disk tasks. Disk tasks allows you to plan connec-
tion or disconnection of disks (to specific time, after logon). To view disk tasks, click the Overview
tab and Disk task card.

& Endpoint Security Tools

New | Ovewiew | Tools Help

|

Virtual Physical | Data Shredder | Disktasks

Disks Scheduled tasks
#|Disk Operation |Operation execution | Task repetition
1 WORK (C\Users\admin\Documents\WORK.dco) Mount 041711183500 Vs - On sytem startup

You can simply add, remove or edit disk by right-clicking on task in list.

{8 Endpoint Security Tools o B &=
Hew ‘ o«femm‘ Taols Help
se £ &
Virtual Physical | Data Shredder Disk tasks
Disks Scheduled tasks
#|Disk. |Operation |Operation execution | Task repetition

Add new task...
Edit task...

Remove task

Refresh list

6.1.2 Tools

The Tools tab mainly includes the access to Program Setting and to functions like Password man-
ager, Archives, Key Manager or PC Lock.

@ Endpoint Security Tools o El 3
New Overview ‘ Tools | Help
w W B oxs 8@
= A& E SO k
< | 1) | o3 ‘ - .
Password  Password  Archives Data Key Clear pass. PC Settings Security Language
generator manager Shredder manager cache Lod profile
Tools Safetica settings
M it at
Volume ‘Ahas ‘Path |S\ze |Labe\ st::Spa
PRIVATE Ch\Users\Default\Private.dco 150.0 MB
]
.n E ‘WORK ChUsers\admin\Documents\WORK.dco 200.0 MB WORK
|
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6.1.2.1 Settings

In the program setting you can switch on, off or change some useful options the Endpoint Security
Tools offers. Thus it enables you to tune the program behavior according to your needs. You will be
able to manage general and specific features as well as particular security functions.

Security profiles

Setting of security profiles is an option specifically for advanced users. In this setting you can
change profiles from standard to User one by means of which you have set advanced security fea-
tures on your own.

Settings £3
Security profiles | Common properties  Data Shredder 1 B
Security profiles Security rules

Minirnumn disk. -
Basic remrites =
0 100

[ Enable password cache

[] Foree disk pasword change every l:l days

Warn about pass, change in
e o |daws
Paranoid [ wearn about key exp. in advance l:l days

Safe

Minimum password Middle -

Acceptable erasing level: Basic -

File encryption algorithm: Ri6 -

Cancel Help

General features
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Settings £3

Security profiles | Commeon properties | Data Shredder 4 B

Systermn settings
#sociake ,doo, def and .dcd Files with Safeticai
Run on syskem startup

Enwiranment setkings
Enable sounds
[ ] Enable Farced disk unmounting
Enable hatkeys
Enable Forced unmounting hotkey
Force RSA key usage
[ Unmount disks before suspend

Preferred disk mount type
# | By password
By ke

Access to connected disks
For user onky

#  For whole computer

From the system setting you can set general features related to your operation system.

e Associate .dco, .dcf and .dcd files with Safetica

By clicking on a .dco type file in the Windows Explorer which is standard file of virtual encrypted
disk of the system.

e Run on system startup

Enables or restricts automatic launch of the Endpoint Security Tools jointly with operation sys-
tem start.

The Program setting enables you to better use the Endpoint Security Tools optional features
according to your needs.

e Enable sounds
Sets use of sound effects at various program activities.
e Enable forced disk unmounting

Only advanced users are recommended to tick this option. This option enables hard discon-
nection of disks which means disconnection of disks even when the system works with them.
This option is strongly not recommended because it may cause data damage on encrypted
disks.

e Enable hotkeys

Comfortable option for all users. By pressing the Win-Ctrl-U key combination you ensure dis-
connection of all disks in standard manner.

e Enable forced unmounting hotkey
By the Win-Ctrl-Q hot key you ensure disconnection of all encrypted disks in hard mode.
e Force RSAkey usage

By this option you will set the Endpoint Security Tools behavior so that the system will require
use of security key at each disk creation from the user. This setting is suitable as prevention
and possible rescue in case of password loss however it requires great caution. More in the
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chapter Security keys.

Data shredder

Setting of data shredder automatically sets the level according to the selected security profile. If
you have your own security profile then you define the security of shredding algorithms on your
own.

Settings £3

Security profiles  Commaon properties | Data Shredder q b

Defaulk Shredder method
Biasic
# | Advanced

Skrong

Show shredder menu in Windows Explorer:

6.1.2.2 Password manager

The Password manager within the Endpoint Security Tools product provides secure control and
overview of the most sensitive information we have. User names, passwords, access codes,
PINs, payment card numbers, security keys, certificates and whatever other short text data and
files can be organized and secured on the highest level by the Endpoint Security Tools through
main strong password on army level.

All these information are saved in encrypted local structured databases. Various types of informa-
tion can be divided in groups and subgroups, in types as for example password, contact, file or se-
curity key. Every other level can be secured by further password or security key according to in-
formation importance.
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& Endpoint Security Tools o R

Overview ‘W| V-Htlp —

Password Password  Archives Data Clear pass. PC Settings Security Language

generator | mana ger Shredder ma cache Lock profile
Tools safetica settings

YN LS |
Database | |Name |Type  |Details |Crested  |Changed |Last ac... [Expiration
B TestDB =13 Password 25.02.2010 - - -
- @ Lide
. dpC
Log Created: 25.02.2010 17:42:40
Expiration: Changed:
Saf Last access:

There is the Tree of your databases and groups on the left, on the right in the main part the records
and details of selected database, group or record are shown. This view is dynamically changed
upon concrete selected item. There is a toll bar in the upper part, divided in groups according to
functions for databases, groups and records. Rightmost on this bar there are functions for copying
of record in the box or showing of passwords in detail.

More detailed information on how to use the Password manager you will find in this chapter.

6.1.2.3 Archives

You certainly use the ZIP, RAR or eventually other archives. There are many expensive products
supporting only archives and that do not offer any other options. In addition to the privacy security it-
self the Endpoint Security Tools also provides user with support of compression archives. The
Endpoint Security Tools manages with all common archive files of ZIP, RAR, ARJ type and many
others. Therefore you do not need to buy a separate and expensive compression software for noth-

ing.

Endpoint Security Tools also supports the practical self-extracting archives. The data are simply
packed into an executable file, transferred to another PC and unpacked by mere click and entering
a password in. By use of self-extracting archives there is absolutely no need to use the Endpoint
Security Tools software in target computers.

Beside the safe DCF format you can easily archive data in favorite type like: ZIP, GZIP, TAR,
BZIP2. With Safetica Archive Manager you easily unpack common formats like: RAR, ZIP, CAB,
ISO, ARJ, LZH, CHM, Z, CPIO, RPM, DEB and DCF.
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ﬁ Safetica Archive Manager - B X

N ol SONTIECEIN

Compress Extract Shred ©Open Search || Settings Languages Help

Archives Toals Help
Cormpuker =l
B C_: Screenshots Directory
El-Documents and Settings Hlavni.dcd 5,25 KB File
E}- admin Kic1.privkey 2,52 KB File
-~ Cookies Kic1. pubkey 2,08 KB File
H-Daka aplikaci ) )
Private.dco 100 ME File
H- Dokurmenty
Safetica Business.Ink 0,67 KB File

7. Nabicks Start e maueRe

H- Cblibend poloZky
- Okl it

- Okalni tisk&rmy
El-Placha
..Screenshats

E
£
[H- Local Settings
E
£

- Recent
- SendTo
- Sablory
H- all Users

- Default User
H- LocalService

Ct'\Documents and Settings \admin'Plocha\secret. def

[ I em B

H- MebworkService

- Program Files
[H-RECYCLER

- Syskem Yolume Information
[ WINDOWS H

6.1.2.4 PClock

Various circumstances force you to leave from your computer. Thus an occasion for attackers oc-
curs. While you are at some other place an attacker may take a chance and seriously damage the
computer. In better case you can expect some joke from your colleagues in a worse one foreign at-
tackers can delete or steal some important documents.

If you use the common locking of computer by means of password you have to enter the password
in for a long time and an attacker may guess your password. The PC Lock function will release you
from similar threats. By means of PC Lock you will lock your PC by mere flash disk disconnection
and open it by its connection. Your flash disk will ensure all what is necessary.

) Endpoint Security Tools o = i3

Overview IW{;JHQH} .
w W EE QO %o Be

Password Password  Archives Data Clear pass. PC Settings Security Language

generator manager Shredder manager  cache Lack profile
Tools ‘ Safetica settings |

Mount at

Volume |Alias |Path |5\ZE ‘Label startup
PRIVATE C\Users\Default\Private.dco 150.0 MB
E E WORK C\Users\admim\Documents\WORK.dco 200.0 MB ‘WORK

You can make your unique key for access to your PC from any common flash disk. Compared to
common locking of PC by the Windows system the locking within the Endpoint Security Tools is
quicker and far more secure. You do not have to be afraid of key copying onto other disk, the End-
point Security Tools will recognize any attempts for key duplication.
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€ Po Lok X

In order to lock the computer insert: a flash disk and click Lock Station butkan,

&
%

Choose Flash disk

Lock Station
Drive: E: =

Turning Aukormatic Lock on
will lock your PC whenever
you pull out the selected
flash disk From your machine.

Autao Lock

Help Cancel

Use
1. Inthe Tools tab select the PC Lock option.

2. Select from menu your flash disk which you plan to use as a key (if you still have not inser-
ted it you can do it just now, the program will recognize a newly connected disk).

3. Press the Lock station button.

4. Take the flash disk you have selected as your key out of your PC. As soon as you make it
the PC will lock itself and maximized window in Safetica colors will be displayed.

5. For repeated unlocking insert the flash disk you have used as your key.

Advanced - opens advanced options settings

e Generate token - it will generate token and save it onto selected Flash disk. The token serves
to correct Flash disk identification at unlocking of the PC.

¢ \erify the token - it will verify if correct token is saved in the Flash disk.
¢ Delete token - it will delete the token from the Flash disk.

Important: if the Task manager is on, you have to switch it off. If not it will not be possible to lock
the PC.

6.1.3 Desktop

The desktop includes the list of all encryptable disks. It also includes a detailed description of disk
properties such as drives, labels, sizes, disk types, cipher types, and connection modes.

@ Endpoint Security Tools o E R
e
BEe E =

s ¢
Virtual Physical Data Shredder Disk tasks

Overview Tools Help

All important information about a particular view of an encrypted disk is collected on the desktop.

Disks ‘

Scheduled tasks |

Volume |Ahas

|Patl’|

Size

PRIVATE

ﬁ E WORK

C:\Users\Default\Private.dco

C\Users\admin\Documents\WORK.dco
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150.0 MB

200.0 MB




Each line corresponds to one item.

@ Endpoint Security Tools o [ 53
E Mew D-vemew‘ Tools Help.
e g e

Virtual Physical Data Shredder Disk tasks

Disks Scheduled tasks

Mount at

Volume |Alias |Path Size ‘Lahtl startup

PRIVATE C\Users\Default\Private.dco 150.0 MB

Unmount
New
Remove

Change password

Change key
Refresh
Properties

Right-clicking on the desired disk brings up a menu for working with this disk. This menu is variable
according to the view.

6.1.4 Quick Menu

The quick menu can be opened by right-click on the following icon in the tray. It allows you to
perform the following operations over encoded drives (virtual, physical):

New Virtual
Mount Physical
Unmount Traveller disk
Unmount all

Unmount all (forced)

Import encrypted disks..

Other

e New -you can create a new Virtual, Physical or Traveler disk.
e Mount - drive connection menu.
e Unmount - drive disconnection menu.

e Unmount all (force) - everything is disconnected, even if the drives are currently working.
Data loss may occur.

e Import encrypted disks... - Opens the dialog for a virtual drive import.
e Other - allows other operations over drives:
Remove - selects the drive to be removed from a list.
Properties- displays the properties of the connected drive.
Change password - select the drive for password change.
Change key - select the drive where the security key should be changed.

e Exit - Closes the Safetica Endpoint Client graphical interface (the client service keeps run-
ning).
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6.1.5 User Dialogues

Using the announcement dialogs, Safetica Endpoint Client displays for the end users messages
about forbidden or allowed activities or displays queries and notifies of important events.

The dialogs display in the lower right corner of your desktop. There are several types of announce-
ment dialogs. Individual types of dialogs require different interaction with the user (confirmation, re-
jection, selection from options or paths).

Description of announcement dialog

The announcement dialog has its name included in the header. In the center is the name of the an-
nouncement with the announcement itself. Below the announcement are buttons for confirmation,
cancellation and other buttons depending on the announcement dialog type. In the lower left section
you can switch between the announcements if there are more unread ones.

Safetica Alert

('J File copying was denied

== Hide
Application: Windows Explorar
o Source: Week productivity report.docx
Target: ChDeny_savelWWeek productivity report.docx

File copying was denied. Operation is nok permitted by your company's
security policy.

Choose another place:

Bl C:

i ACCESS DEMIED

- indows
=D

- x64

[ %86

L E:

Cancel Cancel all

Types of announcement dialogs

Notification dialogs

Information dialogs only inform you about the situation that occurs. Such as blocking of a forbidden
application or a USB disk.

Following is an example of dialog:
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.? Application launch was denied

o Application: Motepad

Application launch was denied. Operation is not permitted by your
company's security palicy,

Query dialogs requiring larger intervention of the user

This type of a dialog is displayed only by the DLP module. In addition to the read confirmation as in
the previous type these dialogs require a more extensive action. For example, when copying a se-
cured file to an unsecured location you are notified of this fact and you can select a secured target
location etc. The options you will have at disposal depend on a type of the particular action.

Following is an example of dialog:

"J File copying was denied "’ File opening restricts application

== Hide
Application: Windows Explaorer N
(i ) Source:; Wieek productivity report.docs 0 A_pp_llcatlon. W!nword.exe
Target: CADeny_savelWeek productivity report.dock File: CiDataiDocstAnnual finance report.dock
File copying was denied. Operation is not permitted by your company's Application restricts the following operations:
security policy,
Chaose another place: E Wiriting on disc >
E"E @ Access to nebwork
IEI Printing
m Copying ko the cipboard
Taking a snapshok
@ Burning
- windaws Sending e-mails
[=Hh
' Appiication remaing restricted evean affer findghing work with profected fles.
It 7 necessary fo restart (he anofication For canceding i restriciionss
B

Cancel Cancel all « | 242 | % Continue Cancel
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6.2 Using Endpoint Security Tools
6.2.1 First launch

For acceleration and improvement of work with the Endpoint Security Tools the program will guide
you by first run wizard. It will reliably guide you through the Endpoint Security Tools so that even a
less experienced user can use it. From selection of security profile through formation of access
data database to creation of virtual disk or import of old settings.

First run wizard &3

Step1 of &

B

W elcome!

Welcome in the first run wizard!

o Welcome This wizard will help you with setting options for Safetica. In this wizard
! you can
Prafiles - select security profile
ey - create keys
Shredder - setup data shredder
Datahase - create password database
Diks - search for Safetica files on disks

PiC Lock.
Finish

<« Back

Cancel Help

First run wizard 23

Step 6 of 8

T ey Rl i

On this page, you can add new virtual disk, import eld one or perform a
search for virtual disks. A virtual disk is a common file at first sight.
However, it appears te a user as an existing hard disk after a connection by
the Safetica program. It means that you can carry out ordinary operations
Keys at will - to copy, create, or delete files and directories. You can store any
shredder confidential data or even install any programs on this disk. The most
important thing, however, is that all these data are securely stored on the
disk.

Welcome
Profiles

Database
© Disks
PC Lack

FirtElo Create new Import disks Search

=< Back Cancel Help

Having finished the wizard the Endpoint Security Tools welcomes you by its main window. After
first run we recommend to study the Help first in order you are able to control the Endpoint Security
Tools even more easily. Therefore select in the Help tab the item Help topics.

You will also find the contact button here which will direct you to our pages with contacts to tech-
nical support. You can also display Tips of the day which are shown after the start. If you want to
pass again through the program setting, create new disks, databases or keys in one step, use
again the First start wizard.

If you wish to secure your disks, continue by clicking the chapters about disk creation: How to cre-
ate a physical disk, New virtual disk creation.

6.2.2 Security profiles

Security always begins with the choice of a good and a high quality password. Another choices -
such choosing of cipher algorithms and levels of shredding-are recommended much more for ad-
vanced users. Common user does not have to bother with these particular settings and can let
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Endpoint Security Tools to set it for them. Endpoint Security Tools will offer you a choice from pre-
pared security profiles - from the basic up to the most safe one.

For advanced users there is a Custom profile, where you can set every part of security feature
yourself, after choosing this profile, the settings will be available in Settings section. In the tab Tools
select Security profiles.

@ Endpoint Security Tools o B 22

oven | oo |
& @ @ﬁw\%% ﬁ:‘@@

Passwor d Password Archives | Data | Key | Clear pass. PC Settings tngg

Tauls Safet\(a settmgs |

Mount at
Volume ‘Ahas ‘P ith |S\ZE |L bel |startup

PRIVATE Ch\Users\Default\Private.dco 150.0 MB

E E WORK Ch\Users\admin\Documents\WORK.dco 200.0 MB WORK

The wizard helps you to select the right profile for you.

Securty profile selection

Theddmlpmﬂemfansymtnurhﬂ' “middle” password level, three
tirme ing cycle and on of 2 safe and fast

encryption algarthrm.

Safe profile enforces you to use "good” paspword level sets up AES cipher
(thee winmer of a new encrypticn standart), data shredding in seven cycles
and forbids the option to cache passwords.

Paranoid profile offers the most secure approach. It disables the password
«cache, enahbles 35 cycle shredding (Gutmanin miethod). Bt uses Serpent
encryption algorigthm and enforces regulsr password changes.

ok | Cancel

Security profiles:

¢ Basic — Allow medium level of passwords, automatic choice of quick and safe cipher and
data shredder with 3 cycles.

e Safe —forced use of high level passwords, the AES cipher will be used (winner of the new
encryption standard), data shredder with 7 cycles, permitted password remembering.

e Paranoid — password remembering is not allowed, data shredding in 35 cycles (according to
Gutmann standard of department of defense of USA), used the most safe block cipher Ser-
pent and forced frequent password changing.

For common use it is just enough the Basic profile, but we recommend the Safe profile.

6.2.3 Security keys

An important feature of the Endpoint Security Tools is the possibility of restoring the user data from
the virtual disks, as well as the physical ones. The security key is in case of forgetting the pass-
word the only possibility, how to make an access to your data.
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Every security key consists of two subkeys - the private security key and the public security key.
The private key serves for unlocking of the encrypted disk in case of losing the password; on the
contrary, the public key creates in the Creating disks wizard a lock for the private key, which will
open this lock. The private key is saved as a file on the secured and reliable place (like a CD disk
and saved in the safe), while the private key is possible to move among computers and use it for
mutual creating of the security locks to your data. For the distribution of the public keys the import
and export commands serve, which will be inscribed below. You can find more about this also in
the chapter about the exporting and importing.

Every security key pair is mutual. If you create more security keys (pairs - the private key and the
public one), only the corresponding pairs will cooperate. With the concrete public key you interlock
only one concrete private key. You can use the private key to lock only these disks, which are
locked by the same private key.

6.2.3.1 Creating of the Security key

When you first run the main Endpoint Security Tools, there will be a question about the possibility
of creating your security key. In the Key Manager dialogue you can create the security key manually
- in the menu click on the Tools -> Key Manager.

a Endpoint Security Tools o = ER

New Overview |W| Help
@ m @Rﬁﬂ"‘ﬁ%ﬁ@@

sssssssssssss PC Settings ty Language
sn nn man ge
Tools Safetlca settlngs

Mount at
Volume ‘A\IES |P th ‘SIZE ‘L bel |startup

PRIVATE C\Users\Default\Private.dco 150.0 MB

E E WORK C\Users\admin\Documents\WORK.dco 2000 MB WORK

If you haven't created a security key yet, click on the Create new button.

REA Kay manager x
Present keys Detads
Keyname: - Notselacted -
Creation date: ?7.77.77%7
Author's

L 5 N
]

-, [Editor's note
- O ;I

Creabe néw... Impart...
Rem por LI » I
oK Help

The creating of the security key wizard will guide you through the process step by step. In the first
step the wizard asks you to do an unusual thing. In the middle of the dialogue an empty rectangle
will show up. You will move the mouse cursor randomly as to how the image shows you. The wiz-
ard gains amounts of random data, so that he can ensure a generating of a high-quality key to your
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disks.

Randomness generator x

Moving the mouse above the designated area will help the wizard to generate
random wakees that will be used for areation of the key pair. Dialog will be

dosed after achieving 100%. If you dose the window manually,
genarating will be aborted.

Once the sufficient amount of random data is gathered, the wizard immediately starts the generat-
ing of the security key. This operation may take several minutes depending on the speed of your
computer.

Key Creation

Generating of RSA key pair is in progress. This
operation can take up to several minutes.

The key is now created. The wizard asks you for entering the name of the key as well as its de-
scription, which you can use, when you want to recognize it. Now click on the Browse button and
choose a secured place, where you save the file with its private key.

WARNING!

It is necessary to save the private security key to maximum secured and reliable place within the
range of possible attacker. Using the private security key it is possible to unlock the data on your
disks, which are created using the security key. Devote to choosing of the place maximum precau-
tion.

RSA Key properties x
Keyname  master
y save path  CililsersiAdmn | Browse |

Author's note
Master key.

Fill in an identification name intc “Key Mame” edit box. "Key path” specifies the path for storing the key
pair files, Auther's description should describe the basic usage of the key, The note cannot be edited
later.

It is necessany to fill in all fields to proceed.

| Finish | Cancel

As soon as the choosing of the place is complete, click on the Save button and finish the wizard by
the Finish button. If everything went well, the dialogue about the successful saving of the private
key will show up. Now click on the OK button. Now your security key has been placed to the End-
point Security Tools, you can abandon the Key Manager.

Waming x

Private key is the anly option to ealvage data from dsk
when you forget your password,
Private key fie should be searely stored.,

Lo |
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6.2.3.2 Key administration

The main administration of the security keys you can perform in the Key Manager - in the menu
click on the Tools -> Key Manager. If you are the server administrator, you can force the user to
use the key.

After the addition of the created public security key click in the Key Manager on the Import button.
Choose appropriate security key and confirm this by clicking on the Open button.

‘Open ... =)
Searchin [ L) Dekumenty = ~®EckE-
e [ Lbcien CIPADGEn
'.-J (D Cyberlink, ) Updater
Recenl | jtowriosds Cvisual Studo 2005
E | Fastielp Frojects (20 isual Shudso Projects
| By (ol dat
Pochs  |fruts =
I Lexicon

R
Diokumerty gmmw

Terin poditad | )My Shype Prtures

Mitavsli g Obrisky

Fils name [bestenpost gy = % |
File lype: [Dsopton puite key fies [ gt =l _I

Exporting of the created key

For the distribution of the public key it is necessary to export this key to the file at first. Choose the
key in the table and click on the Export button. In the dialogue choose a file, which will be used for
saving the key and click on the Save button. Keys exported this way you can distribute e.g. on an-
other computers in your whole network.

RSA Key manager x
~Prasent keys ~Detals
Key name: master
Craaton dats: 13.15. 2008, 23:34
Authar's
the master key =]
=
Editor's nate
=
Createnew...  Import...
Remove Expart... [ 1 rf
oK FHeip
Save filo. 2]
Semchin [ 3 SAVE =l & B -
G
Flacha
Dikurmesty
Terko potitat:
Mitla v st
File name [(Ne———r— I |
File type [Distovmton pusbli kny s [* i) =l Cancel
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Deleting of the security key

The existing keys you can also erase. Choosing the key and clicking on the Remove button you
erase the public security key from the list. The Key manager allows you only erasing of your public
security keys. The private keys keep untouched. You can therefore restore data from the disks by
the private key.

But by erasing of the present keys list you will no longer be able to create alike disks for the restora-
tion by the same private key! Thus we don't recommend removing the keys!

RSA Ky manager

-~ Present keys Detals
Kéy name: mastis
Creation date: 13.11.2008, 23:34

Author's

\ the master key =
05 :

*, Editor's note
D =

Create new... Tmmpart...
Remove [y Export... K] le
Help

0K

6.2.4 How to create a disk?

6.2.4.1 Encryption of an existing physical disk

Physical disk is an existing disk of the following type: hard disk, USB disk, flash disk, floppy disk
3.5", ZIP Drive, memory cards, and a lot of other types of exchangeable disks. Physical disk is also
a hard disk partition. Endpoint Security Tools is able to encrypt all of these devices very easily.

WARNING: You lose all original data by encryption. Do a backup of all data prior to the encryption!
After the encryption process is finished, you can copy your data back to the encrypted disk.

In order to encrypt a physical disk, click on the navigation button Physical disks, select the disk you
want to encrypt on the desktop and click on the subnavigation button New. Then a guide opens that
guides you step by step through the encryption.

B Endpoint Security Tools o )33
Mew I Overview I Tools Help

nEe 8 B

Virtual Physical | Data Shredder Disk tasks

Disks | Scheduled tasks |
M it
Volume ‘A\ias |Type Size Label ‘atmm |
E A - Diskette 008

After you read the information on the first page of the guide, click on Next.
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Disk Wizard x

Physical disc encryption wizard %

Dear user, welceme te the wizard for a physical dick encryption. You can
encrypt your existing disk with the help of this Wizard, Physical disks
include hard disks, hard dick partitions, fleppy dicks, ZIP Drives, USE Flash
Disks, floppy disks LS-120, all memery cards: CF, 2D, SM and 2 lot of others.
‘You can store any confidential data or even install any programs on this
disk. The most important thing, however, is that all these data are securely
stered en the disk.

WARNING: You loose all existing data on the selected disk imetrievably due
to the creation of & secure disk! If you want to proceed, click on "Next™.

For more infoermation about the encryption of a physical disk click on

=¢ Back et =3 Cancal Heip

In contrast to a virtual disk, the size of which you can choose at will, a physical disk always has a
fixed value.

Check whether the disk you selected is the disk you want to encrypt. Then click on Next.

Dk Wizard - Disk selection x

[Device'Fiepen) i Rufiresh
Size 000 MB

Sty The device doesn't have enguah free space

PFleste check whether the digk selected is the disk you want to secure, All

wisting data on the disk selected will be bost inetrievably. We recommend
you to do s backup of all data price to the encryption.

e Back gt =2 Canesl Help

Now you have to choose a file system, an allocation unit and a disk label. If you want to encrypt a
physical disk or its partitions, the NTFS file system is highly recommended. We also advise you to
set the size of an allocation unit to the initial size of allocation. For exchangeable disks, in particular
for those of smaller size, FAT32 is enough. After you perform these actions, click on Next.

Dk Wizard - Filesystem x
Filesysten Allpcation unit size: F
NTES = Defoukt slocation sire | =
Volume namee: Dk alias ol feemzl

s 2 dhaic? Volume compression

Nesw you have te choose the type of a file ystem (F5) and the size of an
Allacatian urit.

Afile system divides a section on a disk into files and directones. Types of
fille systems: FATIS, FATZZ, NTFS. For files inchuding advanced sttributes of
a system, NTFS is recommended. FAT32 is suffecient fior disks including anly
files and directories without advanced properties. & recommended initisl
valse i NTFS.

Allacation unit - the smallest allocstable size on & disk in kilobytes, We

e Back [ Cancel Hedp:

In the next window you can choose a drive you want to connect a disk to or you can just keep previ-
ous settings. After you finish your selection, click on Next.
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Deck Wizard - Mount nales x

\iskurne pettings
Faamanve prewioun voluss Volume better X
Fiemowabie disk’

Urnoiurt slter fomal
Cache passwond

Cheote a drive to which you want to connect & disk.

I you tick the Rem “Discennect after feamatting”, the disk crested gets
discennected aiter you finish this wizesd,

The opticn “Remember password” enables you to connect a disk without
haning to enter your password. However, this cption is hardly

resrnenamene s fror carnirihe rescone

< Back et > Cancel Haige

The next step is the choice of ciphers. You cannot make a mistake whichever cipher you choose.
We did our best to choose optimal ciphers and sizes of their keys with emphasis on their security
and speed.

In case you save very risky stuff or programs, we recommend you to use the following ciphers:
Serpent, Twofish, Rijndael(AES) or Blowfish. On the contrary, for less inhospitable conditions, and
for frequent and bulky file transfers the RC5, RC6, or Twofish are recommended. These ciphers
excel not only in security but also in the speed.

Generally, we have to point out, however, that the choice of a cipher itself is a secondary matter.
Above all, we recommend you to choose your access password very carefully. You can learn more
about the security of ciphers in the chapter Frequently asked questions. To confirm your selection
click on Next.

Disk Wizard - Cipher and Hagh X

es B

SHA25E -

The official encryption standard propsed by Joan Daermen and Yincent
Ripmen won a competition for the new encryption standard AES. Members
of a final comitee gave most votes to this cipher. Armerican securnity agency
MSA uses this cipher with a key length of 192 and 256 bits fior working with
the most confidential documents on the level TOP SECRET. DisCryptor
implements key lengths up to 256 bits.

Select an encryption algorithim and a hash function by clicking on a
fold-cut menu. See "Help® for miore information about the choice of 2
cipher and hash function.

<& Back et 33 Cancal Haip

A key decision in the whole guide is the choice of a suitable password. There is a special chapter
on this topic. To generate a safe password can you use the Password generator, which is integ-
rated in the dialog. Your password can be immediately stored in any database or group in the
Password manager. Before you choose a password, we recommend you to study materials given
here. Generally, it is recommended to choose a password with al least twenty characters. After
you enter your password and re-enter it for verification, click on Next.
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Disk Wizard - Password X

Password

Password (repeat)

prcwort i, I NS00 N W

Generator

Your password serves as a main authentification method for accessing your
encrypted disk. Therefore, it is necessary to choose a password very
carefully. It is recommended to choose a password at least 20 characters
long. You also have to enter the password twice to be sure that you did not
make any mistake.

<< Back Next > Cancel Help

The wizard has automatically generated the disk key, which will be used for the encryption of the
disk.

According to the program settings you can or must choose the using of the rescue security key for
the creating disk. This security key is used for the access to the creating encrypted disk in the
case of forgetting its access password. It is therefore a rescue fail-safe, but it is necessary to treat
with it very carefully. If the security key comes at unwanted, the attacker can easily abuse the disk,
on whose the security key is used. In the case in the Endpoint Security Tools exists no security
key, the wizard will be automatically engaged. You can create or import a key in this wizard. You
can allow using of the security key by ticking the Allow using of the security key and choosing the
key from the highlighted menu. When the choosing is finished, click on the Next button.

You can learn more about the security key problems in the Security keys chapter.

Disk Wizard - RSA Key x
Hay geslings
| e
Used kosy
’V Key name maser = Kéy manager

Checking "Enable key usage” wall allow users to sccess disk not just with &
password but alsc with a private key.

Select a key you want to use from a list.

If you want te see details of the selected key or you want te create a new
key, click “Key Manager™ button

% Back Mang =2 Cancel Help

Check the entered data for the last time and click on the Finish button.

It is also necessary to format a disk before you use it. The guide is just doing it for you.

Progress x
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Congratulations! Your physical disk has just been encrypted and connected automatically. The
highlighted line displays the newly encrypted disk. You can open this disk by a double-click in Win-
dows Explorer. If you want to connect this disk later, simply click on the view of Physical disks in
the navigation, right-click on the line with this disk and select Connect.

@ Endpoint Security Tools = (B 3
M Owverview | Tools Help
- —
—= " e

Virtual Physical = Data Shredder Disk tasks

Disks Scheduled tasks

Volume ‘A\ias |Type Size Label

A - Diskette 008

Mount
New

Remove

Change password
Change key
Refresh

Properties

This disk will show up in the system as a drive you selected in the guide, in our case drive I: From
now on you can use this disk as any other disk. If you click on "My computer” in your Windows sys-
tem, your encrypted disk will be displayed together with other disks.

6{ ) [E=S =
= ™y Computer » = |"'|| Cearch =
[ Tre = ViEws P T ey - p— ;
Name Type TotslSze  Free Space
E Cocuments Hard Dk Drives (2) -
B Pictures Local Disk (C:) diskd {1
o B S — y
B 1 841 GB free of 150 GB | = T .
Mere Dhevices with Rernavabde Rorage (2) .
Febders w
I Desktop Flappy Disk Drive (2] @ DV R Drive (D)
B 2dmin
J Public
S Computer
i" Metwork:
B contrel Panel
[ Recycle Bin
L TiRaM

6.2.4.2 Creating a new virtual disk

Virtual disk is a file encrypted by the Endpoint Security Tools, which behaves same as an existing
physical hard disk after connection. It means that you can create, modify, and copy files or other-
wise work with your data on this disk. You can do low level operations with this disk such as
formatting, defragmentation etc. There is one exception, however - the entire content will be en-
crypted with a security on an army level.

If you want to make your data accessible even on computers where the Endpoint Security Tools is
not installed, choose the guide to a Travel disk. This utility of Endpoint Security Tools prepares a
directory with a file of a virtual disk. Later on you can burn it on a CD/DVD or save it on another
memory medium. If you insert this medium into a computer, you are automatically requested to
enter your access password. After you do so, Endpoint Security Tools enables you to access your
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virtual disk.

In order to create a new virtual disk, click on the navigation button Virtual disks and the subnaviga-
tion button New. A guide to adding a virtual disk opens. This guide is an ideal aid, with the help of
which you can quickly and easily create your secure virtual disk. The guide prepares, creates and
formats the disk on its own. It also helps you with key choices you have to make throughout this

procedure.

&) Endpoint Security Tools

IE' New Overview | Tools Help

Lan
= ) i
Virtual Physical | Data Shredder Disk tasks
Disks Scheduled tasks |
Mount at
Volume ‘Ahas ‘Path |S\ze |Labe\ startup |
- PRIVATE Ch\Users\Default\Private. dco 150.0 MB
|
.n E WORK Ch\Users\admin\Documents\WORK.dco 200.0 MB WORK

In the first step the guide welcomes you and gives you a brief information about a physical disk it-

self and about its creation. Click on

Next.

Disk Wizard

Wirbual disc encryplicn wizand -

Dear user, welcome to the wizard for adding a new virtual disk. Yeu can
easily create 2 new encrypbed virtual disk by means of this wizard,

Avwirtual disk 15 a common file at first sight. However, it appears to a user as
an existing hard disk after a connection by the DisCryptor program. It
means that you can cany out ordinary operations at will = to copy, create,
or delete files and directones. You can store any confidential data or even
install any pregrams on this disk. The mest impeortant thing, however, is
that all these data sre securely stored on the disk. For more infermation
about a virtual disk click on "Help™,

Whenever you are at your wit's end, click on the "Help” button, with the
help of which you can get necessary information very quickly and easily.

< Back Maont »» Cancel Help

By clicking on Browse pick up the fil

a disk label. After that click on Next.

e that will represent your new virtual disk and choose its size.
This file will then take a corresponding amount of space on the host computer. Next you can enter
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Disk Wizard - Target location and Size X

Disk path
| Browse
Size:

-
=

Violures
[.HB * MB (I GB

Left-click on Browse” to select the file of & virtual disk.

Chogse sioe units (KiloByte - KB, MegaByte - MB, GigaByte - GB). Then select
a precise size inthe window  Size” er click on arrows to increase or decrease
the current size of 2 virtual disk.

<x Back Tt 53 Cancel Heip

The size and location have been chosen already. Now you have to select a file system and an al-
location unit. Manual selection of an allocation unit size is recommended only for experienced

users. Generally, however, we recommend you to set the size of an allocation unit on the initial
value of an allocation.

The choice of a file system is a dilemma. While the FAT32 file system is rather simple, the NTFS
file system offers a lot of other options, in particular file and directory permissions as well as a pos-
sibility of compression. With regard to the character of new Windows operating systems we re-
commend to use NTFS. If you are ready with this selection, click on Next again.

Deck Wizard - Filesystem x
Filesstem Allpcation unit size
NTFS sl Defmit socation sioe s |
Volume namee: Disk alias Fast fomat
e chaic 2 Violume compression
Nesa you have te choose the type of a fibe ystem (F5) and the size of an
Allacation unit.

A file system divides a section on a disk into files and directones. Types of

file systems: FATIE, FAT32, NTFS, For files including advanced attributes of
a system, NTFS is recommiended. FAT32 is sufficient for disks including only
filles and directories without advanced properties. A recor led initial

wvalee iz NTFS.

Allacatian unit - the smallest allocstable size on & disk in kilobytes, We

= Back [ Cancal Haige

Choose a drive to which you will connect your virtual disk. After you are ready with this selection,
click on Next.

Dk Wizard - Mount rules x

Vilurne paitings
Faamznve presisia voluss Volume letter X
Femovable disk
Unmcurt after ol
Caches pamawiond

Cheate & drive to which you want te connect & disk.

I you tick the fem “Disconnect after formatting”, the disk crested gets
discennected aiter you finish this wizesd,

The opticn "Remember password” enables you to conmect a disk without
hawing to enter your password. However, this cption is hardly

resrnenamenc s frr carnrihs rescnine

e Back [ Cancel Hedp:
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The next step is the choice of ciphers. You cannot make a mistake whichever cipher you choose.
We did our best to choose optimal ciphers and sizes of their keys with emphasis on their security
and speed.

In case you save very risky stuff or programs, we recommend you to use the following ciphers:
Serpent, Twofish, Rijndael(AES) or Blowfish. On the contrary, for less inhospitable conditions, and
for frequent and bulky file transfers the RC5, RC6, or Twofish are recommended. These ciphers
excel not only in security but also in the speed.

Generally, we have to point out, however, that the choice of a cipher itself is a secondary matter.
Above all, we recommend you to choose your access password very carefully. You can learn more
about the security of ciphers in the chapter Frequently asked questions. To confirm your selection
click on Next.

Disk Wizard - Cipher and Hagh X

- Hash
SHA25E =

The official encryption standard propsed by Joan Daermen and Vincent
Riprien wion & competition for the new encryption standard AES. Members
of a final comitee gave most votes to this cipher. American security agency
M54 uses this cipher with  key length of 192 and 256 bits fior working with
the meost confidential decuments on the level TOP SECRET. DisCrypter
implements key lengths up to 256 bits.

Select an encryption algorithem and a hash function by clicking en a
fold-out menuw. See “Help” for miore information about the cheice of a
cipher and hash function.

< Back Mt 33 Cancal Help

A key decision in the whole guide is the choice of a suitable password. There is a special chapter
on this topic. To generate a safe password can you use the Password generator, which is integ-
rated in the dialog. Your password can be immediately stored in any database or group in the
Password manager. Before you choose a password, we recommend you to study materials given
here. Generally, it is recommended to choose a password with al least twenty characters. After
you enter your password and re-enter it for verification, click on Next.

Disk Wizard - Password X

Password

Password (repeat)

“ ** o Password ratina _-EI___

Generator V| Bave

Your password serves as a main authentification method for accessing your
encrypted disk. Therefore, it is necessary to choose a password very
carefully. It is recommended to choose a password at least 20 characters
long. You alse have to enter the password twice to be sure that you did not
make any mistake.

<< Back Next > Cancel Help

The wizard has automatically generated the disk key, which will be used for the encryption of the
disk.

According to the program settings you can or must choose the using of the rescue security key for
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the creating disk. This security key is used for the access to the creating encrypted disk in the
case of forgetting its access password. It is therefore a rescue fail-safe, but it is necessary to treat
with it very carefully. If the security key comes at unwanted, the attacker can easily abuse the disk,
on whose the security key is used. In the case in the Endpoint Security Tools exists no security
key, the wizard will be automatically engaged. You can create or import a key in this wizard. You
can allow using of the security key by ticking the Allow using of the security key and choosing the
key from the highlighted menu. When the choosing is finished, click on the Next button.

You can learn more about the security key problems in the Security keys chapter.

Disk Wizard - R5A Key

)

Key manager

% Back

Checking "Enable key usage” wall allow users to sccess disk not just with &
password but alse with a private key.

Select a key you want to use from a list.

If you want to see details of the selected key or you want to create a new
key, click “Key Manager™ buttan

[ Camcel Haip

Check the entered data for the last time and click on the Finish button.

It is also necessary to format a disk before you use it. The guide is just doing it for you.

Progress

100 %

Dretails <<

Finish!

Congratulations! Your new virtual disk has just been successfully created. This disk will show up
in the system as a drive you selected in the guide, in our case drive E:

@ Endpoint Security Tools

E New D‘vemewl Tools Help

Virtual Physical = Data Shredder Disk tasks

Disks Scheduled tasks |

Volume ‘Ahas ‘Path

M it at
Size |Labe\ | o

startup

PRIVATE CA\Users\Default\Private.dco

E E WORK Ch\Users\admin\Documents\WORK.dco

150.0 MB

200.0 MB WORK

From now on you can use this disk as any other disk. If you click on "My computer"” in your Win-
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dows system, your encrypted disk will be displayed together with other disks.

BN ===
60":! v Computer » > |"t]| Search Al
Oraenize A Wiews J t 15 1 : ree 2
Mame Type = Tatal Size Free Spece
B Cocuments Hard Bisk Droves (21 -
: Fiérmas Local Disk {C:) dishd ()
ety
i w - = ) “ o 1
B tusic B.AL G free of 15.9 GB S 5.4 1B free of 995 MB &
Mere » Dhevices with Rernavabde Rorage (2) *
Felders e
o Floppy Disk Drive (&) @ DV W Drive (%)
esktop
B sdrmin
4. Public
8 Computer
¥ Metwork

B Contrel Parel
& Recycle Bin
L TIPARI

=

e

6.2.4.3 Overwriting an existing disk

If you want to replace an existing encrypted disk by a new encrypted disk, you have to do the pro-
cedure the same way like when you create a new disk. However, a guide to removing a current

disk will be launched in this case at first. You can overwrite any type of a disk (either physical or vir-
tual).

Click on the corresponding encrypted disk on the desktop that you intend to overwrite a choose
New in the subnavigation.

@ Endpoint Security Tools o [E &3
m New Overview ‘ Tools Help
Lo |
—= ” o
Virtual Physical | Data Shredder Disk tasks
Disks Scheduled tasks
Mount at
Volume ‘Ahas ‘Path ‘SIZE |Lahe\ startup
PRIVATE C:\Users\Default\Private.dco 150.0 MB

Unmount
New

Remave

Change password

Change key
Refresh
Properties

Immediately after clicking you are welcome by a new guide - it is either a guide to a disk encryption
or a guide to adding a virtual disk. After you go through this guide a new disk is created.
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6.2.4.4 Traveller disk
One of the main benefits of Endpoint Security Tools is the feature Traveller Disk.

E Endpoint Security Tools = O X

m New | Overview  Tools Help :
£ 4 Ok 8BS
°

Virtual Physical Traveller disk From file From folder Shredder  Disk  Securil
- - - task task ki
Other

Encrypted disk Traveller disk Encrypted archive

Mount at

Volume ‘A\Ias |Path ‘SIZE ‘Lahel startup

PRIVATE CA\Users\Default\Private.dco 150.0 MB

E = WORK C\Users\admin\Documents\WORK.dco 200.0 MB WORK

Traveller disk allows you to simply access virtual disk even on computers, which do not have the
Endpoint Security Tools installed. Travel disk has equal security level like another types of disks
encrypted with Endpoint Security Tools. It means - if you lost your traveller disk, the data will be ab-
solutely unreadable for thieves.

To create a new travel disk select the tab New and then select the option Travel disk. If you want to
use an existing virtual disk to export to a travel disk choose desired disk from desktop and select
the option From virtual disk.... Otherwise just choose New disk... The wizard is very similar to
Creating a new virtual disk - you can follow the link.

Next description is for option From virtual disk....

Traveller Wizard - Deployment x

Browse

Traveller disk enables you to easily access snd e your virtual disks even on
computers without DisCryptor mstallatson.
Select a virtual disk you want to deploy as a Traveller disk.

Clickirg the "Browse” button will let you choose a path that you want your
disk to be placed.

2 Bait | bt Cancel Help

Endpoint Security Tools welcomes you with Traveller disk wizard. If you correctly selected the disk
from desktop it will automatically find its path. You can still change this by clicking on the arrow on
the right of the first line - there will be list of existing disks.
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Traveller Wizard - Depleyment X

Virtual dizk
L ssrsAdmin sk 1 dco -

Folder
Browse..

Traveller disk enables you to easily access and use your virtual disks even on
computers without DisCryptor installation.
Select a virtual disk you want to deploy as & Traveller disk.

Clicking the "Browse” butten will let you choose a path that yow want your
dizk to be placed.

<« Bars ot =2 Cancel Haip

In the next step choose the path where your future traveller disk will take a place. If you are going to
place it on CD or DVD just place it to some temporary folder and then burn it with your favorite
burning software on the disk. In case of using flash disk, just choose a place on that disk.

Now click Finish.

And that is all. There will show up progress dialog and the rest is on Endpoint Security Tools. At the
end just click Ok.

Progress x

Congratulations. Your new secured traveller disk has been created.

How to access the traveller disk?

Due to the automatic start of inserted disk with this option turned on in Windows (autorun), you can
choose Connect encrypted disk and Endpoint Security Tools automatically asks you to enter pass-
word and connects the disk.

Enter now your password, which you have entered in the Travel disk wizard and confirm by click-
ing Ok.

E Mount Disc o] B [

Fassword;

|

If you wish to disconnect the disk, just right-click on the tray icon , choose your travel disk to Un-
mount this disk.
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Unmount this disk

Unmount this disk (forced)

Disconnect All

Dizconnect all (forced)

Quit

6.2.5 Disks administration
6.2.5.1 How to connect a disk?

The easiest way how to connect a disk is to choose an overview of all disks by clicking on the nav-

igation button Overview. Then choose a disk you want to connect - right-click on the desired disk
on the desktop and select "Mount".

ﬁ Endpoint Security Tools

o B
New Overview Tools Help
BE 2 B

Virtual Physical | Data Shredder Disk tasks

Disks | Scheduled tasks |

Mount at
Volume ‘Ahai ‘F‘ath |S\ZE |Lah=\ startup

PRIVATE C\Users\Default\Private.dco 150.0 MB

|
.. E WORK ChUsers\admin\Documents\WORK.dco 200.0 MB

WORK

To access your disk enter your password and confirm by Enter. You can also do some additional
settings in the window of a disk connection.

Maount disk disk1

—Mount password For disk disk1

—Mount properkies

Remember password Yolume:  F: -

Remove previous volume Shared access

Read anly Removable disk

— Prirvake key file

IUse private key for decryphion

Erowse

Cancel (1] 4 |
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Connecting options:

1. Remember password - If you want to use that option, you have to allow it first in Settings.
From security reasons we do not recommend using this option! Password is remembered
through all the computer activity until shutdown. If you wish to delete the remembered pass-
word just choose the tab Tools -> Delete remembered passwords.

2. Remove previous volume - (only for physical disks) Endpoint Security Tools removes the
original drive while the disk is connected.

3. Read only - By turning on this option it will be not possible to write on the disk.
4. Shared access - shares access to disk

5. Removable disk - (only for physical disks) Choose in the case that the device you are con-
necting is containing removable disks like card reader, ZIP Drive, etc.

6. Use private key for decryption - if you enable this option you will be able to connect a
disk by your private key.

If you want to connect a virtual disk that is not known in the list of virtual disks, click on the view of
virtual disks in the navigation, and then on "Search" in the subnavigation. Choose a path where
your file with a virtual disk is located and confirm by clicking on "Open". After the disk is found pro-
ceed in connection as described in the second paragraph of this section.

6.2.5.2 How to disconnect a disk?
There are two ways how to disconnect an encrypted disk.

1. Forced (hard) - disconnects all disks even if they are being used. Therefore, we recom-
mend you to use this way of disconnection only in case of security emergency - when your
data are in danger (by default using WIN-Ctrl-Q keyboard combination). However, this func-
tion has to be enabled in settings.

2. Unforced - a standard way of disconnection. A disconnection cannot be carried out in this
way if a disk is being used. If you want to disconnect a disk and the disconnection does not
work, terminate all applications that utilize a disk and try to disconnect it again. You can per-
form the disconnection of all disks by a keyboard combination WIN-Ctrl-U.

You can carry out a disconnection of particular disks by their selection on the desktop and by right-
clicking on the particular disk and by selecting "Unmount".

E Endpeint Security Tools =

m New Overview ‘ Tools Help
o
= - e

Virtual Physical = Data Shredder Disk tasks

Disks Scheduled tasks |

. Mouni
Volume ‘Ahas ‘Patn Size |Labe\ startup

PRIVATE C\Users\Default\Private.dco 150.0 ME

Refresh
Properties

If you are right now working in Windows and you do not want to open the main window of End-
point Security Tools, just click on the icon in tray and choose Disconnect and the disk you want to

be disconnected.
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6.2.5.3 How to remove a disk?

If you want to remove a disk, select the disk to be removed on the desktop and right-clicking on the
particular disk and by selecting "Remove". If you really want to remove the disk, click on Yes.

. " Safetica Business - B X
Mew | Cverview | Tools Help
e =

i
Virtual  Physical | Data Shredder Disk tasks

Disks Scheduled tasks

Mourit

Volume Alias Path Size Label s

Volume C:\Documents and Settings\admin\Plocha\Private. dco 100.0 MB

_

Mew
Remaove

Change password

Change key

Refresh

Properties

Before the removal itself, you have to enter your access password.

Password check x

tttttttﬂ

0K Cancel

After you enter the password, you have to choose the type of removal.
There are two types of disk removals.

1. Deleting - Deleting is the most common way of a disk removal. In case of a virtual disk it is
just a deletion of a file with a virtual disk that is carried out. In case of a physical disk the
disk is only formatted.

2. Secure removal - a markedly more secure way of removal. In case you need to remove
your data from the disk on suspicion of a password leak, select Enable. A disk is overwrit-
ten several times by random data. Users themselves set the number of overwritings in Pro-
gram settings. Five overwritings are sufficient for the most common needs. A very secure
way of removal is the choice of at least 15 overwritings. The probability of reading original
data is negligible, indeed, with such a high number. Thirty overwritings are recommended
for military purposes. The process of a secure removal may take a long time depending on
the number of overwritings.
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Dick: Wizard - Remowal x

Safe disk
[ Erable Rewrite count E

A seoure disi removal i enabled by & multple oversriting of exising data by
random data. If an atacker found your passwond, they could access the orignal
datn on the deleted disk. Therefore, we recomemersd you i remove data searely
by & multiple overvriting.

1Fitbs highly uniikely that your access password was revealed, you do not have to
rmave & dik pearely,

o Bacs et 53 Cancal Help:

Choose the way of removal and proceed by clicking on Next. Confirm the removal.

In case you remove a virtual disk, the removal of the disk is carried out already in this step. At the
end just terminate the guide by clicking on Close. If you remove a physical disk, you also have to

format the disk so that it can be prepared for its next usage. Select a drive under which you want to
use the disk subsequently and click on Next.

Dk Wizard - Filesystem x
Filesysten Allpcation unit size: £
HTES = Defoult slocabon siee | =
Volume namee: Dk alias ol feemzl
s 2 dhaic? Volume compression

Nesw you have te choose the type of a file ystem (F5) and the size of an
Allacatian urit.

Afile system divides a section on a disk into files and directones. Types of
fille systems: FATIS, FATZZ, NTFS. For files inchuding advanced sttributes of
a system, NTFS is recommended. FAT32 is suffecient fior disks including anly
files and directories without advanced properties. & recommended initisl
valse i NTFS.

Allacation unit - the smallest allocstable size on & disk in kilobytes, We

e Back [ Cancel Hedp:

Select a file system you want to use on the disk and you can optionally enter a stream label. Then
click on Next.

The process of disk formatting:

Progress x

This procedure can take a long time depending on the number of overwritings and depending on

the speed of the disk used. After the disk formatting the disk is prepared for a common usage un-
der the drive chosen before.

6.2.5.4 Forgotten password?

The private security key is used for unlocking the disk. For a successful unlocking the disk is
needed. If the disk hasn't been created by the security key, the disk isn't in no manner possible to
unlock in the case of forgetting the password. The picture shows you the system of the unlocking.

Choose the path to the private security key file, which has been used for creating the unlocking
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disk.

Private security key Unlockin Unlocked disk

You can connect the disk similarly like in the Connect disk dialogue. But you do not enter the pass-
word, but the path to the private security key. In the connection dialogue, which appears soon, click
on the Show details, then enable Use private key for decryption, click on the Browse button,
choose the private key file and confirm the choice by clicking on the Open button. You can start up
the opening by clicking on the OK button.

Maount disk disk1 X

—Mount passwaord For disk diskl

—Mounk properties

Remember passwiord Wolume:  F: -
Remove previous yolume | Shared access
| Read only Removable disk,

— Privake key file
| Use private key For decrypion

Erowse

[ ————

The disk is now connected and if you have forgotten the password and wish to change it, click on
the desktop by the right mouse button on the appropriate disk and in the menu choose Change
password. In the dialogue enter the path of the private security key file, two times enter your new
password and confirm by clicking on the Change button.

6.2.5.5 Howto create disk task?
Disk task allows you to connect or disconnect the selected virtual or physical disk in a given time.

You can create a new disk task by clicking the Disk task icon in the New tab.
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& Endpoint Security Tools

Hew Oveniiew  Tools Help.
. o™
n
Virtual Physical | Traveller disk | Fromfile  Fromfolder

Encrypted disk ‘ Traveller disk | Encrypted archive ‘

= 8%k
Shredder Disk  Security Wizard
task | task | key

Other ‘

‘Ahas ‘Ps(h

Mount at

‘S\ze ‘Labe\ ‘mnw

PRIVATE C\Users\Default\Private.dco

WORK

VEE:

C:\Users\admin\Documents\WORK.dea

1500 ME

2000MB  WORK

The following transparent dialogue will appear.

Mowa diskova dloha

Twp Glaby Zvoleny disk,
(*) Pipojeni disku
() Odpojeni disku

Spusteni dlohy

(@) Jednordzové

() Opakovand

Cpakovani dlohy
Po spuikéni poditace # Po priblaseni

W Casovem inkervalu 8 byedni

Zrusit

Zobrazit detaily

oK

In the first step, choose the drive from. Next choose if you intend to connect or disconnect the
drive. Additionally, you can choose whether to join the disc once or repeatedly. If you choose re-
peatedly, you can specify when (when you start your computer, after logging), and in what interval.

Mowa diskows dioha

Tywp dlohy Zvoleny disk
* | Pfipojen disku
Odpojeni disku

X

SpuskEni dlohy

(*) Jednorézaové

() Opakované

Opakowvani dloby
Pao spusténi poditade * | Po pihlaseni

W Easovém inkervalu ] bydni

Zrusit

Zobrazit detaily

0K

Disk task can be also set in detail. When you click Show Details button in the lower left corner, the
dialog with detailed disk tasks setting will appear. You can set the exact date and time of connec-
tion, or under what user account will have access to.

You can hide detailed setting by clicking Hide Details button. If you have done the disk task setting,

click OK to add it to the Windows Task Manager

Mowa diskavd dlaha x
Typ dlohy -~ Zvoleny disk
() Pripojeni disku
. ) Jednotka (C:\Documents and SettingstadminiPlochall =
) Odpojeni disku
Spusténi Glohey ~Opakovani dlaky
(*) Jednorézove Po spuskéni poditace *| Po piihlaseni
() Opakované W Easovém intervalu g bydni
Eas pripojeni ~ Spustit jako
ST mE e &) Okamzits Zvoleny ucet * | PihlaZeny ugivatel
Uziwatelske jmeno
| =010 F R
FfihlaZovaci hesla
[ — . P T
S = e

You can view created disk tasks by clicking the Overviewtab and Disk tasks icon.
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& Endpoint Security Tools

New | oveniew | Toais

Help.

o 8
Virtual Physical | Data Shredder | Disk tasks

Disks ‘ Scheduled tasks |

6.2.6 Archives
6.2.6.1 Overview

The Safetica Archive Manager is part of the Endpoint Security Tools. It includes file and folder en-
cryptions in DCF archives (note: formerly encryption on file level, context offer - Encrypt..., Encrypt

=|Disk

|Operation |Operation execution |Task repetition |

1 WORK (C:\Users\admin'\Decuments\WORK.dco)

Mount  04/17/11 18:35:00 Yes - On sytem startup

and Send...), which were separate in the previous editions.

In addition to file and folder encryption in own DCF format this component serves for complete
work with archives and data compression. Beside standard formats compression methods the
program enables to simultaneously encrypt and compress files or folders in the self-extracting EXE

archive.

ﬁ Safetica Archive Manager

£
£
[H- Local Settings
(- Mabidka Start
£

- Okl it
El-Flocha

- Recent
- SendTo
- Sablorry
B all Users

- Default User
b

b

H-LocalService

H- MebworkService

H- Oblibené poloZky

- Okalni tiskarmy

L Sereenshobs

N ol SONTIECEN

Compress Extract Shred ©Open Search || Settings Languages Help
Archives Toals Help
Compuker =l
B- C_: Screenshots Directory
B Documents and Setkings Hlavni.dcd 5,25 KE File
- admin Kic 1. privkey 2,52 KE File
- Cookies Kic1. pubkey 2,08 KB File
H-Data aplikaci ) )
Private.dco 100 ME File
H- Dokurnenty
Safetica Business.Ink 0,67 KB File

Ct'\Documents and Settings \admin'Plocha\secret. def

£

H- Program Files

[#-RECYCLER
- Syskem Yolume Information

G- W THD Y S

-

The Safetica Archive Manager is launched separately from the tab Tools -> Archives. Main window
contains likewise the Windows Explorer two parts - directory structure tree on the left and currently
opened folder or disk on the right (it also shows the content of archives). In the bottom window only
archives from the given folder are displayed for better overview. All relevant items are highlighted at

the same time.

There is a function with following options in the upper part of the window.
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Compress - selected files or folders will be packed in the required format.

Extract - extracts selected archives to required path.

Shred - by means of Data Shredder it deletes selected items from the disk.

e Open - opens or launches selected items.

Search - opens searching dialogue.

Settings - opens Setting dialogue.

6.2.6.2 Compression files and folders

For security or compression of a file and folder open the Safetica Archive Manager in the Tools tab
as illustrated in the picture. The compression also includes the encryption of selected items if the
DCF format is used.

@ Endpoint Security Tools o = R

Hew Overview | Tools ‘ Help

generator  manager Shredder manager cache
Tools

Volume |Allas |Path

PRIVATE C\Users\Default\Private.dco 1500 MEB

E E WORK G\Users\admin\Documents\WORK dco 2000 MB WORK

Further select the required file or folder and then select from the function bar the option Compress
or click with the right button and from context menu select Compress. If you wish to send the en-
crypted files safely by e-mail click on the chapter bellow.
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ﬁ Safetica Archive Manager - B X

RO E o B

Compress Extract Shred ©Open Search || Settings Languages Help

Archives Tools Help

Cormpuker
=8 C_: Screenshots Directory
B Documents and Settings disk1.dco 100 MB File

| »

&3 adrin Hlavni.dcd 6,25 KE File
Klic1.privkey 2,52 KB File

- Conkies

[ Data aplikaci
- Dokurmenty
[#- Local Settings
£

E

Compress. .. 100 MB File

0,67 KB File
232,31 KB File

3 abidka Start Safetic Compress and send. ..

H- Ohlibené polofky sere
- Okiolni sit’

- Okalni Eiskarny
E-Placha
‘..Screenshats

Decompress...

- Recent

- SendTo
- Sablony
H- All Users

E
B Default User
B LocalService C:\Documents and Settings\admin\Plocha‘secret.def

B MetworkService
[ Program Files

[ RECYCLER

- Syskem olume Information B
- WIMDOWS =

If you prefer the Windows Explorer just click with the right button on the file or folder and select the
particular option.

g Otevrit

B securely remove. ..

B ©pen with Safetica

B Compress to Kicl.dof and send

B Compress and send. ..

Odeslat

Wyjmouk
Kopirovat

Wybvofit 2astupce
Odstranit
Piejmenavat

Wlastnosti

—

The dialogue with request for entering the access password appears immediately. Select the
format you want to use for compression, name of output archive and location. If you wish the ori-
ginal files to be removed tick the option Shred files after archiving.

Warning: Shredding is a time-consuming operation and subject to selected data size it may take
even several hours (shredding of 4 GB data may take more than ten hours). It is not recommended
to encrypt big folders or system folders (like Documents and Settings, Users etc.). Your key de-
cision comes — selection of correct password. For secure password generating you can use the
Password generator integrated directly within the dialogue. The given password can be immedi-
ately added to any database or group in the Password manager. This important questions are de-
scribed in separate chapter. The password to the given archive you can save directly to your con-
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nected database. Before selecting the password we recommend to study materials about correct
password selection. Enter your password once more for control and click the OK button.

Create archive x
~Basic properties -
archive name | Kicl Type  DCF L4
Location |C:'|,D|:ucuments and Settingstadr Browse, ..

Don't shred files when done

i -

~Password encryption -

Ilse password
sekkkkkbekkk

Password Generakar
Password agajn Attt Show passwaord
Password level [N N [
Save password Database
Basic options | Advanced options | q
oK Zancel Help

Now the dialogue with indicator of compression course will be displayed and new archive will im-
mediately appear in the same directory and as a new item of archive list. Just confirm by clicking
OK. Any encrypted file by the Endpoint Security Tools is easily recognized according to .DCF ex-
tension and Safetica logo icon.

If you transfer the encrypted files to other computer, it will be necessary to decrypt them again!
How to decrypt files and folders quickly is described in the following chapter.

Information

Creating archive

0%

Messages

T break |

Option to use the password is obligatory only with DCF archives (this one is only one secure with
password use because it is encrypted!), with others this possibility is optional if available.
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Create archive x

~key encryplion

*| From list Micl

Frarm file Browse..,

~ Archivation

" Compress files with archivation flag
U Cancel file flag "archivake"

| Compress Files older then weeks

~System properkies
" Shuktdown computer when done
" Don't show progress

" Maotify about finish

Basic options |Advanced options || 4 b
114 Cancel Help

Advanced setting

In this tab details of archive formation can be set. The use of public key for file encryption is the
most important in case you would have forgotten the password.

6.2.6.3 Compression and sending in an email

Click the tab New and then either From file or From folder icons as shown in the picture. Then click
the option Encrypt the file/folder and send by e-mail..., and select the required file which you want
to securely send. The same dialogue as described in the previous chapter will be opened.

& Endpoint Security Tools = B R

New Qverview Tools Help

06l 4 [ w 883
8 t iy

Wirtual Physical | Traveller disk From file Fromfolder | Shredder Disk Security Wizard

@ £ task  task  key
Encrypted disk ‘ Traveller disk | Encrypted archive |

Other |
Mount at
Volume |Ahas |Patn |S\ze |Labe| startup
PRIVATE C:\Users\Default\Private.dco 150.0 MB
E E 'WORK C:\Users\admin\Documents\WORK.dco 200.0 MB ‘WORK

If you prefer the system Explorer just click with the right button on file or folder and select the option

Compress and send. The same possibility you can also find in the context menu of the Safetica
Archive Manager.
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= ]
| Mew Message = ||

File Edit View Insert Format Teols Message Help

Attach: | 8] secreb. ot tet.def (1.50 KE)

Th

Tirmes Mew Reman - [12 v] E|lB 1 UuA|EEEREE"

-

E-mail amachment had been encrvpted by Safetica  softwars. Get a free H
version at http:'www_ safeticanest

-

In the last step your favorite email client will be launched and the encrypted file will be automatically
connected as attachment. It is enough to fill in the e-mail address of the recipient and send the e-
mail. The recipient will receive automatically enclosed instructions how to encrypt the attached file
easily. If you use the self-extracting EXE archive the recipient does not need to install any software.
The recipient has to obtain from you the password and then he is able to decrypt the file easily.
However we do not recommend to send passwords by e-mail!

6.2.6.4 Decompression archives

The decompression of archives is very easy. In the Safetica Archive Manager select by right button
the required archive and select the Extract option.
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ﬁ Safetica Archive Manager - B X

R RO K o B

Compress Extract Shred Open Search || Settings Languages Help

Archives Tools Help

Computer
B Screenshots Directory
- Dacuments and Seftings disk 1.dco 100 ME File

B adhin Hlavni.ded 5,25 KB File

- Cookies

- Data aplikaci
[H- Dokurnenty
- Local Settings
£

&

| »

c
ELIAE 2,52 KB File

100 MB File
0,67 KB File

Compress and send. ..

1 Mabidka Start Safetical  Decompress...

H- Oblibeng pologky searet.dcf 282,31KB File

- Oleolni it

- Oklri biskarmny
El- Plocha

‘- Sereenshats

- Retent
- 5endTo
- S ablony
B Al Users
B-Default User
Bl-LocalService

C:'\Documents and Settings‘admin'\Plocha\secret.dcf
C:'\Documents and Settings\admin'Plochaklicl,dcf

B MetworkService
- Program Files

B RECYCLER

- System Yolume Information ||
B W IMD WS

Compressed files and directories are very well recognizable thanks to Safetica icon by which all
encrypted files are presented within the system.

In the Windows Explorer double click the compressed file icon or click just once with the right but-
ton and select the Extract option as illustrated in the picture bellow.

-

Otevfit

B 5ecurely remove. ..

B Extract here
B Extrack to Kic1i*
B Cpen with Safetica

COtewfit v programu...

Cdeslat

Wyimout
Kopirovat

Wybvofit zastupce
Odstranit
Pfejmenawyat

Wlastnosti

| - ——-— I

Enter the original password in for decompression or decryption if the DCF archive or some other
with use of a password was used. If it is the DCF archive and the public key were used for encryp-
tion, for decryption you can use the private key.
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Extract archive annual_report.dcf x
Extract to C:\Users\Admin'Desktop Browse
~Options

If file exists ask for action x

~Autentization

7 Password e

Private key Browse

Cancel OK

6.2.6.5 Setting

Setting of the Safetica Archive Manager includes some useful options. Thus it enables you to tune
the program behavior according to your needs.

Settings x

Common |nssociati0ns |

~User inkerface

Always on top

¥ Enable sounds

~ Compression J decompression

Operation pri